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Recommendations 

	ID
	Open Date
	Section
	Description
	Status

	001
	2005.05.13
	5.1
	PresenceValueList element not found in CSP 1.3 DTD
	


Editorial Comments

	Document Rev
	Section
	Description
	Status

	ETR
	5.1.1.2
	Under the Server section the following requirement exists:

“The mechanism to split long lists in parts SHALL NOT create any security hole in the IMPS session.”

This requirements is not very clear and needs to be more explicit about what specifically needs to be tested. It is likely that split long lists can potentially allow buffer-overflow type attacks. A more clear and testable security requirement is needed.
	

	CSP
	6.4
	This section needs to be completely re-written as it is not very clear how login is performed. The section is in a long narrative format that does not help understanding the exact functionality for implementation.  

 The following items needs clarification:

-What exact messages are required in a 2-way/4-way login mechanism (some generic text is not sufficient). Please separate this section mainly into two sub sections (2-way, 4-way)

-What are the credentials used by the terminal (Client-ID, User-ID/passwords). What are the formats of these parameters and how are they configured in the terminal. 

-What is the mechanism to authenticate the client/user via MSISDN/MDN which messages are required to perform this. 

-References to the HASH functions (MD4, MD5, MD6, SHA) are missing. It must be more clear how the challenge/response scheme works. 

-It is not clear which of these HASH functions are mandatory to implement which are optional. 

-HASH functions such as MD4 are not considered secure and MUST not be used.

-Nonce lengths, validity period,  etc are not defined. 

-It is not clear why login procedure choice is left to the client and not to the IMPS server as only IMPS sever can determine if it supports MSISDN based authentication vs. username/password based authentication.


	

	ETR
	5.1.1
	Under the client test requirements. The following sentence exists:

“The IMPS system SHALL support bypass the Auto Login feature and force manual Login instead”. Please change this to:

“The IMPS system SHALL support both the AutoLogin feature and the Manual Login Feature”

As bypass may suggest that authentication is by passed.  However, the intention here is to have a configuration setting support.


	

	AD
	6.1.5.1
	Several Authentication/Authorization mechanism are defined in this document such as:

· Application-Network Authentication / Authorization.

· User-Application Authentication / Authorization.

· Application-Application Authentication / Authorization 

· User-Network Authentication (only for Authentication)
It is not clear which of these mechanisms are actually provided by this specification. 
	

	CSP Transport
	6
	Session-ID is used to bind several transport mechanisms to a particular session with a User-ID after successful authentication. Session-ID itself may not be sufficient for certain transports in order to maintain the authenticated session. Specifications must clearly state that a particular Session-ID must also be bound to a transport level identifier such as an IP address. A correct binding for IP based services (TCP/UDP/HTTP) should be in the form of (IP address, User-ID, SessionID)
	

	SSP Transport
	5
	This section mentions the use of HTTPS however, it does not specify any profile of HTTPS such as which cipher suites (encryption algorithms) to be used or whether both servers need to use certificates to authenticate each other. This information needs to be provided in order to prevent incompatibility. 
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