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1 Reason for Change

Due to the status of the document the section about presence privacy was only a place holder. Since we brought some contributions the deal with presence privacy:

· OMA-IMPS-2003-0086-ImpactOfProposedChangesOntoCSP 

· OMA-IMPS-2003-0087-IntroductionOfContactRoles 

· OMA-IMPS-2003-0088-ReactiveProactiveAuthorizationModelImprovements 

· OMA-IMPS-2003-0089-WV-FeaturesAndFunctions 

· OMA-IMPS-2003-0114R01-Contact_Roles_UseCases 

· OMA-IMPS-2003-0115R01-Contact_Roles_WV_Integration 

· OMA-IMPS-2003-0125-Contact_List_Semantics 

· OMA-IMPS-2003-0171R02-reactive-prepares-proactive-authorization 

· OMA-IMPS-2003-0172R01-Use-Reactive-Authorization-to-prepare-Proactive-Authorization 

· OMA-IMPS-2003-0173R01-Use-Case---Support-the-presenter-with-metadata-about-the-watcher 

· OMA-IMPS-2003-0174R01-Support-the-presenter-with-metadata-about-the-watcher

· OMA-IMPS-2003-0190-Supporting-Presentation-for-Metadata-Support-Reactive-Authorization  

we integrated the requirements of the former inputs into one chapter.
2 Impact on Backward Compatibility

<statement describing the scope and nature of compatibility with previous versions>

3 Impact on Other Specifications

Since privacy should install mechanisms that protect user data against unauthorized access the item is potentially not limited to presence user data. If privacy will be another common function it might be necessary to rework this section.

4 Intellectual Property Rights Considerations

none
5 Recommendation

Integrate the proposal into the chapter for presence privacy of the presence RD.
6 Detailed Change Proposal
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5.9 Use Case – Presence Privacy


Privacy tries to protect user data against unwanted and unauthorized access. The presence privacy tries to protect the data about the availability and presence of a mobile user against unwanted and unauthorized data access. 


All watchers that want to get data about the Presence and Availability (PA) status of another user need to be authorized for their access. This authorization is realized in four different modes:


· The user who owns the mobile terminal (presenter) is directly asked for permission if a watcher tries to fetch or subscribe his PA data.(Reactive Authorization mode)


· A system that acts on behalf of the user (presenter) decides for permission if a watcher that is known tries to fetch or subscribe his PA data. (Proactive Authorization mode) 


· To accomplish users comfort a transition mode that switches from reactive to proactive mode is necessary. The goal is to reach as much reuse of decisions as possible. (Transition mode) 


· Reactive Authorization and Transition mode could be substantially enhanced, if decision supporting features are available as basis for the presenter’s evaluation. (Decision Support Mode)


Effective support during the decision process for transition and reactive authorization mode will be very beneficial for the user (presenter). For the users comfort the number of decisions should be as small as possible decisions he found once should be reusable for future access. 


Since the proactive authorization is normally done without any notification to the presenter, he needs to be sure that his privacy is managed in a way he is able to control and to understand completely. 


For authorization the presenter is thinking in relation of trust. Therefore authorization lists (Family, Friend, Colleague…) that connects contacts with the same relation should be used. Since the trust relations normally didn’t drive the list generation of communication lists (e.g. used for Instant Messaging and Chat session) a reuse of such lists should normally be avoided.


Additionally it might be meaningful to support relations that are hosted outside the mobile domain. (E.g. Companies Directory Service to decide for proactive authorization or support with public key infrastructure)

5.9.1 Use Case for Reactive Authorization

5.9.1.1 Short Description for Reactive Use Case:


· UPR1: A watcher named Maria is unknown to the presenter named Juliet. Maria is authorized reactively. (Juliet didn’t have Maria in her phonebook)

5.9.1.2 Actors for Reactive Use Case:


The pure reactive Use Case has only two Actors


· Watcher: Maria is interested in the presenters data of Juliet (Asks for Data Access)


· Presenter: Juliet is willing to decide about the authorization for watchers Data Access requests (Decide about the Data Access)

5.9.1.3 Pre-conditions for Reactive Use Case:


· Watcher:  Maria wants to subscribe to PA-data and is unknown to Juliet

· Presenter: Juliet is willing to decide data access on request

5.9.1.4 Post-conditions for Reactive Use Case:


· Watcher: 

In the case: Authorized:

Maria is informed by sending status and/or PA information


In the case: Not Authorized:


Maria is informed by sending status (failed/not allowed)


· Presenter:


In the case: Authorized

Write decision in a log file to show Juliet the history during next request of the same watcher. One option may be to propose a contact role for a watcher if he got authorized several times in the past. 


In the case: Not Authorized


Write decision to a log file with a time stamp to block watchers from fast retry. One option may be an automatic entry in the black list with information to Juliet after a fixed number of not authorized requests is reached.

5.9.1.5 Normal Flow for Reactive Use Case:


· UPR1:


1) Maria sends a request to the Juliet

2) The Juliet receives the request


3) The Juliet decides but would like to know more about the watcher (See also the use cases for Decision Support)


4) Maria is informed about the presenter’s decision and its lifetime

5.9.1.6 Alternative Flow for Reactive Use Case:

5.9.1.7 Operational and Quality of Experience Requirements for Reactive Use Case:


5.9.2 Use Case for proactive Authorization:


5.9.2.1 Short Description for Proactive Use Cases:


· UPP1: A watcher named Romeo is known to the presenter (named Juliet) is authorized due to his membership to an authorization list of Juliet called “friends”

· UPP2: A watcher (new colleague named Bob) unknown to the presenter (named Juliet) is authorized proactively because they are members [metadata membership – see also UDS3] of the same may be externally hosted group (Company, Department, Sport Club…). Due to different group types different level of trust should be supported.

5.9.2.2 Actors for Proactive Use Cases:


UPP1: The simple proactive Use Case needs:


· Watcher: Romeo is interested in the Juliet’s PA data (Asks for Data Access)


· Privacy Enforcement Entity: Acts on behalf of the Juliet which is normally not informed about the data access during proactive authorization

UPP2: For the “common group” use case two modes for authorization arise alternatively:


· Watcher: 

· Bob (a new colleague of Juliet) is interested in Juliet’s PA data since he is asked by their boss to harmonize a presentation he should finish since Juliet is on a meeting but he didn’t know where.  He tries to identify her time zone to not disturb her during the night. (Asks for Data Access)

· Francis (a member of Juliet’s Volleyball team) is interested in Juliet’s PA data to identify if Juliet or some one else of the team is able to guide her to the match.

· Privacy Enforcement Entity: Acts on behalf of Juliet which is normally not informed about the data access


· Strictly Secure: Directory Service(Company) activated by the Privacy Enforcement Entity identifies that Bob as a group member of department(May be with Certificate)


· Trust by relation: The presenter (Juliet) allows the Privacy Enforcement Entity to approve group members (e.g. Volleyball team) to access her data. May be restricted to a time frame booked as activity with that group (e.g. match of the Volleyball team Juliet is member of). (May be without Certificate)


5.9.2.3 Pre-conditions for Proactive Use Cases:


· Watcher:


UPP1: Romeo is member of Juliet’s list called friends and is allowed to get access to the PA data.

UPP2: Bob is known to the companies Directory service. This enables him to send Juliet as unknown watcher a request for her PA-data. Bob and Juliet share the membership to a list called department hosted by their company. 

· Presenter:


UPP1: Juliet delegates the authorization to the Privacy Enforcement Entity and has assigned the watcher (e.g. Romeo) as member of a list of watchers (e.g. friends) in the past

UPP2: Strictly secure - Trust the Privacy Enforcement Entity using external groups to verify watcher identity


Trust by relation - Trust other members moderating the group members list

· Privacy Enforcing Entity:


UPP1: Acts on behalf of Juliet and logs some information

UPP2: Proactive authorization of external groups is enabled and:


Strictly secure - Juliet allows the verification of identity as a key to access her presence data (e.g. verify watchers metadata signature…) 


Trust by relation - Juliet allows the automatic access of the group members


5.9.2.4 Post-conditions for Proactive Use Cases:


· Watcher


UPP1: Romeo receives the requested data as result of the proactive authorization


UPP2: Bob receives the requested data or an error message depending on the result of the proactive authorization 


· Presenter


UPP1: Juliet is able to access log-files that contain information who has been watching her PA data

UPP2: Juliet receives a notice that someone unknown before is accessing her PA data and is able to watch the membership assigned contact roles attributes. (If notification is enabled)


· Privacy Enforcing Entity


UPP1: Save log-files to support Juliet with information about watcher activities


UPP2: Stores subscription to PA data as part of Juliet contact role for this group.

Keys got from the Directory Service during watcher identification might be stored to limit transaction costs for future requests.

· Directory Service(Company, Operator, …)


UPP2: Log-Files about approving identity and transmission of supporting information for identity verification. (E.g. public keys)


5.9.2.5 Normal Flow for Proactive Use Cases:


· UPP1:


1) Romeo wants to subscribe or fetch Juliet’s PA data


2) The Privacy Enforcement Entity acting for Juliet verifies if the Romeo is known and enabled for proactive authorization


3) Due to a positive result for authorization Romeo is subscribed for the PA data as requested


4) Romeo receives the PA data or some status information that reflects the result of his request


· UPP2:


1) Bob also sending metadata (UDS2) with signature about his relation to a common group (e.g. Company employee) wants to subscribe or fetch Juliet’s PA data 


2) The Privacy Enforcement Entity tries to verify the group relation


3) Due to the group type "Hosted by my Company" high security is necessary


4) The Identity delivered by the watcher is send to the company’s certification authority

5) The Company’s Certification Authority sends the public key of the watcher to the Privacy Enforcement Entity


6) The Privacy Enforcement Entity is now able to verify the metadata signature


7) In the positive case Bob unknown before but verified now is allowed to see the requested PA data controlled by the mapping between a contact role and the group membership.

8) Juliet may be informed about the watcher that got her data


5.9.2.6 Alternative Flow for Proactive Use Cases:


This alternative flow is written down to show the different behavior due to a group where security is not so important because the group moderator is a person the presenter knows and trusts.


· UPP2:


1) Francis also sending metadata about relations to a common group (e.g. Volleyball team) wants to subscribe or fetch Juliet’s PA data 


2) The Privacy Enforcement Entity is allowed to approve the group relation because of the group “Volleyball team” is managed by her trainer she trusts. (Group Type "Hosted by a moderator of trust")


3) Francis is allowed to see the PA data of Juliet 

4) The presenter may be informed about the authorization of an before unknown group member


5.9.2.7 Operational and Quality of Experience Requirements for Proactive Use Cases:

5.9.3 Use Case – Transition from reactive to proactive Authorization:


5.9.3.1 Short Description for Transition from Reactive to Proactive Use Case:


· UPT1: Juliet wants to reuse her decisions for watcher requests. She likes to decide spontaneously about new contacts and data access of people she will meet in the future. Therefore a watchers unknown to her shall normally be authorized reactively only the first time. Future requests should be handled proactively depending on her decision during first access request.  (E.g. Yesterday evening she meets Harry a really nice man at the airports restaurant but she forgot to ask him for his number and location)

5.9.3.2 Actors for Transition from Reactive to Proactive Use Case:


The Transition mode combines potentially all actors that are participants of the reactive and/or proactive use cases:


· Watcher: Harry is interested in Juliet’s data. He got her number by a common friend. He wants to contact her and wants her data to improve convenience for both sides. May be she allows him find out about her mood. (Asks for Data Access)


· Presenter: Juliet decides about the authorization for Data Access and wants to assign Harry a member of her “interesting man” list. (Decision Reuse)


· Privacy Enforcement Entity: Needs preparation to act on behalf of the Juliet. This includes membership related decision as defined for UPP2 to minimize transaction costs for identification. (Store Authorization/Identification data for future use)


5.9.3.3 Pre-conditions for Transition from Reactive to Proactive Use Case:


· Watcher:


UPT1: Harry wants to subscribe to PA data and is unknown to the Juliet’s phone book.

· Presenter:


UPT1: Juliet is willing to decide about data access on request as scarce as possible and is willing to delegate authorization in a controlled manner


· Privacy Enforcing Entity:


UPT1: Is enabled the reuse of her decisions and she contracts that with the Privacy Enforcement Entity.

5.9.3.4 Post-conditions for Transition from Reactive to Proactive Use Case:


· Watcher


UPT1: Harry receives the requested data or an error message depending on the result of his request to Juliet.


· Presenter


UPT1: Harry is now member of her contact role “interesting man”.

· Privacy Enforcing Entity


UPT1: Harry is persistently stored as member of a Juliet’s contact role “interesting man”

5.9.3.5 Normal Flow for Transition from Reactive to Proactive Use Case:


· UPT1:


1) Harry starts his request for Juliet’s PA data


2) Depending on the data known or extracted during decision support Juliet tries to find out which role meets best her relation to Harry. 


Juliet’s Potential activities are: 


Study metadata delivered by Harry

Call Harry (or someone else) because of weakness or unclear information basis


Ignore Harry’s request this time


Assign him a contact role or put him into the black list


3) Juliet’s decision about Harry’s request is stored for reuse


4) Harry gets an acknowledge that reflects Juliet’s decision


5.9.3.6 Alternative Flow for Transition from Reactive to Proactive Use Case:


5.9.3.7 Operational and Quality of Experience Requirements for Transition from Reactive to Proactive Use Case:


5.9.4 Use Case – Transition from reactive to proactive Authorization:


5.9.4.1 Short Description for Decision supporting Use Cases:


All decision supporting use cases try to reduce the effort necessary for Juliet to decide about data requests by watchers like Harry. They are relevant only for the reactive and transition mode since the proactive uses case is done without additional inputs from Juliet.


· UDS1: Decisions about access attributes should be as much simplified as possible. Contact Roles should be used by Juliet to formulate groups of people she has the same relation (level of trust) with. (E.g. Family, Colleagues, Friends, interesting Man…)  The assigned attributes for every contact role guarantees her the control of the attributes shown to requesting watchers (E.g. Harry). 


· UDS2: Harry shall be allowed and supported to send information about him to Juliet. This additional information (e.g. a picture of him and a message like “Remember yesterday in the airport restaurant?”) could be the basis to support her during decision. Depending on the amount of data it could be useful to allow the transmission as a link or direct data.  (Watcher sends metadata to help the presenter)


· UDS3: A watcher like Francis shall be allowed to send information about a membership to a group she and Juliet are both members of. Due to relations Juliet has assigned to the group (a mapping to a contact role) she has decided what she allows requesting watchers to see. (Depending on the group type there may be certificates necessary to secure information) 


· USD4: The operator is enabled by the watcher (e.g. Harry) and regulatory bodies to inform Juliet about Harry’s identity. Juliet can receive information authenticated by the operator who acts as a trusted authority about Harry’s identity.  (E.g. Juliet isn’t secure who Harry really is. Harry enables her to inspect his operator public information because they have that nice picture of him. Additional it looks more serious if he gives her the oportunity to inform herself about him watching his operator public entries.  

5.9.4.2 Actors for Decision Support Use Cases:


· Watcher: Harry wants to fetch or subscribe to PA data of Juliet and is willing to support her during decision providing metadata about his identity


· Presenter: Juliet is willing to decide on request about her PA data (During reactive or transition use case)

· Privacy Enforcing Entity:


· Stores and manages supporting features (e.g. Contact Roles)


· Enable persistency for decisions


· Enable decision reuse

· Directory Service:  Delivers certificates if needed during UDS3 or UDS4. 

5.9.4.3 Pre-conditions for Decision Supporting Use Cases:


· Watcher: 


UDS1: Harry wants to fetch or subscribe to the PA data of Juliet

UDS2: Harry wants to enable Juliet to easy remember him and allow him access to the requested data. 


UDS3: Francis knows that Juliet is  a member of a group (e.g. Volleyball team) she is also member of. Francis adds group information to her data request. 


UDS4: Harry allows the operator to store, verify and transmit information about him to presenters like Juliet that try to decide about his PA requests. 


· Presenter:


UDS1: Juliet wants to use contact roles to decide about publishing her data. She owns some contact roles (e.g. Operator defaults and/or self generated)


UDS2: Juliet is interested to retrieve and use additional information about requesting unknown watchers like Harry.

UDS3: Juliet knows that Francis as member of a group she is also member of. She trusts the group moderators (E.g. the trainer) to be serious 

USD4: Juliet is interested to find out more about a watcher like Harry unknown to her. Since the operator is a partner that delivers authenticated information the level of trust is significantly higher then for USD2. 


· Privacy Enforcing Entity


UDS1: Contact roles are supported (e.g. Storage; Management; Predefined)


UDS2: Support of self generated metadata about a watcher. In the case of a watcher that only wants to sends a link and needs the content to be persistent in the net.


UDS3: Support of Group (e.g. Storage; Management; Predefined, Synchronized) Certified information (e.g. Operator; Others; Self Certification using a unique identity [e.g. SIM/MS-ISDN)])


USD4: Support presenters like Juliet with authenticated information about watchers that are interested in her PA data.  


5.9.4.4 Post-conditions for Decision Supporting Use Cases:


· Watcher


UDS1 - USD4: Acknowledge for the request getting PA data and/or status


· Presenter


UDS1: Harry is assigned/stored to a dedicated role  


UDS2: Harry’s metadata may be stored as part of the contact information within the terminal (phone book) and/or the net


UDS3: Francis (Volleyball Team) and Bob’s (Colleague) Group Membership and Certificates may be stored as part of the contact information within the terminal and/or the net. 


USD4: The identity data of Harry and Francis authorized by the operator may be stored in the terminal and/or the net


· Privacy Enforcing Entity


UDS1: Contact role assignment is stored (Storage; Management)


UDS2: Watchers Metadata may be stored as part of the contact information within the Net


UDS3: Watchers Group Membership and Certificates may be stored as part of the contact information within the Net 


USD4: Due to changes on the watchers identity all presenters like Juliet that referred to those outdated information are notified and may be updated

5.9.4.5 Normal Flow for Decision Supporting Use Cases:


· USD1:


1) Harry starts a request for PA data


2) Juliet receives the request


3) Juliet decides to assign a contact role to Harry

4) Harry gets an acknowledge that reflects Juliet’s decision


· USD2:


1) Harry starts a request for Juliet’s PA data and enables her to get additionally information about him


2) Juliet receives the request and is informed about additional information related to Harry

3) Juliet investigates the available metadata and then decides about the assignment of the watcher to a contact role that fits her needs best (E.g. “Interesting Man” list)

4) Harry gets an acknowledge that reflects Juliet’s decision


· USD3:

1) Francis starts a request for PA data and indicates her membership to group (E.g. Volleyball team) she knows the presenter (Juliet) is also member of


2) Juliet just arrived at the match location and receives the request from Francis and her so far unknown group membership


3) Juliet decides about assignment to a role for Francis if this is not done automatically by a proactive group authorization

4) Francis gets an acknowledge that reflects Juliet’s decision


· USD4:


1) Harry starts a request for PA data and allows Juliet to see additional information about his identity managed and authorized by the operator

2) Juliet receives the request and is informed that there exists operator authenticated additional information she is authorized to study about Harry’s identity

3) Juliet contacts the operator to receive additional information about Harry. 

4) Juliet decides about assignment to a role for Harry 

5) Harry gets an acknowledge that reflects the presenters decision

5.9.4.6 Alternative Flow for Decision Supporting Use Cases:


5.9.4.7 Operational and Quality of Experience Requirements for Decision Supporting Use Cases:

Juliet needs to understand and to easy control her presence data shown to different watchers. Additionally the number of decision about presence attributes should be as low as possible. Therefore:

· Contact roles are significantly reduce the number of decisions necessary to control data access for watchers by attributes (E.g. IMPS V1.2 has 17 different attributes to control presence details)


Juliet wishes to easy decide on unknown watchers (E.g. like Harry) that request for her PA data. Therefore she would like to be supported with additional information about the requesting watcher during her decision. 


Watchers (like Harry) are interested to get the subscription for presence data with low effort, small costs but with high success probability.   


Operators would like to support their customers if they believe better service quality would help to fast start data services.


· Self generated metadata allow the watcher to present himself to the presenter (like Juliet) to get the proactive authorization privilege as easy as possible


· Metadata delivered by the operator should be checked information. These information have a significantly higher level of trust than the watchers self generated metadata for the presenter. 



