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1 Reason for Contribution

This is in response to an Action Point taken during the Kansas City NI REQ breakout meeting, March 23-25, 2004.

2 Summary of Contribution

During the above-mentioned meeting, it was agreed that a section will be added to the Network Identity requirements document to illustrate the strategy taken by the group to complete the Identity Management framework work as described in Work Item 49 (OMA-WID_0049-Id_Mgmt-V1_0-20030617-A). The detailed proposal represents the proposed section to be added.

3 Detailed Proposal

3.1 Identity Management Framework Requirements Strategy

The objective of the work item is to deliver an identity management framework covering identity discovery, transfer, and control of availability and use of identities or personal information. The framework sets requirements for architecture and mobile web service work groups and other technical working groups of OMA: all identity management related issues should be done according to the framework.  The choice of the word framework implies the need for an extensible structure specifying a set of evolvable concepts, methods, technologies, and business and cultural changes necessary for a complete product/service design and implementation. The task of creating the right set of requirements for an Identity Management Framework is faced with the typical trade-off between completeness and consistency on one side, versus resources and time-to-market on the other side. In addition to that, development of requirements in OMA also needs to deal with the reality of the input contribution driven process. As a consequence of those realities, creating the right set of requirements will be achieved through an iterative process, approaching the total applicable scope as a continuum and addressing it in steps driven by the mentioned realities.

3.1.1 Definition of Identity Management Framework endpoints

The first step in defining the requirements for the Identity Management framework is the creation of an ecosystem representing the key entities, roles within those entities, and relationships between those roles. This ecosystem will be subsequently used as a thread that will allow over time creation of additional requirements and addressing gaps, leading to the completion of the requirements for the framework. At one endpoint (the start) of the total applicable scope for an Identity Management Framework is the need to define and document all components of the ecosystem, define and document all interactions between such components with respect to identity-related issues and define and document all concepts that will then allow consistent communication and understanding of all related aspects of Identity Management, across the mobile industry and in particular across OMA. At the other endpoint (the end) of the total applicable scope is a complete and consistent enabler or set of enablers, driven by a consistent set of requirements that address all interactions defined at the first endpoint. In between those endpoints, different phases of the requirements process will address specific interactions, as driven by company input contribution, and the processing of those contribution by the OMA Network Identity breakout requirements team. Somewhere in between the two endpoints are a number of phases, or iterations, each building upon the previous ones and incrementally completing the framework.
3.1.2 Requirements roadmap and approach to achieve it

The process of creating an Identity Management Framework started in reality before this strategy was in place, but it is totally consistent and supportive of such strategy. The MWS WG identified an immediate need to address certain aspects of Identity Management (single-sign-on, federation of accounts) in the context of Mobile Web Services, and produced a set of requirements (captured in OMA-RD_MWS_NI-V1_0-20031120-A) addressing interactions between components of an ecosystem with respect to those aspects, that resulted into selection of an appropriate specification meeting those requirements, as part of the OWSER 1.0 MWS candidate enabler. This work provides an important building block in the set of requirements for the Identity Management framework, while the selected specification provides an important building block in the framework itself.

The current phase of Identity Management requirements will increase the set of requirements in two dimensions:

1. the MWS Identity Management requirements will be expanded to address interactions between the ecosystem components with respect to single-sign-on and accounts federation which the MWS WG may have not addressed, while looking at those aspects through the angle of Web Services
2. additional requirements with respect to other components of the ecosystem, other interactions between them, and other aspects of identity issues will be issued. In this phase of the Identity Management requirements, such requirements will be derived from two sources, consistent with the need to timely address market requirements (as evidenced by those being use cases submitted to different WGs by member companies, and included in the respective requirements documents):
a. exploration, from the specific point of view of identity issues, of existing use cases and requirements available from requirements documents available from other OMA WGs. Member companies have introduced input contributions identifying such use cases, as well as an analysis leading to identity issues which was used to derive additional identity-related requirements. 
b. exploration, from the specific point of view of identity issues, of new use cases and potential requirements submitted by member companies to the NI REQ breakout.
As far as process used, the following steps are involved:

1. for every use case submitted, the potential relevance to an identity issue was highlighted
2. for every highlighted potential relevant issue, an analysis was conducted to categorize the issue as either a potential authentication, authorization or sharing of attributes issue, or to result into identification of a new category of identity issue.
3. for every highlighted potential relevant issue, the analysis also indicated whether the issue is likely to be already addressed by the existing MWS Identity Management requirements, as well as whether it is in the portion of those requirements that have been approved for the OWSER 1.0 enabler. Alternatively, the analysis indicated that this is a potential new requirement.
4. for every potential new requirement, agreement was then sought on whether this is a new requirement, or whether it is already addressed or can be collapsed into a previously captured requirement (in some cases resulting into a generalization of a previously captured requirement)
It is not a goal, neither is it expected that the current set of additional requirements will exhaustively completely address a particular identity related aspect, or a particular set of relationships between components of the ecosystem, due to the nature of the realities described, and the desire of the team to release a set of additional market-driven requirements in a timely manner. However, it will achieve the important goal of advancing the set of requirements in several new directions, while addressing real market issues as evidenced by previously submitted use cases, and will allow to set the stage for a subsequent gap analysis followed by the next phase of requirements. It is expected that the set of requirements for a comprehensive framework could then be completed within one additional phase, assuming few significantly new identity issues will arise in the short-term.

3.1.3 Overview and prioritization of Identity Management requirements

As discussed in the described approach, the current set of requirements is focused on addressing with priority several aspects of identity as evidenced in use cases reflecting stringent marked needs. Identity aspects explored and resulting into new requirements, both in the areas of single-sign-on and accounts federations, as well as in new areas of identity, include:

· Identity aspects related to provisioning of and access to identity information and related attributes, as evidenced in device management in particular, but also with respect to identity information provisioning and access in the operator, service provider and enterprise infrastructure, including the distribution of identity information and related attributes among different components of the ecosystem. The latter may need to be further explored, in a subsequent phase, from the perspective of the relevant privacy regulations governing the use and release of subscriber information
· Identity aspects related to non-individual-users identity (identity of other objects or applications), as evidenced in digital rights management, group management, use of enterprise applications, use of identity containers
· Identity aspects related to relationship of several simultaneous identities, including co-existence and conflict resolution, as evidenced in enterprise situation (employee and private consumer) and other situations analyzed
· Identity aspects related to delegation and sharing of authority, as evidenced by enterprise situations and other relationships requiring a role of an intermediary agent
· Various identity aspects as evidenced in the analysis use cases involving location, gaming, push-over-cellular, m-commerce/charging.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is for the text in the detailed proposal to be included in the NI RD, following the scope, and before the description of the ecosystem, components interaction, use cases and requirements.
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