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1 Reason for Contribution

This input enumerates issues, questions and comments on the 2004-09-28 version of the PEEM RD
Commented in change tracking mode.
2 Summary of Contribution

See above.

3 Detailed Proposal

Non-editorial comments:

1. 3.2 - add definitions for: Policy Decision (6.1#5); Event (6.1#10); Policy Expression (6.1#11), Visited Network (6.2#19) I would not add definition for policy decision. I would instead suggest replacing policy decision elsewhere by policy evaluation. Event is not specific to PEEM – I am not sure that the RD should introduce a definition for it. I am OK to add Policy expression. Proposal: Policy expression = codified representation of policy as an ordered combination of policy rules and policy rules as combinations of concrete conditions and actions.
2. 6. – since the definition of Enabler (in [OMA-Dict]) contains two sub-definitions and this RD uses both of these definitions, this section should state something clarify the use of this term by stating something like: I agree to check for consistency. However, I do read MOST of the doc to refer to the specification and NOT to the implementation. So I would suggest that this be clarified by stating where “implementation” is needed. I do not believe that it is the case for most of the requirements.

    “unless qualified otherwise, the term PEEM enabler, as used throughout this section and all of its sub-sections, refers to an implementation (of a PEEM enabler) and not a specification”

Additionally, in the very few instances of PEEM enabler that do imply a specification (e.g. 6.1#2, 6.2#23), the text should be qualified (i.e. implementation explicitly added).

3.  6.1#4 – the use of relevant in this requirement makes it ambiguous and thus it needs clarification Relevant means that must be applied for the request. I am ok to change if unclear.
4. 6.1#7 – delete this requirement because it is not in the scope of this RD to place requirements on other enablers Agreed
5. 6.1#8 – delete this requirement because this it is not possible in practice to prohibit an end-user from defining a policy (i.e. not testable) – I do not agree with deleting. The intent is to state that it should support. We should re-phrase accordingly.
6. 6.1#9 – this requirement should either be split into two requirements or shortened to include only one part of the stated functionality I disagree. I think that it makes sense to have them grouped. In any case the two concepts must be maintained.
7. 6.1#12 – delete this redundant requirement because it is covered by 6.1#3 Note 1: 6.1#3 should read: The PEEM enabler MUST be able to evaluate and enforce policies **for** at least. I believe that 6.1#!2 may have to be re-visited to state: The PEEM enabler MUST be able to process data provided as input with the processed request or response in order to perform the prescribed policy evaluation and enforcement. As such the requirement is not redundant. 
8. 6.1.1#3 – this requirement is not comprehensible. For starters, what does support mean in this context; what does the “e.g.” apply to; to which actor does the “to permit …” clause apply (e.g. the PEEM enabler or the other enablers); the use of MUST and may is confusing. Perhaps it would help if the text was changed so that clearly stated what would need to be specified to obtain the desired behaviour. Proposed re-phrasing: Split into: 1) The PEEM enabler MUST support delegation of policy enforcement to other enablers 2) Policies enforced by the PEEM enabler MUST permit secure and confidential access to services and associated exchanges within and across networks and domains e.g. through methods such as encryption, integrity protection, non-repudiation, authentication (both mutual and one-way) and authorization. [ARCH 6.1.1 #9]
9. 6.1.1#4 – this requirement has the same problems as 6.1.1#3 Proposed re-phrasing: Policies enforced by the PEEM enabler MUST permit protection against security threats, secure and confidential access to services and associated exchange [ARCH 6.1.1 #12]
10. 6.1.3#1 – either delete this requirement because SLAs are not in scope or clarify the meaning of impact in this context – Agreed. I think that the intent is to state that Policies may be derived from SLAs. I do not know if we want to keep something to that effect in the RD.
11. 6.1.3#2 – must clarify MAY be the least set – this implies none of the activities are in scope. Also need to connect the two sentences (e.g. is mechanisms the same as activities). MAY means MAY… it is a lower priority requirement…
12. 6.1.3#2 – the bullets, especially view policies, update/modify policies and create policies imply the need for a tool. The specification of tools is not in scope for OMA and thus these bullets should be deleted. I think that the requirement is asking the group who specifies AD and specs to consider these aspects and decide what exactly may affect the specs. I think therefore it is an appropriate requirement that hsoudl be kept.
13. 6.1.3#3 – must clarify the meaning of support (for this requirement and each of its sub-bullets) in the context of Administration and Configuration. Support: be able to express and be able to use / process. Not sure if it need clarification. But if it is the case that was the intent.
14. 6.1.3#4 – must clarify the meaning of “extending” because this can be interpreted as a requirement on the language to express policies (6.1#11) and thus not necessarily a Admin/Configuration issue As administration is about how to create etc.. I think that it is about administration and yes it is a requirement about the language. I would keep here.
15. 6.1.3#5 – this requirement is confusing. Why does the enabler need to specify multiple ways to “express policy rules in terms of input data”? What is the value of the qualifier “in terms of input data” (i.e. is it really necessary)? Agreed: I would state “in terms of the data that must be provided as input with  the request or response processed b ythe PEEM enabler”.
16. 6.1.3#6 – since this appears to be a requirement for the policy expression language, the requirement should be re-worded as such; the qualification “so that …process.” is not necessary and should be deleted Agreed.
17. 6.1.4#1 – this seems like an un-attainable requirement since it implies PEEM must understand every advertisement mechanism in existence. Absolutely not. It must be compatible with at least one mechanism to do so. One would expect a OMA enabler for discovery , UDDI, whatever. This is work for AD. It is attainable. The AD may define what are the implication on such advertisement mechanisms to work with PEEM.
18. 6.1.6#2 – identity-related requirements should not be in scope for the PEEM enabler but forwarded to the IMF work No it is a requirement that has impact on what the policies must be able to express. Yes it should be communicated to IMF too.
19. 6.2#5 – must clarify to what “an interface or API” refers Interfaces I0.
20. 6.2#6 – assuming PEEM enabler refers to an implementation of this enabler, this requirement should be deleted because it constrains a deployment option - it may be acceptable for the deployment of a PEEM enabler to restrict “interfaces to it” to a single domain No it is a statement about the design of the specs…
21. 6.2#7 – delete this requirement because it places requirements on other enablers (which is out of the PEEM enabler’s scope) No. Again this is something that the group that produces the AD must consider and identify as an AD dependency on others. It is important that it be considered at deisgn time and that the implication and dependencies on PEEM be clearly established.
22. 6.2#8 – must clarify the subject of the policy (e.g. a policy is added to what – some resource, the PEEM enabler?). The intent of this requirement seems to be that the PEEM enabler must specify an interface that can be used to notify an implementation of a PEEM enabler about new or modified policies but the requirement isn’t worded as such. Ok a policy associated to a resource.
23. 6.2#9 – must clarify the subject of interface changes; to what does the e.g. refer? Interfaces to a resource.
24. 6.2#12 – must clarify to what the list refers. The text says criteria but some of the items are policies, some are actors and item a. implies the PEEM enabler must know about all of the Subscriptions of an end-user which should be out of scope. Not if they affect the expression language.
25. 6.2#13 – this requirement should be deleted since it places requirements on other enablers. Alternatively, perhaps the requirement should be re-worded so that it states requests/responses must contain session-related information. Absolutely not. It implies 1) something that must be expressable in policies 2) something that PEEM may have to pass to a logging enabler. Yes it implies a dependency on a logging capability, something that will have to be identified by the group that specifies the AD.
26. 6.2#15 – the following part of this requirement is not comprehensible and thus should be deleted or re-worded: mandating to obtain of user approval It is a statement about 1) the expression language at the minimum 2) possibly the need to allow PEEM to provide or interface with a mechanism to seek such approval 3) this may impact the behaviour / execution model of PEEM. I think it is relevant. I would welcome a rephrasing if needed.
27. 6.2#16 – this requirement must clarify roaming in this context since it can be interpreted as meaning the PEEM enabler will be implemented in a mobile device which is not in scope (not supported by a Use Case). Additionally, must clarify “they” in this context because it is not clear who “they” is (e.g. the user, the policies, the PEEM enabler, something else?). I would have thought that roaming to a visisted network is pretty well defined. Anyway, we can clarify but I think the issue is: find the policies associated to the user when the PEEM in the network belongs to another domain / operator / …
28. 6.2#18 – this requirement is incomprehensible because of the overuse of plural words i.e. policies, requests, end-users, networks, Service Providers and the double usage of the word from. Additionally, it appears there may be some type of broadcast-related requirement because of the use of requests originating from multiple networks but it certainly isn’t clear. Suggested re-phrasing: The PEEM enabler MUST evaluate and enforce policies applicable to requests submitted by end-users that may be in multiple networks possibly owned by multiple Service providers
29. 6.2#19 – this requirement implies the implementation of a PEEM enabler must be able to enforce policies referring to resources that are not in the PEEM enabler’s network. If this is true, is that feasible; if not, the requirement needs to be clarified. No it’s about enforcing policies of local enablers on users that use them but that are roaming. I think it’s correctly phrased. I hope it’s feasible. How will be a design pointat the AD stage.  Regardless, Visited Network should be added to the Definitions. Ok but I thought that was well known…
30.  6.2#22 – must clarify the meaning of execution time in this context When running? I.e. PEEM process requests and responses. The system is live. A resource is added. PEEM must now also protect it… I think it’s correctly phrased.
31. 6.2#23 – since Registration and Discovery are not in scope per the WID, change “additional” to “any” OK
32. 6.2#24 – this requirement should be split into two requirements: a) The PEEM enabler must specify how a priority can be assigned to a policy rule; b) The implementation of a PEEM enabler MUST execute a policy’s rules according to the rules’ priority. OK
New requirement:

1. The PEEM enabler MUST specify the syntax and semantics of requests and responses. The syntax MUST be specified in abstract terms. No! It must specify the syntax of policies. Policies may express how input data must be provided or extracted from request and response. It does not specify request and responses; the other enabler do it. Now that doesnot mean that we should not have an extra requirement to clarify this if needed.
Editorial comments:

1. 6.1 – change “In each case” to “In some cases” or add references to the requirements that are missing a reference (e.g. all of the bullets in 6.1#3, 6.1#12, 6.1.3, etc.) OK
2. 6.1.4#2 – move to section 6.1.3 ok
3. 6.1.4#3 – change to: The PEEM enabler MUST be able to support requests on behalf of principals. ok
4. 6.2#17 – change “deal with” to “handle” ok
5. 6.2#20 – replace “be able to deal with possible” with stronger languages such as “prescribe how to” Not sure if it’s prescribe or support…
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends all issues/comments/questions listed above be addressed.
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