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1. Scope
(Informative)

This Requirement Document (RD) contains use cases and defines the requirements for the Secure Content Identification Services to identify all kinds of content including both premier and user generated content, for various applications such as copyright verification, software authentication, and content filtering, etc. The following areas will be covered in this RD:
· Content identity registration/query/verification/certification/error reporting
· Content ID assignment
· Secure content identification/authentication mechanisms
Secure Content Identification service will reuse as much as possible existing technologies. Some requirements may be shared between multiple OMA WGs, where extensions to other enablers may be needed.
2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<The Requirement Document is assumed to contain normative material and is expected to use the previous two paragraphs, if not (is it really an RD?), replace it with the following paragraph.  DELETE THIS COMMENT >>

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions
	SCIDM Client
Content Fingerprint 
	An entity that makes requests to the CIM for content registration, content identity query and content verification.
A short “summary” derived from the content that can uniquely identify the content in most contexts.

	Content ID Certificate 
	A certificate used to verify the identity/integrity of the content. 

	Content Identity Manager (CIM) 
	An entity that manages content registration, responds to content identify query and verification request, and issues content ID certificates.


3.3 Abbreviations



	CIM  
ME
OMA
SCIDM
	Content Identity Manager
Monitor Entity
Open Mobile Alliance
Secure Content IDentification Mechanism

	
	

	
	

	


4. Introduction
(Informative)

Today, mobile content spreads all over the mobile service world.  How to securely and efficiently identify a mobile digital content is becoming a more and more important issue, and is expected to have potential impact on the successful deployment of mobile services. Secure content identification makes managing intellectual property in a networked environment much easier and more convenient, and allows the construction of automated services and transactions. With the recent development of Web2.0, secure identification of user generated content becomes an important concern as well. The potential applications of secure content identification include charging, content search/management, automatic content monitoring for copyright verification and usage statistics, content filtering/blocking,  content tracing,  selective recording/playback, remote triggering of ads in broadcast chains, etc.  
Secure identification and authentication of digital content would allow secure interactions between content and all other entities (e.g. content provider, content distributor, service provider, operator, enabler, end user) in the mobile service environment, resulting in a more trustworthy and efficient service/transaction environment. This will greatly benefit all parties involved.  

This Requirement Document (RD) defines the requirements for the Secure Content Identification Mechanisms Enabler to provide content identification service to various applications.

[Editors note: some connecting text might be needed.]
Content Life Cycle

SCIDM aims to provide secure content identification service to facilitate the management of content for different applications, such as copyright protection, infringement content filtering, etc. To be securely identifiable, content should be registered to a content identity manager (CIM). A simple content life cycle is described here that includes the following states:
a) Created
b) Published

c) Registered

d) Identified 
e) Repurposed
f) Managed.
Note that states and actions in a general content life cycle that are not closely related to content identification are not included here.  The following figure shows the state transition diagram, which includes the states (the ellipses) and actions (the arrows between ellipses).
[image: image1.jpg]«“+OMa

Open Mobile Alliance




[image: image2]
Fig. 4.1  A content life cycle diagram
After a content is created, it will be published, e.g., via a content hosting site. To be securely identifiable, content together with some associated metadata should be registered to the CIM. The registration can be done before or after the content has been published. Upon registration, a CIM-issued certificate that binds the content with some of its metadata can be returned to be associated with the content. After registration, the content can be securely identified by querying the CIM, or by directly verifying the CIM-issued certificate that is attached to the content. The registered content may also be repurposed/modified through, e.g., compression, trans-coding, reformatting, etc. The repurposed/modified content, as their original has been registered, may also be securely identifiable. The repurposed/modified content can optionally (represented by the dashed line in Fig. 4.1) be registered with the CIM again.  Once the content is securely identified, it can facilitate more effective and efficient content management (e.g., copyright control, filtering, searching, etc.). Note that the “Managed” state represents a state in which a specific content management operation has been applied to the identified content. 
5. [Enabler name] enabler description 
(Informative)

<< This clause illustrates what the enabler is about, describing the enabler in terms of its functionalities, identifying the actors and their relationships. The inclusion of any pictures to back up text should be kept simple, showing various actors involved. The text shall summarize the functionalities of the enabler in a generic form which does not constrain terminal or network design. It is intended to allow an understanding of the enabler without regard to implementation. The description should include functional, charging, administration and configuration, usability, interoperability, privacy aspects as well as interactions with other enablers.

Part of this text can be easily extracted from the WID>>

DELETE THIS COMMENT >>

<text>


[image: image3]
Figure 2: Example Figure

5.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the RD.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality.   

DELETE THIS COMMENT

5.2 Version <x.y>

This section should be included for each new major or minor version of the RD.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the RD, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT

5.2.1 Version <x.y.z>

This section should be included for each new service release of the RD.   It should describe at a high level the main changes made to the RD compared to the previous version.  The description should be brief, target length should be one paragraph.

DELETE THIS COMMENT

6. Requirements
(Normative)

<< This section should capture the requirements necessary for service enablers to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory.

In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.

Each requirement listed in the tables below includes an indication of enabler release.  The value for the enabler release should identify the release in which the requirement desired, expected, or is fulfilled.  In early phaes of RD development preceding the RD Review, this field should provide guidance on preferences.  Before commencing the Consistency Review, the fields should be updated, if needed, to reflect the actual requirement coverage fulfilled by the enabler.

Within the requirement description column in the tables of the following sections, “Notes” might be optionally included. These notes will be considered informative material. Notes are intended to be used to include any kind of information that could help to clarify the corresponding requirement (meaning, applicability, implications, etc.).

In order to improve further development it is recommended that the reason for classifying a requirement as "SHOULD" (instead of "SHALL" or "MAY") shall be given as a "Note" for each such requirement.

For each table (i.e. set of requirements) in this chapter, please provide introductory text describing the background to the requirements.

DELETE THIS COMMENT >>

6.1 Modularisation

Content Identification: this functional module supports the identification of various contents that have been registered. A repurposed/modified content, if their original has been registered, may also be securely identified. This module may return the content ID as well as some associated attributes of the content, which can then be used to facilitate subsequent content management and processing. This is a mandatory functional module.
Content Query: this functional module provides flexible ways to query for the content and its attributes. The query may be the content ID, Content Fingerprint, or other content attributes. Through query, content can be identified if it has been previously registered. This is a mandatory functional module.
Content Registration: this functional module supports the registration of content and its attributes. Once the content is registered, it can be securely identified. This is a mandatory functional module.
6.2 High-Level Functional Requirements

	Label
	Description
	Enabler Release
	Functional module

	SCIDM-IDEN-001
	The SCIDM enabler SHALL be capable of securely/uniquely identifying registered content (including user generated content).
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-002
	It SHALL be possible for the SCIDM enabler to determine if a content ID certificate is associated with a content.
	SCIDM 1.0
	Content Identification

	SCIDM-REG-001
	The SCIDM enabler SHALL be able to register an unknown content.
	SCIDM 1.0
	Content Registration

	SCIDM-REG-002
	The SCIDM enabler SHALL be capable upon registration  to associate a unique content ID and metadata to a content.
	SCIDM 1.0
	Content Registration

	SCIDM-REG-003
	The SCIDM enabler SHALL be capable of issuing a Content ID Certificate and associating it with a content
	SCIDM 1.0
	Content Registration

	SCIDM-REG-004
	The SCIDM enabler SHALL be capable of associating a globally unique content ID with the content to be used by other enablers/systems.
	SCIDM 1.0
	Content Registration

	SCIDM-REG-020
	The SCIDM enabler SHALL be capable of verifying the credential for content registration provided by a proxy entity (e.g. acting on behalf of a trustable website).
	SCIDM 1.0
	Content Registration

	SCIDM-REG-030
	The SCIDM enabler SHALL be able to support and differentiate between the registration request from different Principals (e.g. individual user, from proxy agent, or from traditional content provider).
	SCIDM 1.0
	Content Registration

	SCIDM-REG-007
	The SCIDM enabler SHALL support the content and associated metadata registration for different applications.
	SCIDM 1.0
	Content Registration

	SCIDM-REG-008
	The SCIDM enabler SHALL be capable of allowing the SCIDM Client to know how the authentication and verification of the content metadata is done.
	SCIDM 1.0
	Content Registration

	SCIDM-REG-009
	The SCIDM Enabler SHALL reuse the content ID assigned by existing ID systems.
	SCIDM 1.0
	Content Registration

	SCIDM-REG-010
	The SCIDM enabler SHALL use Fingerprint for registration.
	SCIDM 1.0
	Content Registration

	SCIDM-IDEN-003
	The SCIDM enabler SHALL use Fingerprint for identification.
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-004
	The SCIDM enabler SHALL support validating the Content ID Certificate.
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-005
	The SCIDM enabler SHALL support querying the CIM to identify a content and its attributes.
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-006
	The SCIDM enabler SHALL support, upon query, verifying that the content (e.g., application software) matches its claimed attributes.
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-010
	The SCIDM enabler SHALL be capable of securely identifying all single media objects
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-011
	The SCIDM enabler SHOULD be capable of securely identifying compound objects.

Note: This requirement is optional as identifying compound objects is expected to be more complex as it has to deal with the relationship of individual objects within a compound object.
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-012
	The SCIDM enabler SHALL have a flexible framework to allow using different types of fingerprint algorithms  for different types of contents
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-013
	The SCIDM enabler SHALL have a flexible framework to support, by providing tailored metadata, content identification in different applications, e.g. copyright verification, pornographic content filtering, etc.  
	SCIDM 1.0
	Content Identification

	SCIDM-IDEN-032
	The SCIDM enabler SHOULD provide support for identification of content based on partial content.
	SCIDM 1.0
	Content Identification

	SCIDM-QUER-001
	The SCIDM enabler SHALL provide a flexible framework to allow querying the registered content database by some of the content’s attributes (e.g., content ID, Name, or Content Fingerprint).
	SCIDM 1.0
	Content Query

	SCIDM-REG-030
	The SCIDM enabler SHALL be capable of supporting the judgement of the trustworthiness of the registered metadata.
Note: this is necessary as some of the registered metadata is later retrieved and used by other applications. For example, one way to address this is for SCIDM enabler to provide information about the source that registers the content and the metadata. 
	SCIDM 1.0
	Content Registration


Table 1: High-Level Functional Requirements

6.2.1 Security

<< This clause identifies the high-level security needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements. 

in this area.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication

	Label
	Description
	Enabler Release
	Functional module

	SCIDM-AUTH-001
	The SCIDM enabler SHALL allow the CIM to authenticate clients before content registration.
	SCIDM 1.0
	

	SCIDM-AUTH-002
	The SCIDM enabler SHALL allow all clients to authenticate the CIM.
	SCIDM 1.0
	

	
	
	
	

	
	
	
	


Table 3: High-Level Functional Requirements – Authentication Items

6.2.1.2 Authorization

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	This function MUST be able to authorize access only to requestors entitled to access the function.
	
	

	
	
	
	

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3 Data Integrity

	Label
	Description
	Enabler Release
	Functional module

	SCIDM-INTE-001
	The SCIDM Enabler SHALL support data integrity protection between the CIM and the clients.
	SCIDM 1.0
	

	
	
	
	

	
	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4 Confidentiality

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	This function MUST use/support data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	
	
	

	
	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging

<< This clause identifies the high-level charging needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.2.3 Administration and Configuration

<< This clause identifies the high-level administration and configuration needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Usability

<< This clause identifies the usability needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.2.5 Interoperability

<< This clause identifies the high-level interoperability needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.2.6 Privacy

<< This clause identifies the high-level privacy needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.3 Overall System Requirements

<<This clause describes the general behaviour and characteristics of the enabler such as deployment options, conformance, exceptions, use of existing technologies and specifications, etc.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Examples of General System Requirements are:

The XYZ enabler MUST NOT restrict deployment options

The XYZ enabler MUST be defined in an execution environment neutral manner

The XYZ enabler MUST specify interfaces that are access technology neutral

The XYZ enabler MUST be able to support services applicable to any kind of users or segments

It SHOULD be possible to use existing OMA Device Management and Provisioning enablers.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 12: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


A.2 Draft/Candidate Version 1.0 History
	Document Identifier
	Date
	Sections
	Description

	OMA-RD-SCDIM-20080307-D
	07 Mar 2008
	all
	Skeleton created

	OMA-RD-SCDIM-20080407-D
	07 Apr 2008
	1
	Scope text added

	OMA-RD-SCDIM-20080425-D
	25 Apr 2008
	all
	Introduction, first requirements, use cases, and definitions added. While also changing to new RD Template – e.g. new Use Cases now to Appendix.

	OMA-RD-SCDIM-20080622-D
	22 Jun 2008
	4, 6, B2
	Content Life Cycle description (4), new use case (B2), 2 new general reqs

	OMA-RD-SCDIM-20080710-D
	10 Jul 2008
	3, 6, B
	3 use cases added, with corresponding requirements


Appendix B. Use Cases
(Informative)

B.1 Content Registration
B.1.1  ASK  \* MERGEFORMAT Short Description
In order for the content to be identifiable by the SCIDM enabler, it should be first registered to the CIM. Different entities including traditional content provider, CIM’s administrator, ordinary user, etc, may provide content for registration. Upon the registration, the CIM should try its best to assure the trustworthiness of the registered metadata associated with the content. Different applications may require different levels of trustworthiness of the metadata. 

For example, for the copyright protection application, the copyright ownership is the most important metadata. If the content is owned by traditional content provider, formal proof should be presented. Then the CIM can verify the proof by manual manner or save the proof as metadata for users of SCIDM enabler to judge by themselves. If the content is owned by ordinary user, it is somewhat difficult to assure the trustworthiness of the claimed ownership. User generated content (UGC) registration will be discussed in a separate use case.

For content filtering and other applications, some automatic or manual methods may be used for content registration. For example, upon registration of a SMS text or image for filtering, key words or characters matching can be done to verify if the content submitted for registration really needs to be filtered. For most cases, maybe only manual approaches for metadata verification are feasible / available during registration. These manual approaches are out of scope of SCIDM.

As a general flow, the registration will proceed as follows. Some party provides some items of content to CIM for registration. CIM first authenticates the party and then verifies the metadata by available and acceptable means. Then CIM allocates content ID, and extracts the fingerprint. Optionally, CIM can create the content ID certificate containing the content ID and the necessary metadata for the proposed application. For users of SCIDM enabler to judge the trustworthiness of the metadata by themselves, CIM records information about the party who registers the content, metadata verification methods, etc. Finally, CIM notifies the registration party the registration result.
B.1.2 Market benefits

Content registered to CIM can be managed in a trustworthy way for different applications.

B.2 Content Verification in Posting
B.2.1  ASK  \* MERGEFORMAT Short Description
In this use case, content hosting site identifies the content a user would like to upload and makes sure it has the right to post the content.

B.2.1.1  ASK  \* MERGEFORMAT Actors
· User: The one who would like to upload a content to a Content Hosting Site.

· Content Hosting Site: Entity willing to host a content uploaded by a User in compliance with some copyright policy.  

· Content Identity (ID) Manager (CIM): Entity that manages content registration, responds to content identify query and verification request, and issues content ID certificates.
· Content Fingerprint Extractor: Actor that extracts a “fingerprint” from the content that can uniquely identify the content. This role could be assumed by the same entity that has the role of the CIM or Content Hosting Site, or an independent one.

· Content Provider (CP): Entity that provides content for user consumption, usually in exchange for profit. 

B.2.1.1.1 Actor Specific Issues

· User: may upload a content created by himself/herself or by other entities.

· Content Hosting Site: has access to a Content Fingerprint Extractor to generate the content fingerprint, is capable of querying the CIM for content identification, may be capable of verifying a content ID certificate signed by a CIM, may have an agreement with Content Providers to verify an uploaded content before posting it.  

· Content Identity (ID) Manager (CIM): stores registered content and some of its attributes, such as content fingerprint, title, author name, copyright information, etc. CIM has access to a Content Fingerprint Extractor to generate the content fingerprint.

· Content Fingerprint Extractor: The extracted “fingerprint” from the content should uniquely identify the content.

· Content Provider (CP): may choose to register the content it provides with the CIM, may have an agreement with Content Hosting Sites regarding the verification of the copyright information of all uploaded content before posting them.

B.1.1.2 Pre-conditions

· User: has registered with a Content Hosting Site for the content posting service.  
· Content Hosting Site: has access to a Content Fingerprint Extractor to generate the content fingerprint,  has an agreement with Content Providers to verify an uploaded content before posting it, therefore has a database of the fingerprints of copyrighted content from the CPs, trust CIM.

· Content Identity (ID) Manager (CIM): trust the CPs who register their content, therefore trust the attributes provided by the CPs. The CIM has assigned a content ID, generated a content “fingerprint” using the Content Fingerprint Extractor, records some other attributes such as name and author of the content, and whether or not the content is copyrighted. CIM then issues a content ID certificate which includes the assigned content ID, the content “fingerprint”, and optionally some attributes.
· Content Fingerprint Extractor: is available in the Content Hosting Site and CIM.

· Content Provider (CP):  has registered its content with CIM and trust CIM.

B.1.1.3 Post-conditions

· User: has his/her content posted on the Content Hosting Site if the copyright is not an issue, otherwise his/her content will be refused.  
· Content Hosting Site: posts the content if the uploaded content is not copyrighted, or a license has been acquired for posting the copyrighted content.

· Content Identity (ID) Manager (CIM): may register a content if the content could not be found in its database.
· Content Fingerprint Extractor: N/A

· Content Provider (CP):  is ensured that the copyright associated with its content is properly observed.
B.1.1.4 Normal Flow

1) A User requests to upload a content to a Content Hosting Site. 
2) Before allowing the posting of the content, the Content Hosting Site generates the content fingerprint using the Content Fingerprint Extractor, and verifies the content ID certificate if available. 
3) If verification fails or no certificate is available, the Content Hosting Site queries the CIM by sending the generated content “fingerprint” to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID; otherwise, the CIM can choose to register the content in its database, assign a content ID, and issue a content ID certificate. 
4) The Content Hosting Site uses the content ID to check if the content is in a database of copyrighted content. If yes, it may choose to acquire a license from the Content Provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content. 
B.1.1.5 Alternative Flow 1

1) A User requests to upload a content to a Content Hosting Site. 
2) Before allowing the posting of the content, the Content Hosting Site generates the content fingerprint using the Content Fingerprint Extractor, and verifies the content ID certificate if available. 
3) If verification fails or no certificate is available, the Content Hosting Site queries the CIM by sending the generated content “fingerprint” to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID (together with the copyright information); otherwise, the CIM can choose to register the content in its database, assign a content ID, and issue a content ID certificate. 
4) The Content Hosting Site checks the copyright information. If it is copyrighted, it may choose to acquire a license from the Content Provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content. 
B.1.1.6 Alternative Flow 2

1) A User requests to upload a content to a Content Hosting Site. 
2) Before allowing the posting of the content, the Content Hosting Site generates the content fingerprint using the Content Fingerprint Extractor, and verifies the content ID certificate if available. 
3) If verification is successful,  the content ID, potentially with copyright information, is extracted.
4) The Content Hosting Site checks the copyright information directly or indirectly through the content ID from a database of copyrighted content. If it is copyrighted, it may choose to acquire a license from the Content Provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content. 
B.1.1.7 Operational and Quality of Experience Requirements

· The service must follow the agreed Security and Privacy global requirements.

· Scalability of CIM shall be considered.

· The delay experienced by the User during the content posting shall remain acceptable. 

B.2.2 Market benefits

B.2.2.1 Actor Specific Benefits
· User: can reduce the risk of getting into legal complication as a result of uploading and posting a copyrighted content.

· Content Hosting Site: can avoid any legal hassles by making sure it is not violating the copyright law by illegally hosting a copyrighted content.  

· Content Identity (ID) Manager (CIM): generates revenue by providing the secure content identification service.

· Content Fingerprint Extractor: generates revenue by providing a valuable service to Content Hosting Site, CIM or other entity.

· Content Provider (CP):  can get better protection of its valuable content and minimize revenue loss.

B.3 Content Identification for Filtering

B.3.1  ASK  \* MERGEFORMAT Short Description
Contents that may infringe the fair use of the Internet and mobile services are frequently observed, e.g., SMS/MMS spam, and pornographic. To correctly identify these contents and then filter or block them according to some rules is very important. Those contents that need to be filtered should first be registered with the Content Identity Manager (CIM), and  Fingerprints are extracted and recorded together with some other attributes. The entity to register the content with the CIM can be user application, service provider, operator, etc. When the entity that is responsible for content monitoring and filtering receives a content, it will contact the CIM for content identification and may retrieve attributes from CIM to help the filtering process. The entity for content monitoring and filtering can be, for example, service gateway, server, or user device.
A flow is described here for illustration purpose. A User who is a child requests to download a piece of content from a website. After the content is downloaded into the user’s device, the monitor entity in the device checks if the content needs to be controlled according to the rules set by the child’s parents. So it generates the Content Fingerprint, and verifies the content ID certificate if it is available. If verification fails or no certificate is available, the monitor entity queries the CIM by sending the generated Content Fingerprint or the content itself to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID. The monitor entity uses the content ID to check the category of the content in a database of content category. If it exists, it may retrieve the category information and judge if it should block the content.
B.3.2 Market benefits

User will receive fine content and is shielded to a large extent from infringement content, and has the option to complain about the infringement content when receiving it for later filtering. Monitor Entity can correctly identify the infringement content and filter it, so as to satisfy the requirements from user, operator, service provider, etc. 
Content Identity (ID) Manager (CIM) generates revenue by providing the secure content identification service.  
B.4 Content Verification for Anti- Virus and Malicious Plug-in
B.4.1  ASK  \* MERGEFORMAT Short Description
Nowadays many virus and malicious plug-in’s are wrapped in some types of content, e.g. software, and intrude into user’s device when the software is downloaded and installed. The anti-virus software has limited effect since it is easy to have many new variations of the virus. Downloaded software thus needs to be verified before it is installed. 

Alice downloads a software from a software portal. After the download is completed, some monitor entity that may reside in Alice’s device or the gateway automatically calculates the fingerprint of the software and sends the fingerprint and other necessary information, e.g. software name, version, ID, to the Content Identity Manager (CIM). CIM checks if the software is registered in the database and if the associated metadata is consistent with the registered one and returns the result to Alice’s device.  If the result is not a match, the software is not allowed to be installed or executed, and some prompt is presented to Alice.

In the above example, the monitor entity can also query the CIM by sending the name, ID, and version of the software. After the content is found in the database, the CIM returns the fingerprint in the database to the monitor entity. Monitor entity checks if the returned fingerprint matches the one it generated, and takes appropriate actions according to the checking result. 
B.4.2 Market benefits

User gets clean content, and is shielded from virus and malicious plug-in’s. Monitor Entity can correctly verify if the downloaded content is clean, and avoid the user device being infected by virus and malicious plug-in’s. It generates revenue by providing a valuable service to user, software vendor, etc. Content Identity (ID) Manager (CIM) generates revenue by providing the secure content identification service
B.5 Copyright Control in P2P Networks
B.5.1  ASK  \* MERGEFORMAT Short Description
P2P Service has become very popular in the Internet and mobile environment. Unfortunately a lot of copyright infringement contents are transmitted and shared in P2P networks. To correctly identify the copyrighted content being transmitted is a desire for copyright owners. 
A use case is described here. Contents are being transmitted in the P2P environment; some are copyright infringement and others not. There is one monitor entity residing in the gateway where the P2P flow will have to pass through. The monitor entity will make a copy of every piece of content passing through it and verify, with the help of the SCIDM enabler, if the content is copyrighted.  As for P2P services, the Monitor Entity may choose to only records some pieces/parts of the content. It should send sufficient number of pieces to CIM for the identification of the content and copyright control. According to the results and the control rules, the Monitor Entity takes some actions, e.g. record the transmission time and parties involved in the transmission, or block the P2P flow.
B.5.2 Market benefits

Monitor Entity can correctly identify the infringement content in the P2P networks and filter it, so as to satisfy the requirements from user, operator, service provider, etc.. CIM generates revenue by providing the secure content identification service. Content Provider:  can get better protection of its valuable content and minimize revenue loss.

B.6 Registration of UGC
B.6.1  ASK  \* MERGEFORMAT Short Description
In content registration by traditional content provider, the content owner needs to provide a certificate of the content which is issued by an authority to show the copyright ownership. But it is generally difficult and complicated for an individual user to obtain the copyright certificate for contents created by the user such as personal photo, video, etc. So, for an individual user who would like to get protection of the potential benefit of his/her works, namely User Generated Content (UGC), the traditional registration method is not suitable. 

In some service environment, the service may be familiar with his users, such as those who have been using the service for a long time. So the service can provide some assurance of the user’s ownership to his content. For example, a user has used an original picture sharing website for a long time, and gets to be well-known and trusted by the site. Then the website may be willing to act as a proxy for its users to register their content to the CIM in exchange for service charge or revenue sharing with the user. 

If the user wishes to register his content to CIM using the service as his proxy, he may first have some agreement with the service. Then when the user wants to register his content, he needs to obtain some credential information created by the service to assert the user’s ownership to the content. After generating successfully the credential information for the UGC, the credential material could be fed back to the user, so that the user could register his/her UGC-content together with the credential to the CIM. Alternatively, upon request by the user, the proxy agent of the website could deliver directly the UGC-content and the ensuring information to the CIM for registration. If the CIM trusts the service, it verifies the credential information and gets some assurance of the ownership information. Whether successful or not, the CIM would respond with the result of registration to the user (directly or indirectly).

B.6.2 Market benefits

The user and website could get revenue from the registered user generated content, because of the potential value of the UGC. The UGC creation will be much more flourish and the quality of UGC will be improved.

For the CIM, its identification service can be used more widely and get more revenue.
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