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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The OMA Mobile Web Services Group has identified Device Management as one of the candidate services for being made available through a Web Services interface. In the context of OMA, the Provisioning Architecture defines the framework in which device management services are implemented. 

The key elements in the OMA Provisioning Architecture are the Bootstrap Servers and Trusted Provisioning Servers. The main objective of the work to be undertaken is making the services of bootstrap and  trusted provisioning servers available to other entities (applications) through the appropriate Web Services interfaces. 

This will provide multiple benefits:

1. Seamless service provisioning: When a user subscribes to a new service, service provisioning systems are currently able to propagate automatically the needed updates and registrations to the relevant network elements so that the service can actually be used properly. However, currently it is not practical to make the appropriate reconfiguration of the user's devices part of this process. 

· A Web Services Interface will give provisioning systems a uniform means for accomplishing this regardless of the provider of the used provisioning server.

2. Openness of device management infrastructure: The mobile services and applications can expected to be more and more dependent on device management services in order to make their deployment and  use sufficiently easy for millions of users. As a result, lack of support for a service or an application in Trusted Provisioning Servers will prevent it from becoming successful. On the other hand, the number of different service and application providers will also be very large, if OMA facilitates the creation of a successful mobile Internet business ecosystem. This means that you must be able to extend range of services and applications supported by a Trusted Provisioning Server on a very timely basis, if you do not want to make it a choke point for the proliferation of successful services and applications. This is basically an impossible requirement for a device management vendor, if the number of service and application providers is large. In reality the situation is even worse, since the set of providers is open-ended: you really want to make it possible for a previously unknown small player to create and deploy their 'next killer application' without waiting for all the device management vendors to get their act together. 

· A Web Services Interface will eliminate this problem, since the needed extensions to the capabilities of any Trusted Provisioning Server could be implemented by external applications created by the service and application providers.

3. Optimal user experience: A product that implements device management functionality will in practice be constrained to provide a 'one size fits all' user experience. Some customization may be possible, but it will not be possible to be truly sensitive to the context in which the services are used and to the entity that is using them. 

· A Web Services Interface makes it possible to implement the needed user interactions in the most optimal way. In some cases all the needed management information may be possible to extract from some other source than the human user, in others the user can be asked to provide the minimum needed information phrased in terms that fit the specific application that is being used.
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The work item deals with the communication between the application willing to provide provisioning features and the provisioning server.

Deliverable(s):

· Web Services Interface specification for Device Management

· Updated OMA Provisioning Architecture Overview

· Use cases and requirements document for a DM WSI.

· Static conformance requirements for the DM WSI.

· Initial set of test requirements for the DM WSI.

Existing Specifications or Documents Affected:

· OMA Provisioning Architecture Overview

· OMA provisioning bootstrap document

Linked Work Items:

· OMA-WID_0001 - Device Management

· OMA-WID_0005 - Mobile Web Services

Linked Affected OMA Groups and External Fora

· OMA Mobile Web Services Working Group

· OMA Requirements Working Group

· 3GPP

· Terminal Management Forum

· DMTF
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Service Impacts:

This work will not alter the services delivered by a Trusted Provisioning Server in the OMA Provisioning Architecture. It will only make these services available to external entities through the appropriate Mobile Web Services Interfaces.

Architecture Impacts:

This work will combine the already defined Client Provisioning architecture with the Mobile Web Services architecture defined by the OMA Mobile Web Services Group. This means that in principle no new architectural entities will be defined. However, it may be useful to extend to the OMA Provisioning architecture the account for the existence of entities using the services of the Trusted Provisioning Server through Web Services interfaces. This may in particular facilitate the definition of the needed access control models.

Charging/Billing Impacts:

Charging and billing impacts can be expected, since a Web Services Interface will permit external entities to make use of the services of a Trusted Provisioning Server. This work should identify the chargeable events in the context of the charging and billing framework for Mobile Web Services that the OMA Mobile Web Services Group can be expected to define.

Security Impacts:

The general security framework can be expected to be defined by the OMA Mobile Web Services Group. However, this work should define which are the objects and operations to which access control is applied in the context of the OMA Provisioning architecture.

Privacy Impacts:

TBD

IOT Impacts:

IOT should follow the guidelines resulting from the work of the OMA Mobile Web Services Group. Domain-specific IOT requirements may be defined, if appropriate.
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