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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The WAP Push architecture provides a method to allow service providers to push content/messages to a client without any specific request from that client.  This, however opens up a client to be vulnerable to various security threats:

· SPAM

· Unauthorized WAP session establishment

· Denial of service 

· User privacy

The vulnerabilities listed above make it very difficult for operators to deploy services using WAP Push in a secure and efficient manner.  To second this, GSMA had sent a liaison statement to the push group regarding the threats over WAP Push and for the OMA push group to look into the security threats of WAP Push.

The Push group will be required to 

· Identify all security vulnerabilities over WAP Push

· Investigate methods on how to address the security vulnerabilities 

· Decide on a solution jointly with the OMA security group.

Deliverable(s):

· Requirements document: Requirements for securing vulnerabilities

· Make change requests to existing push specifications (listed below) to include security mechanisms to prevent the above and any other vulnerabilities.

Existing Specifications or Documents Affected:

The following specifications may be affected:

· Push OTA protocol http://www1.wapforum.org/tech/documents/WAP-235-PushOTA-20010425-a.pdf
· Push Proxy Gateway Service http://www1.wapforum.org/tech/documents/WAP-249-PPGService-20010713-a.pdf
Linked Work Items:

None

Linked Affected OMA Groups and External Fora

· Security Group
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Service Impacts:

This feature is a service enabler for WAP Push.

Architecture Impacts:

none

Charging/Billing Impacts:

none

Security Impacts:

As listed above.

Privacy Impacts:

TBD

IOT Impacts:

none
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