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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Identity or personal information is needed in most mobile services for identifying the communicating parties, for controlling access to services, personalization, and charging or billing, for example. Communication can happen between end user and a service, between end users, or between services, and in all cases the questions to be answered are:

· How identities or personal information from other parties may be discovered?
· How identities or personal information may be transferred from one party to another?

· How availability, visibility, and use of identities or personal information is controlled by owner of the information?

In ordinary speech calls identity management is about management of phone numbers: how you find the number of called party, how phone numbers are transferred, and is your number visible to the other party. With ordinary calls this all is well standardized or otherwise solved long ago, but other mobile services need a lot more identity or personal information, and the solutions for that are not yet standardized.

The objective of this work item is to deliver an identity management framework covering identity discovery, transfer, and control of availability and use of identities or personal information. The framework sets requirements for architecture and mobile web service work groups and other technical working groups of OMA: all identity management related issues should be done according to the framework.

The benefit of common identity management principles is that using and managing of identity or personal information is easier for all stakeholders: end users, operators, and service providers. End users don’t have the burden of understanding different service specific ways to do it, and same identities and personal information can be utilized with multiple services. For operators managing service specific identities and information is also a burden to be relieved by the common identity management, and an additional benefit is that utilizing mobile subscription based identity with all services becomes a lot easier. Service providers value the smaller integration efforts brought by standard interfaces, and possibility to deploy services with multiple operators. For privacy protection the identity management is a key requirement, because reasonable and easy to use privacy protection is impossible without underlying common identity management solution.

Regarding the additional benefit of using a standardized mobile subscription based identity with all services, the benefits are two-fold. Firstly, operators already have an excellent trust relationship with millions of customers, and secondly it provides for an easy billing solution, where appropriate, for content providers. With regards to extending the use of mobile subscription based identity, studies should be made on how to develop current mobile subscription authentication and authorization methods to enable service layer user authentication and authorization. This work should cover (at least) the SIM smart card, the Removable User Identity Module and IS41 software solutions.
Use cases of identity management relate to different ways of using identities or personal information, and on the other hand managing the information. Most obvious cases to start with are those where an end user uses a service where identity or personal information is needed.  

Personal information, often called also as user profile or attributes, may be anything related to the mobile terminal user: his name, email address, interests etc. The purpose of presenting the information to another service could be personalization; a simple example may include the transfer of a name identifier to a service provider to convey the identity of the user. Other scenarios may necessitate for access control purposes the other party may want to verify mobile terminal user's name, phone number or some other identifier, and authentication is needed. If the authentication is done just once with a trusted party, and prove of authenticity is then further utilized when signing on to other services, what happens is single sign on instead of plain authentication. Instead of getting personal information the other party might also want to get authorization information. Authorization means, for example, that the user authorizes the other party to get some information of him/her from some source or to do something on his/her behalf, like use some services and charge him for that.

Personal information, with or without authentication, and authorizations may not be given to whoever asks for it, but instead the owner of the information must be able to manage what is given, and to what parties. The most obvious reason is privacy protection, but there are other reasons such as choosing different identities in different situations, like ‘work’ identity and ‘free time’ identity.

Deliverable(s):

1. "Use case & requirements document for identity management"  (from OMA Requirements group)

2. Report on how to extend current mobile subscription based identity and authentication / authorization methods to support the identity framework.

3. Contributions to Architecture Framework specifications 

4. Contributions to MWS instantiation of architecture framework 

Existing Specifications or Documents Affected:

· OMA Architecture specifications

· OMA MWS framework specifications

· OMA enabler specifications

Linked Work Items:

Support of Privacy in Mobile services (OMA-REQ-2002-139R1)

Linked Affected OMA Groups and External Fora

· OMA Architecture

· OMA Requirements

· OMA MWS

· OMA MPG

· OMA M-Commerce

· OMA Security

· OMA Smart Card Technologies

· OMA Device Management 

· Other OMA technical Working groups 

· OMA IOP

· 3GPP, 3GPP2

· Liberty

· OASIS

· WS-I

· W3C
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Service Impacts:

Usage of identities and personal information should be aligned according to the identity management framework in all services.

Architecture Impacts:

Requirements set by Identity management framework are implemented into OMA architecture and architecture framework specifications.

Charging/Billing Impacts:

Identities are key issues for charging/billing, and therefore identity management is utilised there.

Security Impacts:

Identities rely strongly on security, and identity management must be done securely, and therefore support for identity management is needed as various security features which may all not be there yet.

Privacy Impacts:

To be identified.

IOT Impacts:

Key IOP issues are usage and management of identities that are used in multiple services, and delivery of identities from one service to another.
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