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Summary 
As a security feature, Single Sign-On allows a user to log into many different services offered by 

the distributed systems while the user needs to authenticate identification only once and always in 
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the same way. Therefore, Single Sign-On is very suitable for the distributed mobile environments. 
Thus, Single Sign-On should be considered for constructing secure and extensible mobile Web 
Services environments. For secure mobile Web Services, access control to the resources in the 
service domain also has to be provided with the Single Sign-On architecture. Currently Web 
Services offer the schema for Policy element for access control as a consideration for security, and 
show the structure for tModel, which includes Policy element. However practical guideline is not 
provided for implementing access control mechanism for it. 

This draft of ‘Guideline on Single Sign-On and Access Control Methods for Mobile Web 
Environments’ describes Single Sign-On and access control methods for mobile web environments 
using SAML and XACML. This draft also describes access control methods for UDDI in web 
services using XACML. One of the purposes of this draft is to provide good usage models of 
SAML and XACML that have been standardized in ITU-T SG17. 

1. Scope 
The scope of this contribution deals with the Single Sign-On and access control methods for mobile 
web environments based on SAML and XACML. Access control methods for UDDI in web 
services using XACML are also covered. 

2. References 
The following ITU-T Recommendations and other references contain provisions, which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. 

The reference to a document within this Recommendation does not give it, as a stand-alone 
document, the status of a Recommendation. 

(To Be Developed) 
– ITU-T Recommendation X.websec-1, SAML Version 2.0, (2006) 

– ITU-T Recommendation X.websec-2, XACML Version 2.0, (2006) 

3. Definitions 

(To Be Developed)\ 
 

4. Abbreviations 

(To Be Developed) 

PDP  Policy decision point 

PEP  Policy enforcement point 
SAML Security Assertion Markup Language 
SSO Single Sign-On 
XML eXtensible Markup Language 
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5. Overview 
In the scope of Web Services implementation, following security factors should be considered in 
order to ensure the secure Web Services environments. 

 Identification 

 Authentication 

 Authorization 

 Integrity 

 Confidentiality 

 Non-Repudiation 

 
Table 1 – the comparison of authentication method 

Methods 

Factors 
PKI Username/password Kerberos 

Identification O O O 

Authentication O O O 

Authorization O X O 

Integrity O X O 

Confidentiality O O O 

Non-Repudiation O X O 

 

Table 1 shows the representative authentication methods widely adapted in most Web-based 
applications. As shown in Table 1, key-based methods (PKI, Kerberos) are satisfying all security 
factors while non key-based method (username/password) is satisfying some security factors. 

 
Table 2 – Features of authentication methods in distributed environments 

Methods 

Features 
PKI Username/password Kerberos 

Repetition of security information offer X O X 

Frequent transmission of passphrase X O X 

Mutual authentication O X O 

Exchange of private key X X O 

Necessity of additional infrastructure O X O 

Level of OSI 7 Layer 4th 4th 7th 

Necessity of encryption for transport layer O O X 

Authentication scope limited to single domain X O O 

Support of access control O X O 
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Table 2 shows the comparison of when authentication scheme is established using only one of the 
presented authentication methods in distributed environments. As shown in Table 2, although end-
to-end security such as PKI and Kerberos need not offer security information repeatedly, it needs 
additional infrastructure. In contrast with end-to-end security, although point-to-point security such 
as Username/password does not need additional infrastructure, it requires users to offer security 
information repeatedly. Although only key-based methods meet all the security factors, it is 
recommended to establish the authentication scheme of Web Services combining key-based and 
non key-based method because Web Services can be constructed by combining various and 
different domains. For example, in case of combination of key-based environment and non key-
based environment, a user, who belongs to an environment in which certificates are not supported, 
is allowed to log into non key-based environments using username/password and then the user can 
access to key-based and ad hoc environment using certificate or Kerberos ticket. 

The example mentioned above describes the concept of Single Sign-On (SSO). It is the basis of the 
implementation of SSO to share authentication information generated from a domain with other 
trusted domains and exchange it. This basis allows a user to log into many different services offered 
by the distributed systems while the user needs to authenticate identification only once and always 
in the same way. Thus, SSO is very suitable and necessary authentication scheme for the distributed 
mobile Web Services environments. 

 
Table 3 – Comparison of Single Sign-On implementation methods 

Approach Method Kind of security token 

Passport  
Central repository 

Liberty Alliance  

Kerberos Kerberos ticket 

WS-Security X.509 certificate, Kerberos ticket, username/password 

Message attachment 

SAML 

Kerberos ticket, Password, Name Identifier (application 
defined), various of keys, Secure Remote Password (SRP), 
Hardware token, SSL/TLS Certificate Based Client 
Authentication, X.509 public key, PGP public key, SPIK Public 
key, XML Digital Signature, Unspecified 

 

Table 3 shows two representative approaches for implementing SSO. The first approach is to 
maintain all users’ authentication information in one repository and the second approach is to 
maintain user authentication information in each domain. Passport and Liberty Alliance are the 
methods adopting Central Repository (first approach). Under Passport that is developed by 
Microsoft, users join to Passport server managing by Microsoft and then authenticated by offering 
his identification. Development goal of Liberty Alliance is to define standard for federated network 
ID management and for services based on ID. Kerberos, WS-Security, and SAML are the methods 
attaching authentication information to Web Services messages (second approach). Kerberos is 
based on ticket. By attaching tickets into SOAP message, a user’s authentication information is 
delivered to the destination domain through intermediaries. WS-Security is defining the mechanism 
to reflect integrity and reliability to Web Services message. SAML is standard specification for 
implementing Single Sign-On recommended by OASIS (Organization for Advancement of 
Structured Information Standards). SAML defines the type of security tokens and provides Web-
based Single Sign-On using assertions including tokens. 
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6. Approaches for implementing Single Sign-On 
1. The first approach is to maintain a user’s authentication list in a central repository. 
2. The second approach is to include authentication information for each web service in the 

initial SOAP message. 

6.1 The first approach to implementing Single Sign-On 
Figure 1 shows the first approach to implement Single Sign-On. In this approach, all users’ old IDs 
are removed and then assigned new IDs from Central Repository. To access Services, a user must 
use new ID. 

Central 
Repository User

Service A

Service B

Service C

1. request 
authentication

2. reponse 
authentication

login without 
re-authentication

login without 
re-authentication

login without 
re-authentication

User

Service A

Service B

Service C

1. request 
authentication

2. reponse 
authentication

login without 
re-authentication

login without 
re-authentication

login without 
re-authentication

Domain A Domain B

 

Figure 1 - An approach to implementing Single Sign-On using Central Repository 

This approach is proper for single organization. While each organization may lose its control for the 
administration because all users’ information is stored into Central Repository. Also it is difficult to 
expect the extensibility through this approach. Thus, this approach is not proper to distributed 
mobile environments such as Web Services, which is set of domain-specific services. 

6.2 The second approach to implementing Single Sign-On 
Figure 2 shows the second approach to implement Single Sign-On. In this approach, all users can 
use the existing ID to access different Domains without new ID.  

User
Authentication

Authority
(Domain-dependent)

Domain A

Services
Services
Services

1. request authentication

2. reponse authentication

Authentication
Authority

(Domain-dependent)

Domain B

Services
Services
Services

3. request services with 
authentication message

4. permit or deny user’s 
request

5. access to services

 

Figure 2 – An approach to implementing Single Sign-On using attached authentication message 

This approach is proper for Web Services environment that consists of the domain-dependent 
distributed services. In such an environment, when a user wants a number of domains, each domain 
requests authentication to the user. In this case, the user is authenticated by a Domain and then his 
authentication information is attached to the SOAP message. Under this approach, by transferring 
the message including authentication information to other domains, the user no longer needs to 
offer his critical information to each domain. 
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7. Single Sign-On and Access Control Methods in Mobile Web Environment 
By comparing two approaches to implement Single Sign-On, we could select an approach suitable 
for Web Services environments. This section presents Single Sign-On architecture based on the 
second approach. 
To obtain Single Sign-On service, a mobile user must offer his authentication information at least once, 
and this information is eventually transferred to the Single Sign-On mechanism in a wired service 
environment. To exchange security information between mobile and wired networks or a domain 
between other domains, we strongly urge that following considerations should be taken into account: 

 The equipment for example a gateway, which operates an appropriate protocol to translate 
and transfer the user’s authentication information among mobile and wired service 
networks. 

 Confidentiality and integrity should be guaranteed during the transfer of the user’s 
authentication information. 

 The framework for a Single Sign-On implementation to transfers the user’s authentication 
information is necessary to handle the user authentication mechanism defined in each 
domain. 

 Interoperability should be considered to enables the exchange of domain-specific 
authentication information to other domains and the reuse of it for user authentication. 

According to the considerations, this contribution strongly recommends XML-based Single Sign-
On method to extend to wrap around the existing security infrastructures. One of the examples of a 
widely used framework, which connects mobile and wired service networks, is OMA’s WAP 
(Wireless Application Protocol) gateway, also known as the WAP proxy. The WAP gateway 
connects the mobile domain and the wired Internet and acts as a protocol gateway to encode and 
decode content. 
This contribution describes an integrated architecture in which a mobile user offers his credential 
information to the wired service network to obtain user authentication and then access to another 
domain using this authentication, based on the SAML (Security Assertion Markup Language) that 
is able to wrap other security infrastructure by defining various acceptable tokens. 

 
Figure 3 – Architecture for implementing Single Sign-On services 
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Figure 3 explains the concept of the architecture proposed. A mobile user keys in his or her 
username and password to the mobile device to access Domain A. This user credential information 
is transferred to the authentication agent through a gateway that connects the then mobile and wired 
networks. The authentication agent sends a user authentication request to an authentication 
authority within Domain A. The authentication authority of Domain A authenticates the user and 
returns an authentication assertion to the authentication agent of Domain A. The mobile user then 
has access to a resource in Domain B after successfully getting user authentication from Domain A. 
Domain B asks for the user’s authentication and attribute information to the authentication agent of 
Domain A; and then the agent sends the authentication and attribute assertion to Domain B. Thus, 
Domain B performs user authentication by reusing the authentication assertion issued by the 
authentication authority of Domain A. As the authentication process of Domain B, Domain C reuses 
the authentication assertion in order to authenticate the user. 

The user authentication procedure for this architecture is presented as a sequence diagram in 
Figure 4. Each box in the diagram denotes an entity involved in the process. Figure 4 explains the 
messages between entities, applying a user’s single sign-on in three domains in which there are 
mutual trust relationships. 

 Authentication Process #1, Authentication Process #2 and Authentication Process #3 are 
authenticating a user. When the first authentication of a user is completed successfully, 
an artifact is generated by the Authentication Agent and assigned to the user.  

 In the Authentication Process #1, a user must provide ID and password to the system.  

 In the Authentication Process #2, the user, however, needs not to provide it again 
because when the user requests authentication to the Authentication Agent of Domain B, 
the Authentication Agent of Domain A sends the artifact to the Authentication Agent of 
Domain B and returns it back around from Domain B. The Authentication Agent of 
Domain A verifies the artifact and sends user authentication information issued by the 
Authentication Authority within Domain A to the Authentication Agent of Domain B. 

 The description about Authentication Process # is omitted because Authentication 
Process #3 is same with Authentication Process #2. 



- 8 - 
TD 2365 

 

Figure 4 – Sequence diagram of the Architecture we designed 
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Figure 5 - Assertion with Authentication and Attribute Statement 

Figure 5 is an assertion statement issued by the SAML Authority (refers to Step (4) of Figure 4). 
These messages were verified by a simulation where two domains were constructed with a mutual 
trust relationship. Figure 5 is showing only core content which is removed the digital signature for 
entire document or certain element and the XML Encryption of certain element. 
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Figure 6 - Sequence Diagram of the Access Control in the Domain 

After the user has been directed to the specific service domain (after step 8, 17, 26), access control 
to the specific resource in the domain may be applied based on XACML. Figure 6 explains the 
access control mechanism. 

7.1 Advantages of the proposed methods 
The proposed architecture has advantages as follows: 

1. The scope of Single Sign-On is extensible because SOAP message acts as a wrapper around 
the existing security infrastructure. 

2. Domain-specific authentication scheme is maintained regardless of other domain-specific 
authentication schemes because each domain has authentication authority individually. 

3. Each domain maintains its control for the administration because various tokens such as 
X.509 certificate, Kerberos ticket, and hardware token can be attached to SOAP message. 

4. In end-to-end security, it is possible to secure critical messages while the message is 
staying at intermediaries because the message is encrypted. 

8. Access Control Methods using XACML for UDDI in Web Services 

Usually major security concern exists for the user authentication. But critical security problems 
often occur by an internal user because there is no proper access control policy against an 
authenticated user. ‘Broken Access Control’ is most critical Web application security 
vulnerabilities. A vulnerable access control mechanism reveals security weaknesses to an attacker 
who can be understood as an unauthorized internal user, the attacker can perform actions such as 
read, write, modify, and execute certain resources without any restriction. The attacker can even 
extort the authority of the whole administration. In Web Services, UDDI is the most important 
resource to be protected against the attack by unauthorized users. UDDI, which is a core technology 
of Web Services architecture, is a directory service, which contains information for businesses and 
services through businessEntity and basic data structure of tModel, and offers functionalities of 
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registration, retrieval and deletion. Service requestor retrieves a service through UDDI and 
communicates with service provider by generating a client using WSDL (Web Services Description 
Language). Illegal modification of services within UDDI makes users distrust the services. 
Therefore, strong access control policy for UDDI should be considered in order to ensure its 
reliability in Web Services environments. 

Figure 7 shows that XACML Component decides the access grants for the requests of service 
provider and service requestor who want to access UDDI. Three major elements of XACML are 
resource, subject and action. In Figure 1, service provider and service requestor are assigned to 
subject in XACML, UDDI is assigned to resource and the decision of access grant is assigned to 
action, 

 

Figure 7 - Architecture for Access Control for UDDI using XACML 

Figure 8 shows the procedure of access control for UDDI using XACML. Each step denoted by an 
arrow and number in the diagram is explained as follows: 
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Figure 8 - Sequence Diagram of Access Control for UDDI using XACML 

(1) Authenticated user request action for the resources in UDDI to XACML PEP (Policy 
Enforcement Point). 

(2) PEP transfer access request of the requested resources to XACML Component. 

(3) XACML Component evaluates the user’s Policy. 

(4) Reply context containing determined Policy is transferred to PEP. 

(5) User’s access grant is decided after processing the reply context. 

(6) If the requested action is permitted, it is transferred to UDDI. 

(7) UDDI processes the requested action. 

(8) Result of the requested action is sent to the user. 

9. Attribute Binding for Applying XACML to UDDI 
To apply XACML to UDDI, it is necessary to define values of some important attributes, which 
XACM requires. 

9.1 Resource Binding 
In XACML, ResourceAttributeDesignator element identifies ResourecMatch or attribute type of 
resource designated by Apply element. To apply XACML to UDDI, following values are defined as 
shown in Table 4. Here, <attribute> represents the attribute determined by the RegistiryObject type. 
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Table 4 - Values for ResourceAtributeDesignator 

Resource 
Attribute 

ResourceAttributeDesignator DataType 

Owner 
urn:oasis:names:tc:webservice-

uddi:3.0:resource:owner 
http://www.w3.org/2001/XMLScheam#anyUR

I 

Selector 
urn:oasis:names:tc:webservice-

uddi:3.0:resource:selector 
http://www.w3.org/2001/XMLSchema#string

<attribute> 
urn:oasis:names:tc:webservice-
uddi:3.0:resource:<attribute> 

As defined by attribute definition 

 

Action Binding 
In XACML, ActionAttributeDesignator element identifies ActionMatch or type of action 
designated by Apply element. In UDDI, Action is UDDI inqury APIs. To apply XACML to UDDI, 
following values for ActionAtributeDesignator are defined as shown in Table 5.  

Table 5 - Values for ActionAtributeDesignator 

UDDI 
Action 

ActionMatch.ActionAttributeDesignator.AttributeId Attribute Value

find_business urn:oasis:names:tc:xacml:1.0:action:action-id find_business 

find_relatedBusiness
es 

urn:oasis:names:tc:xacml:1.0:action:action-id 
find_relatedBusi

nesses 

find_service urn:oasis:names:tc:xacml:1.0:action:action-id find_service 

find_binding urn:oasis:names:tc:xacml:1.0:action:action-id find_binding 

find_tModel urn:oasis:names:tc:xacml:1.0:action:action-id find_tModel 

get_businessDetail urn:oasis:names:tc:xacml:1.0:action:action-id 
get_businessDet

ail 

get_serviceDetail urn:oasis:names:tc:xacml:1.0:action:action-id 
get_serviceDeta

il 

get_bindingDetail urn:oasis:names:tc:xacml:1.0:action:action-id 
get_bindingDeta

il 

get_tModelDetail urn:oasis:names:tc:xacml:1.0:action:action-id 
get_tModelDetai

l 

get_authToken Urn:oasis:names:tc:xacml:1.0:action:action-id get_authToken

get_publisherAsserti
ons 

Urn:oasis:names:tc:xacml:1.0:action:action-id 
get_publisherAs

sertions 
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get_assertionStatus
Report 

Urn:oasis:names:tc:xacml:1.0:action:action-id 
get_assertionSt
atusReport 

get_registerdInfo Urn:oasis:names:tc:xacml:1.0:action:action-id 
get_registerdInf

o 

discard_authToken Urn:oasis:names:tc:xacml:1.0:action:action-id 
discard_authTok

en 

save_business Urn:oasis:names:tc:xacml:1.0:action:action-id save_business

save_service Urn:oasis:names:tc:xacml:1.0:action:action-id save_service 

save_binding Urn:oasis:names:tc:xacml:1.0:action:action-id save_binding 

save_tModel Urn:oasis:names:tc:xacml:1.0:action:action-id save_tModel 

delete_business Urn:oasis:names:tc:xacml:1.0:action:action-id delete_business

delete_service Urn:oasis:names:tc:xacml:1.0:action:action-id delete_service

delete_binding Urn:oasis:names:tc:xacml:1.0:action:action-id delete_binding

delete_tModel Urn:oasis:names:tc:xacml:1.0:action:action-id delete_tModel 

add_publisehrAssert
ions 

Urn:oasis:names:tc:xacml:1.0:action:action-id 
add_publisehrAs

sertions 

set_publiserAsserito
n 

Urn:oasis:names:tc:xacml:1.0:action:action-id 
set_publiserAss

eriton 

9.2 Subject Binding 
In XACML, SubjecteAttributeDesignator element identifies SubjectMatch or type of action 
designated by Apply element. To apply XACML to UDDI, following values for 
SubjectAtributeDesignator are defined as shown in Table 6.  

Table 6 - Values for SubjecteAttributeDesignator 

Subject 
Attribute 

SubjectAttirubuteDesignator DataType 

Id 
urn:oasis:names:tc:xacml:1.0:subjec

t:subject-id 
http://www.w3.org/2001/XMLScheam#any

URI 

Role 
urn:oasis:names:tc:webservice- 

uddi:3.0:subject:role 
http://www.w3.org/2001/XMLSchema#stri

ng 

Group 
urn:oasis:names:tc:webservice- 

uddi:3.0:subject:group 
http://www.w3.org/2001/XMLSchema#stri

ng 
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10. Rules for Access Control for UDDI using XACML 
To control the access requests of service users and service providers to UDDI of Web Services 
using XACML, rules must be defined to control access requestors. In addition, various rules must 
be combined into policy to apply the security of the same target in an XACML document. 

The following rules are defined to control the access request of service users and providers to 
UDDI1.  

1. Anyone can find business registered in UDDI registry. 

2. Service provider identified by authentication system in UDDI registry can do the action of 
update and deletion for the business and service information that he did registered. 

3. Service Broker can perform all kinds of action for the registered business and service 
information. 

  Policy applying the above three rules for the security of the same target is represented in XACML 
document, as shown in Figure 9. 

 

 

                                                 
1  The rule for access control can be defined in variety according to variable conditions for resource 

protection such as characteristics of the target resource for protection and structural environment 
of the system. The rule defined independently can be combined into a policy to protect specific 
resources, and also policies can be combined for the same purpose. 
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Figure 9 – XACML document for the Access Control in UDDI 
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