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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Introduction:

Application layer security common function (SEC CF v1) is being defined in the security group. SEC CF v1 mainly refers to GBA mechanisms from 3GPP and 3GPP2. And main ideas of SEC CF v1 have already been used for SUPL v1 and SUPL v2 in OMA LOC WG. 

However, 3GPP GBA is much different from that of 3GPP2, especially reference model, interfaces and protocols. For security of SUPL v1 and SUPL v2 in OMA, there are two sets of protocols in 3GPP and 3GPP2 network.
This work item is to define how to secure the query for services from the user (or from a service) by using security solutions independent from underlying network for OMA enablers with better performance. For different terminals and networks, the client agents (implemented in the terminals) will use the same interfaces and protocols to access enablers with strong security. 
This work item will adopt identity based cryptography (IBC). IBC is useful for wireless communication due to low data rate transmission and for constrained devices because of low power requirements.

This work item can provide following advantages:
· Great efficiency: there are less call flows during authentication and key agreement. Moreover, the frequency of updating key materials used for authentication and key agreement between users and enablers are lower.
· Strong security: comparing with RSA in the same environment, IBC offers equal security for a far smaller key size, thereby reducing processing overhead.

· an asymmetric-key encryption scheme: the public key can be generated from a unique identity ID
· Mutual authentication: this can be done directly between enablers and users, so preventing man-in-middle attacks.
Objectives:

The work item is aim to specify authentication and key agreement for all mobile services. It can specify authentication mechanisms and key agreement mechanisms independent from underlying network. That can be realized by using identity based cryptography.
The work item will cover the following aspects:
· authentication framework or architecture 
· interfaces between user and network side server including KGC function
· interfaces between users and enablers
· protocols for authentication 
· protocols for authentication and key agreement

Use case:
The following use case is to discuss the authentication and key agreement independent from underlying network.
Before users access enablers, mutual authentication between users and enablers has to be operated. After mutual authentication, a session key will be obtained and used to protect further communication between users and enablers. The mutual authentication is based on identity based cryptography and independent from underlying network. The call flow can be described briefly as following:
1) A user searches services and gets to know the enabler’s ID. 
2) Before this user accesses the enabler, the user sends the enabler with user ID and session key materials (including enabler’s public key, generated by user from enabler’s ID). 
3) The enabler sends the user with enabler ID and session key materials (including user’s public key, generated by the enabler from user’s ID). 
4) The user can calculate the session key between the user and the enabler using session key materials from enablers and the user’s private key materials from key generation center (KGC). 
5) The enabler also can calculate the session key using session key materials from the user and the enabler’s private key materials from KGC. 
In theory, the session key calculated by the user is equal to the session key done by the enabler. Then the communication between the user and the enabler can be protected by the session key. 
The mutual authentication between the user and the enabler is done implicitly and automatically. Only the user or the enabler has its own private key to generate the session key, and then to decrypt cipher texts.
High Level Architecture:
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Description:

· Interface AIBC-1: to be defined for authentication and key agreement between client and enabler.

· Interface AIBC-2: to be defined for enabler to get common security parameters. 

· Interface AIBC-3: to be defined for client to get common security parameters.

· Interface AIBC-4: to be defined for exchanging common security parameters between KGCs in roaming scenarios
Existing Specifications or Documents Affected:

None 
Linked Work Items:

None
Linked Affected OMA Groups and External For a

· OMA Requirements group (OMA-REQ)
· OMA Architecture group (OMA-ARC)

· OMA Security group (OMA-SEC)

· OMA Workgroups defining application layer protocols (e.g. OMA-LOC)
· IETF

· ISO/IEC
· IEEE
· 3GPP
· 3GPP2
· ITU-T
· Liberty Alliance

2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

This Work Item will provide authentication and key agreement independent from underlying network for OMA enablers. Terminal and server support is required to support this feature. 
The proposed Work Item does not overlap or interfere with the security common function enabler currently being created by the security working group.
Architecture Impacts:

This Work Item will not change the current Architecture for OMA enablers, but will instead leverage the layered architecture model by defining a new security enabler providing authentication independent from underlying network.
Charging/Billing Impacts:

The proposed activity is expected to support charging and billing functionality (e.g., by providing proof of origin).

Security Impacts:

This work item will enable strong application layer authentication, integrity and confidentiality independent from underlying network for OMA enablers.
Privacy Impacts:

Privacy may be supported (authentication, integrity, privacy requirements may impact privacy architecture)
IOT Impacts:

IOT testing may be needed. Test Documents will be drafted.
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Business Focus guidelines to consider during Work Item creation:


The completion of work item takes time, effort and enthusiasm. The process of persuading others to join you in a quest to create a work item and to finally complete the task is a major investment for all concerned. It is therefore of paramount importance that the return from such a work item justifies the investment undertaken.


In order to ensure that Business Focus is applied in creating a work item, it is recommended to answer the sample questions below and use your sound judgement to evaluate the results (the intention is to question assumptions and clarify the reason for creating the work item):


1. What are the issues, as experienced by the market players and end users (a.k.a. the value chain), will this work item solve? Please describe the issues in detail to have a common understanding of the problem that needs to be addressed..


2. What benefit will your work item bring to the value chain in the cellular value chain e.g. the subscriber, the operator etc? 


3. Will there be high market acceptance of the outcome of this work and what evidence do you have to support this claim (If the industry can’t sell it, don’t propose it)?


4. Will the work item create complexity and increase costs (Increase Bill of materials)?


5. Will the proposal increase time to market?


6. Have you checked within the OMA if a similar work item has been proposed in another group, is already under discussion or under development in another WG?


7. Is this work item providing a solution to a problem that doesn’t need fixing?











NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20080101-I]

_1261554057.vsd
KGC
(Key Generation Center)


Client


Enabler


Network Side Authentication Server


In Scope


Out of Scope


AIBC-1


AIBC-3


AIBC-2


AIBC-4


Other KGCs



