Doc# OMA-WID_0180-SpamRep-V1_0-20081022-D.doc
Work Item Document


Doc# OMA-WID_0180_SpamRep-V1_0-20081022-D.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Work Item Document


Work Item Document

	Title:
	Spam Reporting
	 FORMCHECKBOX 
 Public      

	Registered Name:
	SpamRep

	Assigned Number:
	0180

	Draft Expiration:
	2009-04-08
	 FORMCHECKBOX 
 Date Reflects Extension


1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Background

Mobile messaging abuse is increasing rapidly and methods must be developed to combat it.  Examples of mobile-to-mobile threats include “chain-letter” SMS spam (where the message promises some reward if the SMS is forwarded to 10 friends), automated SMS/MMS spam sent via computers tethered to mobile phones, and infected mobiles forming a spam-sending “botnet”.
Various methods exist today to combat mobile spam, including sender blacklists and network based content filters.  In order to be effective, these methods require a way to identify spammers and update blacklists and content filter rules.  Subscriber feedback is a very effective, proven method for identifying spam.  In principle, when subscribers receive spam they forward it to a network server which then processes the information and updates content filters and/or sender blacklists.  In practice, however, valuable information (such as the original sender) is lost when forwarding SMS or MMS messages.  Therefore the industry needs a standardised protocol and message format for forwarding user-identified spam messages to a network collection point.

Objectives
This work item aims to create a new enabler release to standardize the requirements, architecture and technical specifications for the Spam Reporting (SpamRep) capability.

The SpamRep architecture might consist of a device client interfacing with a network-based server.  This work item would consider only the client behaviour and interface between the client and server.  The interface will include client/server protocol and format of the spam report messages. The server functionality will be out of scope for this work item.   
The scope of this work item includes:
· Define the candidate SpamRep use cases and the requirements to realize them
· Define the message types to be considered (e.g., MMS, SMS, etc.)
· Define the new necessary functionalities to meet the requirements of SpamRep
· Define the architecture, the components and the entities of SpamRep
· Define the roles and functionalities of each entity/component of SpamRep
· Define the interface at the service level among entities/components of SpamRep
· Define the protocol which may include:
· Authentication between client and server
· Definition of minimum data content and format for the spam reports
· Provisioning for the device
The scope of this work item will not include reporting voice calls as spam because it is believed that this may overlap work being carried out in other fora.
Use Cases

The following use cases can be considered as representative of the Spam Reporting function:
CASE 1: Content-based blocking

A prankster sends an SMS messages promising $20 credit from the mobile carrier to any user who forwards message to 10 other mobile subscribers.  One SMS end user (human recipient) receives the spam SMS and becomes suspicious.  He/she identifies the message as spam and selects “Report Spam” from device menu.  An SMS user agent, acting on end user menu navigation, composes a spam report message and transmits to the pre-provisioned report collection node in the operator’s network.  Several additional SMS end users report similar spam messages as above.  The operator’s network processors aggregate feedback reports and automatically generate an “Anti-Spam” rule to identify similar messages.  The anti-spam rule is deployed to policy-enforcement nodes in the operator’s network, blocking subsequent messages and viral rate-explosion is prevented.

CASE 2: Malicious reporter

Happy Celebrant sends “Happy New Year!” message to a disgruntled end user.  The disgruntled end user maliciously generates a spam report identifying the Happy Celebrant as a spammer and “Happy New Year!” as spam content.  Due to the low volume of similar reports and/or the reputations of Happy Celebrant and Disgruntled Enduser, no anti-spam rules are generated.  The report information is used to adjust the reputations of Happy Celebrant and Disgruntled Enduser

CASE 3: Volume-based blocking

Malicious Hacker gains control of 15,000 mobile phones via virus infection.  Malicious Hacker begins sending random (e.g., uncorrelated) SMS messages to random phones at the rate of 1/minute.  One SMS end user (human recipient) receives the spam SMS and identifies the message as spam.  The end user selects “Report Spam” from device menu and the SMS user agent, acting on end user menu navigation, composes a spam feedback message and transmits to the report collection node in the network.  Hundreds of additional SMS end users report similar spam messages from multiple destinations as above.  The operator’s network aggregates feedback reports and automatically identifies the senders as offending mobile phones.  The offending mobiles’ owners are notified and mitigation steps are taken.
Existing Specifications or Documents Affected:

None.

Linked Work Items:

CBCS, SCIDM
Linked Affected OMA Groups and External Fora
· OMA :  ARC, REQ, IOP, DM, SEC
· MAAWG
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

There could be service provisioning impacts on the terminal and smart card, and interface requirements affecting both the terminal and server.
Architecture Impacts:

None
Charging/Billing Impacts:

It is expected that Network Operators will want the SpamRep service to be free-of-charge to subscribers.  As such, there may be charging impacts to ensure that SpamRep messages are flagged in a way that will allow operators to charge or not charge appropriately
Security Impacts:

There may be a need for client/server authentication and/or measures to ensure data confidentiality and integrity.
Privacy Impacts:

Spam report message content may contain information identifying the reporter, therefore privacy impacts will need to be considered. 
IOT Impacts:

Interoperability issues should be considered to provide SpamRep efficiently and independently from the vendors, the mobile operators, and application devices.
4 Document History

4.1 Approved Versions

	Version
	Date
	Notes

	None
	None
	None


4.2 Draft Version 1.0 Revisions

	Date
	Notes

	10 Oct 2008
	Initial version

	14 Oct 2008
	Registered name changed from MSR  to SpamRep


NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20070101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20070101-I]

