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1 Reason for Change

During DM 1.2 test feast preparation, some companies are starting to test TNDS specification. In those tests, some companies have discovered some errors when trying to send a TNDS objects, whose MOI has not been specified at the device.
In that case, according to the RepPro specification:

“Client MUST send status code 415, “Unsupported media type or format”, if the device does not support DMTNDS objects.”. 

However, in some cases, the device may support TNDS, but may not now what to do with a specific MOI. In that case, there is a need to introduce a new error code to indicate this.
This error code would also need to be included in the SyncML RepPro specification once this CR is agreed.
In the last DM F2F meeting at Osaka, there were some coments about the possibility to use TargetRef, in order to separate the result in case the device does not support TNDS and when the device does not support the MOI. 
However, in the case of TNDS there could be more commands inside of the TNDS object, and it is not clear how the client will be able to distinguish the targetref  from TNDS and the Targetref inside of the command. 

Therefore it seems logical to create a new error code that would clearly identify the client not supporting the specific MOI.
There were also some comments to remove the solution for Replace command, but there is already a section in the Replace command talking about TNDS, so the contributors have decided to keep it.
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

none.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the DM WG to agree on the proposed changes in this document.
6 Detailed Change Proposal

Change 1:  Include new error code on section 6.6.1
6.1.1 Add

Restrictions: Add creates a new node and returns error if there is an existing node, is not allowed to create node at the Add target URI, or if the specified URI cannot be resolved.

Nodes MUST be added as children of existing interior nodes. The root (.) interior node MUST exist, device manufacturers MAY provide additional existing leaf or interior nodes.
If any parent interior node along the path of the Target LocURI doesn’t exist, the device MAY add it implicitly. When adding interior nodes implicitly, the ACLs of the implicitly created nodes SHALL be empty, e.g. <Data/>, to allow each such node to inherit the ACL from its parent node. However the exception to this rule, as specified in [DMTND] §7.7.1.1 SHALL apply to implicitly added nodes:  If a server is adding an interior node and does not have Replace access rights on the parent of the new node then the device MUST automatically set the ACL of the new node so that the creating server has Add, Delete and Replace rights on the new node.

In case the Add operation fails because the device fails to implicitly add a missing interior node, the status code SHOULD be the same as if the device had tried to add the interior node explicitly. Additionally, the returned Status element in such a failure case SHOULD include an Item element. The Item element, if present, MUST contain a Target element which includes the LocURI of the interior node that the device failed to add.

If the MIME-Type is as defined in [DMTNDS] then multiple nodes may be created with one Add command. Client MUST send status code 415, “Unsupported media type or format”, if the device does not support DMTNDS objects. The device can only report one status for all created nodes if the DMTNDS object contains multiple nodes. If the creation of any nodes from the DMTNDS object fails then the client MUST return the same error status code as if that failure node was created with a normal Add command and the devices Management Tree SHOULD not be changed as result of this operation. ACL values MAY be included in the DMTNDS object and these values MUST follow the rules specified in [DMTND] §7.7.1. In case the device supports DMTNDS objects, but inside the packet receieves a MO with a MOI it does not recognize, the device MUST send satus code 429 “The MO Identifier of the MO included in the TNDS message has not been provisioned in the device”.
Paths in DMTNDS objects are interpreted relative to the target URI in the Add command.

The mandatory CmdID element type specifies the message-unique identifier for the command.

The Cred element MUST NOT be used at command level.

Meta element type specifies meta-information to be used for the command. Specifying the node type in the meta-information is REQUIRED as specified in [DMTND]. For example, the common media type or format for all the items can be specified. The scope of the meta-information is limited to the command. The Size meta element MAY be used to notify the recipient about the size of the data item being added.

Change 2:  One or more Item element types MUST be specified. The Item element type specifies the data items to be transferred to the recipient. The Target specified within the Item element type MUST be a full device URI.
	Status code
	Meaning

	(200) OK
	The command accessed leaf node and it completed successfully.

	(215) Not executed
	Command was not executed, as a result of user interaction and user chose to abort or cancel.

	(216) Atomic roll back OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(404) Not Found
	The specified data item doesn't exist on the recipient. This may also imply that the stated URI  for the location of the new management object cannot be resolved

	(405) Command not allowed
	Command not allowed. The requested command is not allowed on the target.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(413) Request entity too large
	The data item to be transferred is too large (e.g., there are restrictions on the size of data items transferred to the recipient).

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(415) Unsupported media type or format
	The media type or format for the data item is not supported by the recipient.

	(418) Already exists
	The requested Add command failed because the target already exists.

	(420) Device full
	The recipient device storage is full.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(429) MO Identifier not accepted
	The MO Identifier of the MO included in the TNDS message has not been provisioned in the device.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(516) Atomic roll back failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.


6.6.11 Replace

Restrictions: The Replace command is used to overwrite the value of an existing node. If the node does not exist, it MUST NOT be created and status code 404 is returned. Replace will return the status (418) Already Exists if the new name is identical to one of the nodes siblings.

The originator of the command SHOULD determine what features/properties of the data item are supported by the recipient and only send supported properties. The device information document on the recipient contains this information.

If the MIME-Type is as defined in [DMTNDS] then a complete sub-tree MAY be replaced at once. A device MUST NOT replace any nodes if the device identify that some of the sub nodes in the DMTNDS object are not compatible with current nodes in the device. If the device accepts the replacement of a complete sub tree then the complete sub tree in the DMTNDS object MUST replace all existing sub nodes in the device. If some of the nodes in the DMTNDS object is new compared to the existing one in the device then the device MUST create these nodes. If some of the old nodes are not included in the DMTNDS object then the old nodes must be deleted. ACL values MAY be included in the DMTNDS object and these values MUST follow the rules specified in [DMTND] §7.7.1. . In case the device supports DMTNDS objects, but inside the packet receieves a MO with a MOI it does not recognize, the device MUST send satus code 429 “The MO Identifier of the MO included in the TNDS message has not been provisioned in the device”.
Client MUST send status code 415, “Unsupported media type or format”, if the device does not support DMTNDS. 

The device can only report one status for all replaced nodes if the DMTNDS object contains multiple nodes. If the replace of any nodes from the DMTNDS object fails then the client MUST return the same error status code as if that failure node was replaced with a normal Replace command and the devices Management Tree SHOULD not be changed as result of this operation. 

The tree that results from the execution of a Replace command with this MIME-Type MUST be consistent with a tree that would have resulted if the recipient had deleted all sub-nodes and Replaced the first node and thereafter processed a series of successful Add commands, each of which adds one of the nodes of the DMTNDS object. 

Paths in DMTNDS objects are interpreted relative to the target URI in the Replace command.

The mandatory CmdID element type specifies the message-unique identifier for the command.

The Cred element MUST NOT be used at command level.

Meta element type specifies meta-information to be used for the command. The scope of the meta-information is limited to the command. The Size meta element MAY be used to notify the recipient about the size of the data item being added.

One or more Item element types MUST be specified. The Item element type specifies the data item replaced in the management tree. The Target and Source specified within the Item element type MUST be a full device URI.

	Status code
	Meaning

	(200) OK
	The command accessed an existing leaf node and it completed successfully.

	(215) Not executed
	Command was not executed as the user chose to abort/cancel management operation/command.

	(216) Atomic roll back OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(403) Forbidden
	The target of a Replace command is a node that cannot be modified for reasons other than access control (for example, if the node is in use).

	(404) Not Found
	The specified data item doesn't exist on the recipient.

	(405) Command not allowed
	Command not allowed. The requested command is not allowed on the target. Any attempt to add a child node to a leaf node results in a (405) Command not allowed Status. Additionally, Format, Name and Type properties of permanent nodes cannot be changed, if such an attempt is made, (405) Command not allowed status code is sent back.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(413) Request entity too large
	The data item to be transferred is too large (e.g., there are restrictions on the size of data items transferred to the recipient).

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(415) Unsupported media type or format
	The media type or format for the data item is not supported by the recipient.

	(418) Already Exists
	The requested Replace command failed because the target already exists.

	(420) Device full
	The recipient device storage is full.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(429) MO Identifier not accepted
	The MO Identifier of the MO included in the TNDS message has not been provisioned in the device.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(516) Atomic roll back failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.
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