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1 Overview

DM thanks 3GPP for adopting DM 1.2 for Release 7 and onwards.  DM would also like to take this opportunity to respond to the issues raised in Tdoc C1-061912.

2 Proposal

Several security issues were raised regarding DM and WAP Push.  In the LS there are three points:

1. 1. The minimum-security requirements for protecting the communication between the UE and the DM server should be to ensure mutual authentication and integrity protection of the messages. It is proposed to use of TLS for server authentication and message integrity.
DM agrees with this, and has already mandates the use of TLS with an appropriate set of 128-bit cypher suites, but also allows for use of lesser strength in secure environments.

2. OMA DM bootstrap mechanism does not support the possibility to provide transport layer security credentials like root keys and TLS client certificates to the UE.

DM politely disagrees with this point. Bootstrap does not prevent this, rather, the DM Account MO can hold certificates as well as other authentication information.

3. The WAP push mechanism does not provide sufficient security when used for selective disabling of UE capabilities in particular, but also for other 3GPP uses of DM. It is recommended using the bootstrap information from the smartcard and recommended to explicitly prohibit the use of WAP push for bootstrap. Additionally, bootstrap information at manufacture is possible.

DM also disagrees with this point. DM Bootstrap has credential fields to allow the client to authenticate the server. If there is a need, additional fields in the WAP Push may be designated by 3GPP to allow for digital signing of the message.

DM also questions the point about WAP PUSH being insufficiently secure, but we defer to experts in OMA BAC CD (formerly PUSH). In general, DM WG disagrees with the blanket prohibition of WAP Push with the use of OMA DM 1.2 Bootstrap. 

DM WG always welcomes feedback on the creation of managed objects, whether the data is relevent to 3GPP or especially when the data is owned by 3GPP. 

3 Requested Action(s)

DM WG hopes that there will not be a blanket prohibition on the use of WAP Push, as this still appears to be a viable bootstrap technology. DM WG would be happy to work with 3GPP on any necessary work to ensure the continued use of proven technology such as WAP Push.

4 Conclusion

DM WG thanks TSG CT WG1 for their continued interest in OMA DM.
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