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1 Reason for Change

[Linyi] There are no normative statements to support the SCRs which make session abort mechanism mandatory.

Now in TS several places have the description describing how to close a session but there are inconsistent which lead the difficulty to be understood and ambiguous.
This CR intends to solve the problems identified below and some minor modifications are provided to improve the wording as well.

· Section 8: During the management phase when a package from server to client does not contain management operations or a challenge, the client will create a package containing only Status for SyncHdr as a response to the package received from server. In this case the entire response package MUST NOT be sent and the protocol ends. A server MUST send response packages to all client packages.
[Linyi] The above sentence in red color is not necessary and should be removed.
· Section 6.2:

In the situation in which the server has sent the Final flag, and the client has not yet sent its Final flag, the server MUST respond to the client with the following "Next Message" response:

The "Next Message" response contains Alert code 1222 (or 1223 to abort), status to the SyncHdr, no other commands, and no Final flag.

[Linyi] So if server has not received <Final> from client the alert code 1222 will be sent from server therefore the session will continue. This part is missing in the description.
· Section 6.2:

The Final element MUST NOT be supplied by the client to close its package until the server has sent its Final element to close the previous package. For instance, the client MUST NOT supply the Final element to close package #2 or package #4 until the server has supplied the Final element which closes the previous package (#1 or #3, respectively). This is necessary because packages #2 and #4 constitute replies to the commands in packages #1 and #3
[Linyi] The wording is ambiguous and needs to be refined. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM group agrees this contribution and incorporate it into DM 1.2.1.
6 Detailed Change Proposal

Change 1:  Improve the wording and delete one sentence which will be covered in section 8
6. Multiple Messages in Package

6.1 Description

The OMA Device Management protocol provides the functionality to transfer one SyncML package using multiple SyncML messages. This is necessary when one SyncML package is too large to be transferred in one SyncML message. For example, this limitation may be caused by the transport protocol or by the limited capable device.

In OMA Device Management, the role of the package as a logical grouping of items is very limited. Most restrictions occur on messages, not on packages. For example, a command must fit entirely into one message. This includes the Sequence and Atomic commands, each of which must fit entirely into one message.

In order to avoid overwhelming a client with limited resources, a server is not permitted to send new commands to a client that has not yet returned a status to previous commands. Most messages sent by the server to the client will correspond to a package which only contains one message, except in the case where a server is sending a large object or asking for more messages using Alert 1222. A package containing a large object datum will span as many messages as necessary to transmit the large object, as specified in Section 7.

Note that the server is always in one of the following states with respect to package boundaries:

1. The server has sent a complete package. In this state, the server is awaiting status from the client on the commands sent in the package. Because the status and results may be large, such as the result of Get commands, the client may send multiple messages back to the server before completing its response.

2. The server has received a complete package (of responses) from the client. In this state, the server may send new commands to the client.

3. The server has sent one or more messages that are part of the same package, but has not yet sent the final message of the current package. This state is only valid when the server is sending a large object, and the package will end when the last chunk of the large object is sent.

Because the underlying transports for SyncML have a request/response form, either the client or the server may be required to send a message that contains neither new commands nor a Final flag, in order to keep the request/response cycle going.

For example, when the server is in state 1 (above), it may receive many messages from the client containing Status and Results. The server will respond to each such message sent by the client, but may not include new commands in those responses. If server is in state 1 and has no new commands then the server MUST send Status in response to the SyncHdr and also the Alert 1222. Status MUST be sent in response to Alert but MUST NOT be sent in response to Results.


The following chart shows an example of how multiple messages can be used.
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6.2 Requirements

If a SyncML package is transferred in multiple SyncML messages, the last message in the package MUST include the Final element [REPPRO]. Other messages belonging to the package MUST NOT include the Final element. 
The Final element MUST NOT be supplied by the client or server to close its package until the sender has sent its Final element to close the previous package. For instance, the client MUST NOT supply the Final element to close package #2 or package #4 until the server has supplied the Final element which closes the previous package (#1 or #3, respectively) which is illustrated in above diagram.. This is necessary because packages #2 and #4 constitute replies to the commands in packages #1 and #3.

The recipient of a SyncML package containing multiple messages MUST be able to ask for more messages. This is done by sending an Alert command, with the alert code 1222, back to the sender. If there are SyncML commands to be sent as a response to a preceding message, i.e. Results, the Alert command with the 1222 alert code MAY be omitted.

If the sender, either client or server, has sent the Final flag in previous message, and the recipient has not yet sent its Final flag in subsequent message, the sender MUST respond to the recipient with the following "Next Message" response:

The "Next Message" response contains Alert code 1222, status to the SyncHdr, no other commands, and no Final flag.


Change 2:  Another change

7. OMA DM Protocol packages

OMA DM Protocol consists of two parts: setup phase (authentication and device information exchange) and management phase. Management phase can be repeated as many times as the server wishes. Management sessions may start with Package 0 (the trigger). Trigger may be out-of-band depending on the environment and it is specified in DM Notification Initiated Session [DMNOTI].

The following chart depicts the two phases.



The Management Phase consists of a number of protocol iterations. The content of the package sent from the server to the client determines whether the session will be continued or not. If the server sends management operations in a package that need responses (Status or Results) from the client, the management phase of the protocol continues with a new package from client to server containing the client’s responses to those management operations. The response package from client starts a new protocol iteration. The server can send a new management operation package and therefore initiate a new protocol iteration as many times as it wishes. 
The DM session ends with the last message of package 2 or package 4.  If the client or server needs to abort the session abnormally it MUST follow the “Session Abort” procedure described in section 8.1. The DM session normally closed as follows:

· If the last message of Package 2 or Package 4 only contains Status, the client MUST NOT send any response and the session ends. Any management operations, or user interaction command, or a challenge from server, or Alert 1222 will cause the session continues.
A server MUST send response packages to all client packages. 
Processing of packages can consume unpredictable amount of time. Therefore the OMA DM Protocol does not specify any timeouts between packages.

If not enclosed by a Sequence or Atomic command, the client and server MAY freely choose the execution order of the management commands sent in the package. However, when execution order is required by the parent management command, commands MUST be executed in the order they were sent.

Client MUST NOT send any commands other than Replace command containing DevInfo, Results and Alert to the server.

7.1 Session Abort

7.1.1 Description

Either the client or the server may decide to abort the session at any time. Reasons for session abort may be server shutdown, client power-down, user interaction on the client, etc. In this case client or server SHOULD send a ‘Session Abort’ Alert to force abort the session. It is recommended that the message also include Status and Results of all the management commands that the aborting party executed before the abort operation.


Some cases of session aborts are not controllable, for example if the client goes out of coverage or its battery runs down. Servers and clients must be prepared for non-signalled session aborts as well. The requirements stated above are intended to reduce situations in which one party times out on a response from the other.

Implementations are possible (e.g. OBEX) in which the request/response roles of the transport binding may be reversed, i.e. the SyncML Client is a transport-level server, and the SyncML Server is a transport-level client. In this case, the recommendation in Section 8.1.1 above may not apply.

7.1.2 Requirement

Alert 1223 MUST be used to signal the session abort procedure. The sender of the Session Abort alert MAY also include Status and Results of all the management commands that the aborting party executed before the abort operation. The sender MUST include a Final flag. A server receiving Alert 1223 SHOULD respond with a message that MUST contain status for the Alert and the SyncHdr and no new commands. 
A client receiving Alert 1223 SHOULD NOT respond.

7.2 Package 0: Management Initiation Alert from server to client

Many devices cannot continuously listen for connections from a management server. Other devices simply do not wish to “open a port” (i.e. accept connections) for security reasons. However, most devices can receive unsolicited messages, sometimes called “notifications”.

A management server can use this notification capability to cause the client to initiate a connection back to the management server. OMA DM Protocol specifies several Management Initiation notification bearers. Definition of bearers and notification content can be found from [DMNOTI] specification.

Note that an identical effect to receiving a Management Initiation notification can be caused in other ways. For example, the user interface (UI) of the device may allow the user to tell the client to initiate a management session. Alternatively, the management client might initiate a session as the result of a timer expiring. A fault of some type in the device could also cause the management client to initiate a session.

7.3 Package 1: Initialization from client to server

The setup phase is virtually identical to that described in the [SYNCPRO]. The purpose of the initialization package sent by the client is:

· To send the device information (like manufacturer, model etc) to a Device Management Server as specified [DMSTDOBJ]. Client MUST send device information in the first message of management session.

· To identify the client to the server according to the rules specified in Section 9.

· To inform the server whether the management session was initiated by the server (by sending a trigger in Package 0) or by the client (like end user selecting a menu item).

· To inform the server of any optional Client generated alert, for example Generic Alert or Client Event [REPPRO].

The detailed requirements for the initialization package from the client to server (Package 1) are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’.

· SessionID MUST be included to indicate the ID of the management session. If the client is responding to notification, with alert code SERVER-INITIATED MGMT (1200), then SessionID MUST be same as in notification. Otherwise, the client generates a SessionID which should be unique for that client. The same SessionID MUST be used throughout the whole session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target server.

· The Source element MUST be used to identify the source device.

· The Cred element MAY be included in the authentication message from the Device Management client to Device Management server as specified in Section 9.

2. Alert MUST be sent whether the client or the server initiated the management session in the SyncBody. The requirement for the Alert command follows:

· CmdID is REQUIRED.

· The Data element is used to carry the management session type which can be either SERVER-INITIATED MGMT (1200) or CLIENT-INITIATED MGMT (1201).

3. The device information MUST be sent using the Replace command in the SyncBody. The requirement for the Replace command follows:

· CmdID is REQUIRED.

· An Item element per node found from device information tree. Possible nodes in device information tree are specified in [DMSTDOBJ].

· The Source element in the Item element MUST have a value indicating URI of node.

· The Data element is used to carry the device information data.

4. Client MAY include client-generated alerts such as Client Event [REPPRO] or Generic Alert.

The Final element MUST be used in the SyncBody for the message, which is the last in this package.

7.4 Package 2: Initialization from server to client

The purpose of the initialization package sent by the server is to:

· Identify the server to the client according to the rules specified in Section 9. 

· Optionally, the server can send user interaction commands.

· Optionally to send management data and commands.

· Send status of Client Initiated Alerts if any of these was received from the client


The detailed requirements for package 2 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’ when complying with this specification.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

· Cred element MAY be included in the authentication message according to the rules described in Section 9. Server is always authenticated to the device but this authentication MAY be accomplished at the transport level.

2. The Status MUST be returned in the SyncBody for the SyncHdr and Alerts sent by the client. 

3. Any management operation including user interaction in the SyncML document (e.g. Alert, Sequence, Replace) are placed into the SyncBody.

· CmdID is REQUIRED.

· Source MUST be used if URI is needed to further address the source dataset.

· Target MUST be used if URI is needed to further address the target dataset.

· The Data element inside Item is used to include the data itself unless the command does not require a Data element.

· The Meta element inside an operation or inside an Item MUST be used when the Type or Format are not the default values [META].

4. The Final element MUST be used in the SyncBody for the message, which is the last in this package.

7.5 Package 3: Client response sent to server

The content of package 3 is:

· Results of management actions sent from server to client.

· Results of user interaction commands.

· New optional Client generated alert, for example Generic Alert or Client Event [REPPRO] that was raised during the session.

This package is sent by the client if Package 2 contained management commands that required a response from the client.

The detailed requirements for package 3 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

2. Status MUST be returned for the SyncHdr and Alert command sent by the device management server in the SyncBody.

3. Status MUST be returned in the SyncBody for management operations sent by the server in Package 2.

4. Results MUST be returned in the SyncBody for successful Get operations sent by the server in the previous package and the following requirements apply:

· Results MUST contain Meta element with Type and Format elements describing content of Data element, unless the Type and Format have the default values [META].

· Items in Results MUST contain the Source element that specifies the source URI.

5. Client MAY send client generated alerts, for example Client Event [REPPRO] or Generic Alert.

The Final element MUST be used in the SyncBody for the message, which is the last in this package.
7.6 Package 4: Further server management operations

Package 4 is used to close the management session. If the server sends any operation in Package 4 that needs response from the client, the protocol restarts from Package 3 with a new protocol iteration. Server sends results of Client Initiated Alerts if any of these was received from the client in previous package.The detailed requirements for package 4 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

2. Status MUST be returned for the SyncHdr sent by the device management server in the SyncBody and if any Alerts were sent by the client then the server MUST send Status for these Alerts.

3. Any management operation including user interaction in the SyncML document (e.g. Alert, Sequence, Replace) placed into the SyncBody.

· CmdID is REQUIRED.

· Source MUST be used if URI is needed to further address the source dataset.

· Target MUST be used if URI is needed to further address the target dataset.

· The Data element inside Item is used to include the data itself unless the command does not require a Data element.

· The Meta element inside an operation or inside an Item MUST be used when the Type or Format are not the default values [META].
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