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Introduction

ETSI TC M2M has started the standardization work of a generic M2M (machine-to-machine communications) service framework since the beginning of 2009. It has been identified that the efficient remote management of a huge number of M2M Devices and M2M Gateways is essential for an M2M system. Since this feature is highly related to the work under OMA DM, ETSI TC M2M kindly asks OMA DM to review our work and provide feedback to us. We are very happy to cooperate with OMA DM Working Group on this matter.
By now, ETSI TC M2M has developed an end-to-end ETSI M2M functional architecture, where the Remote Entity Management (xREM) has been proposed as the dedicated M2M component, which can be located in the network or in the M2M Gateway, to perform the remote management of M2M Devices/Gateways. 

The xREM in the M2M network domain is called NREM, which shall support the following functionalities:

· Provides Configuration Management (CM) functions on behalf of the M2M Application or Management Functions (Includes both M2M Management Functions and Network Management Functions). CM is the means to provision a set of Managed Objects in an M2M Device, an M2M Gateway, a set of M2M Devices or a set of M2M Gateways. Examples of CM include: the Activation of Fault Management (FM) and Performance Management (PM) collection… CM may also be performed by means of a configuration file upload to an M2M Device, an M2M Gateway, a set of M2M Devices or a set of M2M Gateways.

· Collects and stores Performance Management (PM) data, on behalf of the M2M Application or Management Functions. Provides upon request or other policies the related PM data to M2M Applications and Management Functions. 

· Collects and stores Fault Management (FM) data on behalf of the M2M Application or Management Functions. Provides the related data to M2M Applications and Management Functions upon request or spontaneously. Collection of FM data may be requested by the MDGM Capability or autonomously reported by the M2M Device or M2M Gateway.

· Hides M2M Device or M2M Gateway name translation to M2M Applications and Management Functions. 

· Hides connection (bearer and transport) establishment and tear-down to M2M Applications and Management Functions.

· Performs software and firmware upgrade of M2M Device or M2M Gateways

· Is informed by the M2M Application or Management Functions during the initial registration (first power up) of an M2M Device or M2M Gateway or when the M2M Device or M2M Gateway is deactivated (not allowed by the M2M Application)

The xREM in the M2M Gateway is called GREM, which shall support the following functionalities:

· Acts as a remote management proxy for M2M Devices of the managed M2M area network. 

· Accepts and processes management requests from the NREM on behalf of one or multiple M2M Devices.  

· Accepts and processes management requests from one or multiple M2M Devices and / or further contacts the NREM on behalf of the M2M Device(s) (e.g. in the case of fault detection and reporting). 

· Requests the NREM to start performing M2M Device management tasks (e.g. bulk firmware/software update, fault and performance diagnostics) with one or multiple M2M Devices. 

· Initiates as per policies installed in the M2M Gateway interactions for device management tasks (e.g. bulk firmware/software update, fault and performance diagnostics), with one or multiple M2M Devices. Informs the NREM of the results of the device management interactions. 

· In case of managing multiple M2M Devices with the same operations (e.g. bulk firmware/software update, fault and performance diagnostics), the M2M Gateway shall optimize the operation process (e.g. bulk downloading of firmware/software data objects, fault and performance diagnostics) to reduce the signalling and data traffic to/from the NREM. 

· The remote management proxy might perform protocol translation if the management protocol in the M2M area network is different from the management protocol on the network side.

· Schedules remote management tasks for sleeping M2M Devices.

· Receives and stores firmware/software and management data (including bootstrap related) files pertaining to the M2M Gateway and M2M Devices within the M2M area network.

· Performs local (to the M2M area network) firmware/software and management data update based on received files.

· Provides fault recovery mechanism in case of failure of integrity validity check (if supported by the M2M Gateway).

· Acts as an M2M Gateway management client: performs CM, PM, FM and software and firmware update functions of the M2M Gateway itself 

The xREM in the M2M Device is called DREM, which shall support the following functionalities:

· Acts as an M2M Device management client: performs CM, PM, FM and software and firmware upgrade functions of the M2M Device itself.
· Support fault-recovery mechanisms in case of failure of M2M device integrity checks and validation for devices that support this procedure.
It has been discussed within ETSI TC M2M that the functionalities listed above are highly dependent on the existing work in OMA DM, and ETSI TC M2M is not intended to design a new mechanism for the remote management of M2M Devices or M2M Gateway. ETSI TC M2M would only specify the high level procedures between xREM and other M2M components, while the detailed device management interactions between xREM and the remote M2M Devices/Gateways would be based on OMA DM.

ETSI TC M2M also realizes that there is some on-going standardization work with respect to the remote device management through a gateway conducted by OMA DM under the GwMO Work Item. The scope of this work covers some advanced xREM functionalities of the ETSI M2M system especially related to the M2M Gateway (in the GREM case). 
Considering the limited time frame (by the end of 2010) for the publication of ETSI M2M Release 1 specifications, it is very important to know by ETSI TC M2M the state-of-the-art and the future working plan of the device management technologies developed by OMA DM, so as to determine which functionalities of the xREM could be included in Release 1 and which should be developed further in future releases. 
This liaison, therefore, is intended to collect the evaluation from OMA DM experts about the feasibility and maturity of the xREM functionalities as described above. If there is any functionality that is not within the current working plan of OMA DM, ETSI TC M2M would be pleased to know whether OMA DM would like to handle it as a future work item. ETSI TC M2M will also welcome any relevant information on OMA DM activities in this area to bring further possibilities for more efficient remote device/gateway management and to avoid any potential overlapped work between each other.

ETSI TC M2M thanks OMA DM for their cooperation and looks forward to further fruitful interactions with OMA DM in their area of interest.

Action

ETSI TC M2M would kindly ask OMA DM to:

· Review and evaluate the feasibility and maturity of all the functionalities related to xREM.
· Provide the working plan of OMA DM on M2M related device management (e.g. Gateway MO), including the main features and milestones.
Future ETSI TC M2M Meetings:

· M2M #11: Jun. 28th - Jul. 2nd, Delft, Netherland
· M2M #12: Sept. 11th -19th, Philadelphia, US

Page 1 of 3

