	ETSI TC SCP Meeting #62

Sophia Antipolis, France, 13-14 February 2014
	Tdoc SCP(14)000031r2

	
	


Title:
Reply LS to OMA on LWM2M SMS security
Response to:
LS to SCP on LWM2M SMS security (SCPTEC(13)000150)

Release:
N.A.

Work Item:
N.A.

Source:
ETSI TC SCP

To:
OMA DM
Cc:
ETSI TC SCP TEC
Contact Person:


Name:
Alexis Michel - Oberthur Technologies
E-mail Address:
A(dot)MICHEL(at]OBERTHUR(dot)COM
1. Overall Description:

TC SCP would like to thank OMA DM for their interest in TS 102 225.

TC SCP sees issues in reusing this specification out of its original context.

TS 102 225 has been designed for a UICC end point, the UICC being either a receiving entity or a sending entity. Therefore, the UICC is an integral part of the security architecture and it is not foreseen that TS 102 225 should be implemented in a non-UICC context.

With regard to SMS encryption/decryption, TS 102 225 uses class 2 SMS with a protocol identifier set to '7F', i.e. destined to/originated from the UICC. Encryption/decryption takes place inside the UICC, to which outside elements have only defined and controlled access. This means that moving the SMS encryption/decryption to the device (i.e. out of the UICC) may expose the service to security attacks (tampering and/or abuse of cryptographic algorithms and keys, in addition to the message payload)
As a conclusion, reusing TS 102 225 without the UICC may jeopardize the security of the data exchange, the algorithm implementation and the keys and therefore TC SCP considers that referencing this specification is not appropriate in a non-UICC context. 
Toolkit Application Reference (TAR) values are specified only for use by Card Application Toolkit applications. It is however unclear how relevant their use is for a device-based application.
TC SCP has issued an action to their working group SCP TEC to prepare a change request to allocate a TAR value for a UICC-based application as requested by OMA DM.

TC SCP noted that OMA DM suggests the use of session keys for non-UICC based operation and would welcome information about the intended mechanism in relation with TS 102 225.

TC SCP looks forward to a continued and fruitful cooperation with OMA DM on this topic.

2. Actions for OMA DM: 
· To provide details on the usage of session keys in relation with TS 102 225

· If needed, to provide details on their use case in addition to any questions OMA DM may still have on the use of TAR values
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