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1 Reason for Contribution

There is a potential inconsistency for the USERPIN_NETWORKID method between the bootstrap specifications in these two documents.
2 Summary of Contribution

Present the inconsistency for discussion
3 Detailed Proposal

1. In the TS-DM-Security document (attachment #1), in section 5.7.2.3.3 (USREPIN_NETWORKID), the text reads:

“...A HMAC value to be calculated using this PIN combined with the secret shared between the network provider and the Device (with the PIN and secret combined as “PIN:secret”) and the bootstrap message, to be sent with the message…”.
2. In the CP Provisioning Bootstrap document (attachment #2), in section 5.2.1 (The Generic Security Mechanism), in the second paragraph, the text reads,
 “In order to provide security... If the SEC takes the value USERPIN, the shared secret is based on a user PIN. If the SEC takes the value NETWPIN, the shared secret is based on a network specific shared secret. Finally, if the SEC is USERNETWPIN, the shared secret is a network specific shared secret appended with a user PIN.”
3. The bootstrap messages in CP and DM are using the same three types of secrets (USERPIN, NETWORKID and USERPIN+NETWORKID), but the implementation if different for the third method – DM specifies that the extra key for HMAC is “<PIN>:<SECRET>” while CP specifies “<SECRET><PIN>”. This creates unnecessary complexity in DM Clients implementations.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM group discussed this and decides whether this is indeed an issue and if so, how to resolve it.
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