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1 Reason for Change

The LAWMO spec does not define what happens when the client controls the <x>/AvailableWipeList sub-tree and the server attempts to change it.
This CR defines the client’s behaviour in such case.

Changes are in section 6.1 (“Exec Command Semantics”).
If changes are not accepted, the spec leaves some scenarios undefined and open to different interpretations.
Note: the reason for the different result codes (403 vs. 405) is that the Add command does not support result code 403 (Forbidden), which, in the author’s opinion, is the most appropriate for those scenarios.

2 Impact on Backward Compatibility

Servers that unconditionally assume that they always control the <x>/AvailableWipeList sub-tree may fail if client response is changed from success to failure and the server does not expect a failure.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM group reviews and agrees to this CR.
6 Detailed Change Proposal

Change 1:  Section 6.1 – Define behavior
There are two purposes for the <x>/AvailableWipeList branch:

· The LAWMO Client uses it to expose the list of data supported on the Device to LAWMO Server and receive configuration from LAWMO Server at the same time. In this case, the LAWMO Client MUST create the <x> and its child nodes under <x>/AvailableWipeList node for each supported list in advance. Then the LAWMO Server can obtain the list using <Get> command and set the value of “ToBeWiped” node to specify whether a specific list will be removed when Wipe Primitive is executed. 

· The LAWMO Server uses it to configure the list of data supported on the Device to LAWMO Server only. In this case, the LAWMO Server MUST create the <x> and its child nodes under <x>/AvailableWipeList node for each list and set the value of “ToBeWiped” node to specify whether a specific list will be removed when Wipe Primitive is executed.
When the LAWMO Client controls the child nodes under <x>/AvailableWipeList (as explained in the first bullet above), the following LAWMO Server’s operations on the sub-tree (except for setting the values of the “ToBeWiped” nodes) MUST be rejected with the appropriate result codes, as follows:

Adding nodes – 405 Command Not Allowed;
Deleting nodes – 403 Forbidden;
Replacing values of “AvailableWipeList/<x>/ListItemName” nodes – 403 Forbidden.
When the Wipe primitive is executed, all data associated with nodes in the "AvailableWipeList" that have "ToBeWiped" nodes with values of "true" MUST be wiped. After the Wipe primitive is executed, nodes in the "AvailableWipeList" sub-tree MAY be removed by the LAWMO Client. For example, if the server is wiping SMS messages in SMS Inbox, the <x> node may remain in place to allow future invocations. If the server is wiping a transient data, the <x> node MAY be removed by the LAWMO Client after the data is wiped.
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