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1. Scope
(Informative)


The scope of this document is to define the architecture for the LAWMO enabler. The LAWMO enabler is based on OMA DM enabler and makes use of the functionalities provided by OMA DM v1.2 [DMPRO] protocol to to define Lock And Wipe functionalities to protect user data in the client device.
This document fulfils the functional capabilities needed to support this enabler as described in the LAWMO Requirements document [LAWMO-RD].
2. References













2.1 Normative References

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[LAWMO -RD]
	“LAWMO Requirements”, Open Mobile Alliance™, OMA-RD- LAWMO -V1_0,
URL:http://www.openmobilealliance.org/ 

	[DMPRO]
	“OMA Device Management Protocol”, Version 1.2, Open Mobile Alliance, OMA-TS-DM_Protocol-V1_2, URL:http://www.openmobilealliance.org/

	
	

	


2.2 Informative References



	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.6, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_6, URL:http://www.openmobilealliance.org/

	
	

	
	

	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


This is an informative document, which is not intended to provide testable requirements to implementations.


3.2 Definitions







	Device
	see [OMADICT]

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes:

-      Setting initial configuration information in Devices

-      Subsequent updates of persistent information in Devices

· Retrieval of management information from Devices
Processing events and alarms generated by Devices

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3 Abbreviations



	OMA
	Open Mobile Alliance

	DMS
	Device Management Server

	LAWMO
	Lock And Wipe Management Object

	MO
	Management Object

	


4. Introduction
(Informative)

The mobile device is becoming a pocketable private information database. If the device was lost or stolen, there is a risk of data being compromised either maliciously or by accident. This enabler will address interoperable remote operations, such as Lock/Unlock Device, Wipe User Data and Factory Reset. This enabler will provide Management Authorities an effective way to protect users' data.
The objective of this document is to describe the architecture for Lock And Wipe Management.



4.1 Planned Phases



The LAWMO 1.0 enabler release is expected to meet all the requirements defined in [LAWMO-RD] and no additional phases are planned at this stage.
4.2 Security Considerations

The LAWMO enabler depends on the security mechanisms and protections provided by the OMA DM enabler. It should normally not impact the security framework already defined in the OMA DM Enabler.




5. Architectural Model






5.1 Dependencies







5.2 Architectural Diagram

Diagram coming soon…


Figure 1: Example Diagram of an Architectural Model

5.3 Functional Components and Interfaces

















5.4 Flows
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(Informative)


A.1 Approved Version History
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Appendix B. <Additional Information>




B.1 App Headers

<More text>

B.1.1 More Headers

<More text>

B.1.1.1 More Headers

<More text>

	
	Column 1
	Column 2

	Row 1
	Grid 1,1 data
	Grid 1,2 data

	Row 2
	Grid 2,1 data
	Grid 2,2 data


Table 1: Example Table
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