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1 Reason for Change

This contribution suggests using default ACL which has access right for the LWM2M Servers which is not specified in ACL. In this way, we can grant access right to all the LWM2M Server or the LWM2M Servers except for the specified LWM2M Servers in ACL.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal

Change 1:  Updates Identifier Table
7.2 Identifiers

Seven identifiers are defined by the LWM2M Enabler: Endpoint Client Name, LWM2M Server URI, Short Server ID, Human Readable Object URN, Object ID, Resource ID and Resource Instance ID. These identifiers are defined in Table 1.
Table 1 Definition of LWM2M terms

	Identifier
	Semantics
	Description

	Endpoint Client Name
	String (max 63 bytes)
	Uniquely identifies the LWM2M Client on one LWM2M Server. Provided to the Server during Registration For example the IMEI, serial number or a logical name of the device.

	LWM2M Server URI
	URI
	Uniquely identifies the LWM2M Server. Provided to the Client during Bootstrap procedure. 

	Short Server ID
	16-bit unsigned integer
	Short integer ID, assigned by the LWM2M Client. This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.
Default Short Server ID is 0 and default Short Server ID MUST not be used for identifying the LWM2M Server

	Human Readable Object URN
	URN for the OMA Management Object
	Assigned by the object specification

	Object ID 
	16-bit unsigned integer
	Uniquely identifies the Object in the LWM2M Client. Short integer ID, assigned by OMA

	Resource ID
	16-bit unsigned integer 
	Uniquely identifies the Resource in the Object. Short integer ID, assigned by the object specification

	Resource Instance ID
	16-bit unsigned integer
	Uniquely identifies the Resource Instance in the Resource. Short integer ID, assigned by the LWM2M Server/Client


Editor’s Note: where to store these identifiers is TBD

Change 2:  Introduce default ACL entry
8.2 Access Control

8.2.1 Access Control List (ACL)

To authorize the logical operation sent from the LWM2M Server, the LWM2M Client uses Access Control List (ACL) to determine which the LWM2M Server can do which logical operations on the resources in the LWM2M Client. ACL is assigned per Object and the ACL value is applied to all the Resources and Instances of the Resources which belong to the Object. 
ACL is represented in the list of Short Server ID and access right of the corresponding LWM2M Server. Using the Short Server ID instead of the LWM2M Server URI can reduce the space overhead and increase the processing efficiencies. The access right is 1 byte and each bit of the access right represents whether the respective logical operation is authorized or not. For example, if 1st bit of access right is 1, then the LWM2M Server is authorized to read the Object and Resources or Instances of Resources in the Object. Detail information of ACL is described in the table X. 


Editor’s Note: who can control/modify ACL is TBD
Default ACL entry, consisting of default Short Server ID (i.e. 0) and its access right, MAY be used to grant a certain access right to the LWM2M Servers which are not specified in ACL of Object. It means that the LWM2M Servers which own its ACL entry in ACL have the access right of the ACL entry and the other LWM2M Servers which do not own its ACL entry in ACL have the access right of the default ACL entry if default ACL entry exists in ACL. Therefore if ACL has default ACL entry only, all the LWM2M Servers have the same access right of the default ACL entry.
	Field 
	Format and Length
	Description

	ACL
	Variable bytes depending on the number of ACL entries
	List of ACL entries

	ACL entry
	3 bytes
	The first 2 bytes:  Short Server ID
The last 1 byte: access right

1st lsb: Read

2nd lsb: Write

3rd lsb: Execute

Other bits are reserved for future use
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