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1 Reason for Change

This CR provides
· Detail authorization procedure with error codes. Authorization procedure first checks access right and after that checks access type.
· Authorization procedure for “write” operation on Object, if error occurs for Resource in Object, the LWM2M Client cancels “write” operation on Object to keep previous values.
· Authorization procedure for “read” operation on Object, only the Resources which support “read” operation are retrieved.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Update detail procedure with error codes
8.2.3 Authorization of Logical Operation
For authorizing logical operation sent from the LWM2M Server, the LWM2M Client verifies the access based on the conjunction of the access right and the access type. This chapter specifies how the LWM2M Client authorizes logical operation on Resource or Resource Instance and on Object separately.
8.2.3.1 Operation on Resource or Resource Instance
If the LWM2M Server accesses a Resource or Resource Instance(s), the LWM2M Client gets the access right of Object that Resource or Resource Instance(s) belongs to and check whether the access right is granted enough to execute the logical operation. If it is not granted, the LWM2M Client sends “ACL Permission Denied” error code to the LWM2M Server. If the access right is granted, the LWM2M Client verifies whether the Resource or the Resource Instance(s) suppots the logical operation. If the logical operation is not supported by the Resource or the Resource Instance, the LWM2M Client sends “Access Type Permission Denied” error code to the LWM2M Server. If the Resource supports the logical operation, the LWM2M Client executes the logical operation and sends response if needed.
8.2.3.2 Operation on Object

If the LWM2M Server accesses an Object, the LWM2M Client finds the access right of Object and check whether the access right is granted enough to execute the logical operation. If the logical operation is not granted, the LWM2M Client sends “ACL Permission Denied” to the LWM2M Server. If the access right is granted, the LWM2M Client checks whether each Resource supports the logical operation. If the logical operation is “write”, the LWM2M Client executes the logical operation on the Object and sends response only if all the Resources in the operation are allowed to execute the “write” logical operation. If it is not allowed, the LWM2M Client informs the LWM2M Server of which Resources don’t support the logical operation of by sending “Access Type Permission Denied” error code for the Resources. If the logical operation is “read”, the LWM2M Client retrieves all the Resources except the Resource(s) which doesn’t support “read” operation and sends the retrieved Resource(s) information to the LWM2M Server.
8.2.4 Querying ACL/Access Type

Editor’s Note: ACL is exposed to the LWM2M Server through an interface which will be defined later. The LWM2M Server can modify the ACL using this interface.
Editor’s Note: how to query ACL and access type is TBD
Change 2:  Adding Response Codes Chapter
10.Response Codes

The response codes are an integer value. The only valid values are the standard values defined in this specification.
Editor’s Note: How to format Response codes is TBD
	Status Codes
	Reason Phrase

	Successful

	
	

	
	

	Recipient Exception

	XXX
	ACL Permission Denied

	XXX
	Access Type Permission Denied

	Originator Exception
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