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1 Reason for Change

This CR proposes to add ”Fake Read” access right in TS.
2 Impact on Other Specifications

None

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Change 5.2.1

7.2 Access Control

7.2.1 Access Control Object 
To authorize the logical operation sent from the LWM2M Server, the LWM2M Client checks Instances of Access Control Object. Each Access Control Object Instance is assigned per Object Instance of the Resources that require authorization. Within the Access Control Object Instance is an ACL Resource that determines which logical operations a LWM2M Server can perform on the Object Instance or Resources in the Object Instance within the LWM2M Client.

The ACL Resource can have multiple Resource Instances and each Resource Instance of the ACL Resource consists of a Short Server ID and access right for the corresponding LWM2M Server, which indicates that the LWM2M Server has the access right for the Object Instance specified in an Access Control Object Instance. 

An ACL Resource Instance consisting of the default Short Server ID (i.e. 0) and its access right MAY be used to grant access rights to LWM2M Servers which are not specified in the ACL Resource Instances. This means that the LWM2M Server which owns the ACL Resource Instance has the access right of that Resource Instance and the other LWM2M Servers which do not own their ACL Resource Instances have the access right of the default Short Server ID.
Each ACL Object Instance MUST be managed by a LWM2M Server called Access Control Owner. The other LWM2M Servers except Access Control Owner MUST not manage the Access Control Object Instance.

The ACL Object Instance is further defined and described in Appendix C.2 and Examples of Access Control Object Instance is specified in Appendix B. 

7.2.2 Access Type

The Access Type field defines the possible logical operation(s) for a Resource and assigned per Resource by the LWM2M Client.  All Resource Instances inherit the Access Type of corresponding Resource. The Access Type field is 1 byte and each bit represents whether the respective logical operation is supported by the Resource. For example, if 1st most significant bit (msb) of Access Type field is 1, it means the Resource supports “Read” logical operation.

Table 15: Access Type operations
	Field 
	Format and Length
	Description

	Access Type
	1 byte
	1st msb: Read

2nd msb: Write

3rd msb: Execute
Other bits are reserved for future use


7.2.3 Authorization 

The LWM2M Client authorizes logical operations requested by a LWM2M Server by verifying the access to the requested based on the conjunction of the access right to the Resource for the LWM2M Server and the access type of the Resource. This chapter specifies how the LWM2M Client obtains the access rights of the LWM2M Server to the Resource and authorizes the logical operation on the Resource or Object Instance.

The LWM2M Server and the LWM2M Client MUST support the authorization procedure described in Section 7.2.3 Authorization.
7.2.3.1 Obtaining Access Right

For obtaining the access right of an Object Instance for a LWM2M Server, the LWM2M Client MUST perform the following procedure:

1. If the LWM2M Client has only one LWM2M Server Object Instance, the LWM2M Server has full access rights without checking Access Control Object Instance.

2. If the LWM2M Client has more than one LWM2M Server Object Instance, the LWM2M Client finds an Access Control Object Instance associated with the Object Instance that the LWM2M Server has requested to access with the following procedure.

A. If the Client has an ACL Resource Instance for the Server, the LWM2M Server has an access right of that Resource Instance.

B. If the Client doesn’t have ACL Resource Instance for the Server, the LWM2M Server has an access right of default Short Server ID in ACL Resource Instance if it exists.

C. If the Client doesn’t have ACL Resource Instance for the default Short Server ID, then, the LWM2M Server has no access right. 

7.2.3.2 Operation on Resource

If the LWM2M Server sends a logical operation to a Resource, the LWM2M Client obtains an access right of the LWM2M Server for the Object Instance that Resource belongs to according to Section 7.2.3.1 Obtaining Access Right and checks whether the access right is granted to perform the logical operation. 
If the logical operation is “Read” and the access right contains “Fake Read”, then the LWM2M Client doesn’t proceed on any further authorization process and MUST send fake values (e.g. all 0s or random values or even real values) for the Resource. The Client SHOULD vary the probability with which different kinds of fake values are returned.
If the logical operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 

If the logical operation is permitted, the LWM2M Client verifies whether the Resource supports the logical operation. 

If the logical operation is not supported by the Resource, the LWM2M Client MUST send an “Operation is not supported” error code to the LWM2M Server. 
If the Resource supports the logical operation, the LWM2M Client performs the logical operation.
7.2.3.3 Operation on Object Instance

If the LWM2M Server accesses an Object Instance, the LWM2M Client obtains an access right of the LWM2M Server for Object Instance according to Section 7.2.3.1 Obtaining Access Right and checks whether the access right is granted to perform the logical operation. 

If the logical operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 

If the logical operation is permitted, the LWM2M Client performs the following cases based on the logical operation.

· For the  “Write” logical operation, the LWM2M Client MUST perform the logical operation on the Object Instance only if all the Resources conveyed in the logical operation are allowed to perform the “Write” logical operation. If any Resource does not support the “Write” logical operation, the LWM2M Client MUST inform the LWM2M Server of the Resources which don’t support the logical operation by sending “Operation is not supported” error code for the affected Resources. 

· If the logical operation is “Read” and the access right contains “Fake Read”, then the LWM2M Client doesn’t proceed on any further authorization process and MUST send fake values (e.g. all 0s or random values or even real values) for the Resources. The Client SHOULD vary the probability with which different kinds of fake values are returned.
· For the “Read” logical operation and the access right doesn’t contain “Fake Read”, the LWM2M Client MUST retrieve all the Resources except the Resource(s) which doesn’t support the “Read” logical operation and sends the retrieved Resource(s) information to the LWM2M Server. 

· For the “Execute” logical operation, the LWM2M Client MUST not perform the logical operation. 
· For the “Create” logical operation, the LWM2M Client MUST the LWM2M Client MUST perform the logical operation on the Object Instance only if all the Resources conveyed in the logical operation are allowed to perform the “Write” logical operation and all the mandatory Resources are specified. If any Resource does not support the “Write” logical operation, the LWM2M Client MUST inform the LWM2M Server of the Resources which don’t support the logical operation by sending “Operation is not supported” error code for the affected Resources. If all the mandatory Resources are not specified, the LWM2M Client MUST send an “Bad Request” error code to the LWM2M Server.
· For the “Delete” logical operation, the LWM2M Client MUST perform the logical operation.

7.2.3.4 Observe/Notify Operation Consideration
If the LWM2M Server sends an “Observe” logical operation on an Object Instance or a Resource, the LWM2M Client MUST check whether the LWM2M Server is authorized for the “Read” logical operation. If the LWM2M Server is not authorized to perform the “Read” logical operation, the LWM2M Client MUST reject the “Observe” logical operation and send error response as defined in the respective sections.
If the LWM2M Client needs to send a “Notify” logical operation containing an Object Instance or a Resource to the Server, the LWM2M Client MUST check whether the LWM2M Server is authorized for the “Read” logical operation. If the LWM2M Server is not authorized, the Client MUST NOT send the “Notify” logical operation and MUST perfom the “Cancel Observation” logical operation.
D.2 LWM2M Object: Access Control

Description: Access Control Object is used to check whether the LWM2M Server has access right for performing an operation. Each Access Control Object Instance contains ACL for a certain Object Instance.

Object Info:

	Object
	Object ID 
	Object URN
	Multiple Instances?

	Access Control
	2
	
	Yes


Resource Info:

	Resource Name
	Resource ID
	Access Type
	Multiple

Instances?
	Mandatory?
	Type
	Range or Enumeration
	Units
	Descriptions

	Object ID
	0
	R, W
	NO
	
	Unsigned Integer
	16-bit
	-
	See Table 3. The Object ID and The Object Instance ID are applied for 

	Object Instance ID
	1
	R, W
	NO
	
	Unsigned Integer
	8-bit
	-
	See Table 3.

	ACL
	2
	R, W
	YES
	
	Binary
	8-bit
	-
	Resource Instance ID MUST be the same with Short Server ID of a certain LWM2M Server which has an access right.

Resource Instance ID 0 is for default Short Server ID.

Value corresponding to the Resource Instance ID is 1 byte access right value specified as below.

1st lsb: Read

2nd lsb: Write

3rd lsb: Execute
4th lsb: Create
5th lsb: Delete
6th lsb: Read Fake
Other bits are reserved for future use

	Access Control Owner
	3
	R, W
	NO
	
	Unsigned Integer
	8-bit
	-
	Short Server ID of a certain LWM2M Server. This LWM2M Server only can manage these Resources of the Object Instance.
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