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1 Reason for Change

This CR proposes to resolve the below comments.
	A031
	2013.07.02
	T
	5.1
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: The term “ Manufacturer pre-configuration” is misleading and does not mean “bootstrap”. I think the spec should simply talk about a “factory bootstrap” mechanism instead of a “manufacturer pre-configuration”
Proposed Change:  Modify term to factory bootstrap
	Status: OPEN
Note: Change to “Factory Bootstrap”

	A032
	2013.07.02
	T
	5.1
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: The term “Smartcard Provisioning” is misleading and is different from a “bootstrap”. 
Proposed Change:  Suggestion  to replace by “smartcard based bootstrap” (like in OMA-DM)
	Status: OPEN
Note: Change to “Bootstrap from Smartcard” aligned with DM 1.3  

	A034
	2013.07.03
	T
	5.1
	Source: LGE

Form: DOC#0025

Comment: After initial bootstrapping, there are needs to update bootstrap information. 

Proposed Change: this should be captured
	Status: OPEN

Note: Add related text in Server initiated Bootstrap and Client initiated Bootstrap section

	A037
	2013.07.03
	E
	5.1.1
	Source: Vodafone

Form: 

Comment: Clarify the object meant.
Proposed Change: The LWM2M Client SHOULD be pre-configured with a proper LWM2M Server Access Security Object Instance allowing to register with the LWM2M Bootstrap Server.
	Status: OPEN
Note: Clarifying this with indicating “Bootstrap Server” Resource value

	A038
	2013.07.02
	T
	5.1.1
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: The LWM2M Client SHALL be pre-configured with either the LWM2M Bootstrap Server Object Instance(s) or the LWM2M Server Object Instance - According to the Bootstrap Sequence I can have both configured as I could bootstrap if the Server Instance fail so this needs removed.
Proposed Change:  Delete this requirement.
	Status: OPEN 

Note: Deleted

	A039
	2013.07.02
	T
	5.1.1
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: The Client Initiated Bootstrap MAY configure resources of the Bootstrap Information that are read-only resources in the LWM2M Client.

The Server Initiated Bootstrap mode MAY configure resources of the Bootstrap Information that are read-only resources in the LWM2M Client.

Is the Bootstrap Server subject to ACLs. How will a LWM2M Client with ACLs know to allow this to happen?

Proposed Change:  Clarify the relationship of a Bootstrap server with ACLs.
	Status: OPEN 

Note: Specifying that Client accepts Bootstrap Information without authorization process

	A040
	2013.07.03
	T
	5.1.1
	Source: LGE

Form: DOC#0025

Comment: For “This section specifies the information that needs to be configured in LWM2M Client for accessing LWM2M Server(s)”, accessing is not correct
Proposed Change: change to “connecting to”
	Status: OPEN

Note: Changed

	A042
	2013.07.03
	T
	5.1.1
	Source: LGE

Form: DOC#0025

Comment: there are misalignment between Table 2 and the texts.
Proposed Change: align texts to Table 2
	Status: OPEN

Note: simplifying Table 2 and text is aligned with Table 2

	A043
	2013.07.03
	E
	5.1.1
	Source: zhangyongyj@chinamobile.com
Form: 
Comment: “This Information can be available before performing”, it should be “information” instead of “Information”.
Proposed Change: 
	Status: OPEN
Note: Change “Information” to “Bootstrap Information”

	A044
	2013.07.03
	E
	5.1.1
	Source: zhangyongyj@chinamobile.com
Form: 
Comment: “The identification of which objects, beyond the ones mandatory for registration is implementation specific and beyond the scope of the LWM2M Enabler.”, in this sentence, it is better to add a comma, that result in “The identification of which objects, beyond the ones mandatory for registration, is implementation specific and beyond the scope of the LWM2M Enabler.”
Proposed Change: 
	Status: OPEN
Note: comma added

	A050
	2013.07.03
	E
	5.1.2.3

3rd para
	Source: Vodafone

Form: 

Comment: Term used for the security object is not consistent with its definition.
Proposed Change: Should read: “The Client Initiated Bootstrap mode requires having configured in the LWM2M Client a LWM2M Server Access Security Object Instance referencing the Bootstrap Server. “ 
	Status: OPEN
Note: Clarify which Bootstrap Information

	A053
	2013.07.03
	E
	5.1.4
	Source: GTO

Form: DOC#0022
Comment:  one sentence uses LWM2M Server instead LWM2M Bootstrap server

Proposed Change: If the LWM2M Client or the LWM2M Bootstrap Server  needs to convey Bootrstrap Information across the Bootstrap Interface the LWM2M Client or the LWM2M Bootstrap Server MUST .... 
	Status: OPEN
Note “Bootstrap” added


2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Change 5.3.1
5.1 Bootstrap Interface

The Bootstrap Interface is used to provision essential information into the LWM2M Client to enable the LWM2M Client to perform the logical operation “Register” with one or more LWM2M Servers. 

There are four bootstrap modes supported by the LWM2M Enabler:

· Factory Bootstrap
· Bootstrap from Smartcard
· Client Initiated Bootstrap

· Server Initiated Bootstrap

The LWM2M Client SHALL support at least one bootstrap mode specified in the Bootstrap Interface.

The LWM2M Server MUST support all the bootstrap modes specified in the Bootstrap Interface.
This chapter describes what information is conveyed across the Bootstrap Interface, where the LWM2M Client puts that information and how to provision the Bootstrap Information for each of these bootstrap modes.

5.1.1 Bootstrap Information

This section specifies the information that needs to be configured in LWM2M Client for connecting to LWM2M Server(s) or LWM2M Bootstrap Server. This Bootstrap Information can be available before performing the Bootstrap Sequence described in Section 5.1.3 or obtained as a result of the Bootstrap Sequence.
Bootstrap Information can be categorized into two types: Bootstrap Information for LWM2M Server and Bootstrap Information for LWM2M Bootstrap Server.
LWM2M Client MUST have Bootstrap Information for LWM2M Server after Bootstrap Sequence specified in Section 5.1.3.
LWM2M Client SHOULD have Bootstrap Information for LWM2M Bootstrap Server.
Bootstrap Information for LWM2M Server is used for LWM2M Client to register and connect to LWM2M Server.
Bootstrap Information for LWM2M Server MUST contain at least a LWM2M Server Access Security Object Instance with “Bootstrap Server” Resource false. Bootstrap Information for LWM2M Server MAY contain other Object Instances. Identification of which Object Instances are needed except the ones mandatory for registration, is implementation specific and beyond the scope of the LWM2M Enabler.
The LWM2M Client MAY be configured to use more than two LWM2M Servers with a set of Bootstrap Information for each LWM2M Server. 
Bootstrap Information for LWM2M Bootstrap Server is used for LWM2M Client to contact LWM2M Bootstrap Server in order to get Bootstrap Information for LWM2M Server.
Bootstrap Information for LWM2M Bootstrap Server MUST be a LWM2M Server Access Security Object Instance with “Bootstrap Server” Resource true.







Table 2: Bootstrap Information List

	Entity
	Semantics
	Description
	Required

	LWM2M  Server Access Security
	Object Instance 
	Stores keying material for accessing a given LWM2M Server according to Appendix D.1
	Yes

	
	
	
	

	
	
	
	

	Additional  Objects  (e.g., LWM2M Server, Access Control, Connectivity  Object) 
	Object Instances
	Stores the specific Object Instances information
	No


Please note that the LWM2M Client MUST accept Bootstrap Information sent via Bootstrap Interface without processing authorization process specified in Section 7.2.2 Authorization.
5.1.2 Bootstrap Modes

This section of the specification provides description and further information for each of the following Bootstrap Modes:

· Factory Bootstrap
· Bootstrap from Smartcard
· Client Initiated Bootstrap

· Server Initiated Bootstrap

5.1.2.1 Factory Bootstrap
In this mode, the LWM2M Client has been configured with the necessary Bootstrap Information prior to deployment of the device. 

5.1.2.2 Bootstrap from Smartcard
When the Device supports a Smartcard, the LWM2M Client SHALL retrievel, and process the bootstrap data contained in the Smartcard as described in Appendix F. When the bootstrap data retrieval is successful, the LWM2M Client SHALL process the bootstrap data from the Smartcard and SHALL apply the Bootstrap Information to its configuration.

Due to the sensible nature of the Bootstrap Information, a secure channel has to be established between the Smartcard and the LWM2M Device.

In this mode, the LWM2M Client SHALL also ensure that the Bootstrap Information previously retrieved from the Smartcard is unchanged within the Smartcard. If Bootstrap Information is changed, the previous Bootstrap Information SHALL be disabled in the LWM2M Client and the LWM2M Client SHALL apply the new Bootstrap Information from Smartcard to its configuration.

Disabling the bootstrap data (e.g., removing the Smartcard) within the LWM2M Client requires the Bootstrap Information created from the bootstrap data of the previous Smartcard SHALL be deleted.

Checking for Smartcard change and disabling, SHALL be performed by LWM2M Client, each time a “Register” or “Update” operation take place, with a LWM2M Server provisioned from Smartcard. As usual, the Bootstrap security rules (5.1.4) then apply.

5.1.2.3 Client Initiated Bootstrap

As defined in Section 5.1.3 Bootstrap Sequence, scenarios exist when the LWM2M Server is not configured within the LWM2M Client or attempts to perform the “Register” logical operation with LWM2M Servers have failed. 

When these conditions occur, the Client Initiated Bootstrap mode provides a mechanism for the LWM2M Client to retrieve the Bootstrap Information from a LWM2M Bootstrap Server.

The Client Initiated Bootstrap mode requires having Bootstrap Information for LWM2M Bootstrap Server.
The figure below depicts the Client Initiated Bootstrap flow.
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Figure 7: Procedure of Client Initiated Bootstrap

Step #1: Request bootstrap to bootstrap URI

The LWM2M Client sends a “Request Bootstrap” logical operation to LWM2M Bootstrap Server URI which has been pre-provisioned. When requesting the bootstrap, the LWM2M Client sends the LWM2M Client’s “Endpoint Client Name” as a parameter in order to allow the LWM2M Bootstrap Server to provision the proper Bootstrap Information for the LWM2M Client.

Step #2: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” logical operation.
The Client Initiated Bootstrap MAY be used to configure some resources of the Bootstrap Information in the LWM2M Client after initial bootstrap to update Bootstrap Information. In this instance, all the Bootstrap Information is OPTOINAL.
5.1.2.4 Server Initiated Bootstrap

In this mode, the LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client without the LWM2M Client sending a bootstrap request to the LWM2M Bootstrap Server.

As the LWM2M Client does not initiate the “Request Bootstrap” logical operation to the LWM2M Bootstrap Server, the LWM2M Bootstrap Server needs to know if a LWM2M Device is ready for bootstrapping before the LWM2M Client can be configured by the LWM2M Bootstrap Server. The mechanism that a LWM2M Bootstrap Server gains this knowledge is implementation specific. A common scenario is that elements in the Network Provider’s network informs the LWM2M Bootstrap Server of the LWM2M Device when the LWM2M Device connects to the Network Provider’s network.

Once the LWM2M Bootstrap Server has been notified that the LWM2M Device is ready to receive the Bootstrap Information, the LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” logical operation.
The Server Initiated Bootstrap mode requires having Bootstrap Information for LWM2M Bootstrap Server
The figure below depicts the Server Initiated Bootstrap flow.
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Figure 8: Procedure of Server Initiated Bootstrap

Step #1: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client using the “Write” logical operation.
The Server Initiated Bootstrap MAY be used to configure some resources of the Bootstrap Information in the LWM2M Client after initial bootstrap to update Bootstrap Information. In this instance, all the Bootstrap Information is OPTOINAL.
5.1.3 Bootstrap Sequence
The LWM2M Client SHALL follow the procedure specified as below when attempting to bootstrap a LWM2M Device:

1. If the LWM2M Device has Smartcard, the LWM2M Client tries to obtain Bootstrap Information from the Smartcard using Bootstrap from Smartcard mode. 
2. If the LWM2M Client is not configured using Bootstrap from Smartcard mode, the LWM2M Client tries to obtain the Bootstrap Information by using Factory Bootstrap mode.
3. If the LWM2M Client has any LWM2M Server Object Instances from the previous steps, the LWM2M Client tries to register to the LWM2M Server(s) configured in the LWM2M Server Object Instance(s).
4. If LWM2M Client fails to register to all the LWM2M Servers or the Client doesn’t have any LWM2M Server Object Instances, and the LWM2M Client hasn’t received a Server Initiated Bootstrap within the ClientHoldOffTime, the LWM2M Client performs the Client Initiated Bootstrap.

5.1.4 Bootstrap Security

The information conveyed through the Bootstrap Interface is sensitive and requires that communication session, security mechanisms and/or keys MUST be different instances from the one that is used for the other LWM2M Interfaces.

If the LWM2M Client or the LWM2M Server needs to convey Bootstrap Information across the Bootstrap Interface, the LWM2M Client or the LWM2M Bootstrap Server MUST establish a new secure communication session. 

If security materials (e.g. LWM2M Server URI, Security Mode, and Security Key), are changed in the LWM2M Client, the LWM2M Client MUST disconnect the existing communication session between the LWM2M Server and LWM2M Client and establish a new secure communication session between the LWM2M Server and LWM2M Client using the security mechanism and/or keys have been configured by Bootstrap Interface.
Change 2:  Change 5
5. Interfaces
According to the architecture diagram [LWM2M-AD], there are four interfaces: 1) Bootstrap 2) Device Discovery and Registration  3) Device Management and Service Enablement 4) Information Reporting. The logical operations for the four interfaces can be classified as uplink operations and downlink operations. The logical operations of each interface are defined in this section, and then mapped to protocol mechanisms in Section 8 Transport Layer Bindings and Encodings.

Figure 1 shows the logical operation model for interface “Bootstrap”. For this interface, the operations are uplink operation named “Client Initiated Bootstrap” and a downlink operation named “Server Initiated Bootstrap”. These operations are used to initialize the needed object(s) for the LWM2M Client to register with one or more LWM2M Servers. Bootstrapping is also defined using Factory Bootstrap (e.g. storage in Flash) or Bootstrap from Smartcard  (storage in a Smartcard).

Change 3:  Change 7.1

7.1 UDP Channel Security

The UDP channel security for [COAP] is defined by the Datagram Transport Layer Security (DTLS) [RFC6347], which is the equivalent of TLS v1.2 [RFC5246] for HTTP and utilizes a subset  of the Cipher Suites defined in TLS. (Refers to TLS Cipher Suite registry http://www.iana.org/assignments/tls-parameters/tls-parameters.xml)

The DTLS binding for CoAP is defined in Section 9 of [CoAP]. DTLS is a long-lived session based security solution for UDP. It provides a secure handshake with session key generation, mutual authentication, data integrity and confidentiality. 

Since the LWM2M protocol utilizes DTLS for authentication, data integrity and confidentiality purposes, the LWM2M Client and LWM2M Server SHOULD keep a DTLS session in use as long as possible (even across sleep cycles).

Note that the Client-Server relationship of DTLS (i.e., who initiated the handshake) is separate from the Client-Server relationship of LWM2M. 

Considering that any device with a LWM2M Client can be managed by any LWM2M Server and LWM2M Bootstrap Server the choice of Cipher Suites is not limited to the list defined in Section 9 of [CoAP].Due the sensitive nature of Bootstrap Information, a particular care has to be taken to ensure protection of that data inducing constraints and dependencies within LWM2M Client/ Bootstrap Server relationship according to the adopted security mode.

Concerning Bootstrap from Smartcard, the same care has to be taken and a secure channel between the Smartcard and the LWM2M Device has to be established. [GlobalPlatform SCP 02] could be considered.

Change 4:  D.1

D.1 LWM2M Object: LWM2M Server Access Security

Description: This LWM2M object provides the keying material of a LWM2M Client appropriate to access a specified LWM2M Server. One Object Instance SHOULD address a LWM2M Bootstrap Server 

These LWM2M object resources MUST only be changed by a Bootstrap Server or Bootstrap from Smartcard and MUST NOT be accessible by any Server.
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