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	Doc to Change:
	OMA-TS-LightweightM2M-V1_0-20130717-D

	Submission Date:
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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Seongyoon Kim, LGE, seongyoon.kim@lge.com
Seungkyu Park, LGE, seungk.park@lge.com
Tim Carey, Alcatel-Lucent, timothy.carey@alcatel-lucent.com

	Replaces:
	n/a


1 Reason for Change

This CR proposes to resolve the below comments.
	A069
	2013.07.03
	E
	5.3
	Source: zhangyongyj@chinamobile.com
Form: 
Comment: The interface provides this access though the use of “Create”, “Read”, “Write”, “Delete” or “Execute” logical operations”.  Here “though” should be “through”
Proposed Change: 
	Status: OPEN


	A070
	2013.07.03
	E
	5.3
	Source: zhangyongyj@chinamobile.com
Form: 
Comment: “The logical operations that an Object or Resource supports is defined in the Object definition using the Object Template”. Here “is” should be “are”
Proposed Change: 
	Status: OPEN


	A071
	2013.07.03
	E
	5.3
	Source: zhangyongyj@chinamobile.com
Form: 
Comment: “The Object Template is described in Appendix B.1 Object Template. .”. 

A dot should be removed.
Proposed Change: 
	Status: OPEN


	A072
	2013.07.03
	E
	5.3
	Source: LGE

Form: DOC#0025

Comment: add more logical operations
Proposed Change:  add “Discover”, “Write Attribute” logical operations
	Status: OPEN



	A074
	2013.07.03
	E
	5.3.2
	Source: LGE

Form: DOC#0025

Comment: logical operation name should be one.
Proposed Change: “Discover Resources” to “Discover”
	Status: OPEN



	A075
	2013.07.03
	E
	5.3.2
	Source: LGE

Form: DOC#0025

Comment: in explanation of logical operation, some texts are missing
Proposed Change: add “This logical operation also can be used to identify which Resources are implemented in an Object.”
	Status: OPEN



	A077
	2013.07.03
	T
	5.3.2
	Source: zhangyongyj@chinamobile.com
Form: 
Comment: The “discover” logical operation is not listed in Table1.

Proposed Change: 
	Status: OPEN


	A082
	2013.07.03
	T
	5.3.4
	Source: zhangyongyj@chinamobile.com
Form: 
Comment: The “Write Attributes” logical operation is not listed in Table1.

Proposed Change: 
	Status: OPEN


	A083
	2013.07.02
	T
	5.3.5


	Source: pierre.gross@alcatel-lucent.com

Form:  DOC#0023

Comment: Where do we specify that an executable ressource can never be multi instanciated?

Proposed Change:  I need add a sentence
	Status: OPEN 



	A086
	2013.07.02
	T
	5.4 Figure 11
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: Missing the CancelObservation as this is the flows across the Information Reporting Interface.

Proposed Change:  Add the flow
	Status: OPEN 



	A092
	2013.07.02
	T
	5.4.2 
	Source: pierre.gross@alcatel-lucent.com / timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: The “Notify” logical operation is sent from the LWM2M Client to the LWM2M Server during a valid observation on an Object, Object Instance, or Resource. This operation includes the new value of the Object, Object Instance or Resource.

Object is included in the Observe (all object instances), however it is not in the notify. Does that mean that each obj instance generates a separate notification?

Proposed Change:  Make it consistent between observe, notify and cancel operations – Use Object, Object Instance or just Object.

Clarify notification behaviour for object observation if relevant.
	Status: OPEN 



	A093
	2013.07.02
	T
	5.4.2 
	Source: pierre.gross@alcatel-lucent.com / timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: It is unclear how the server matches the notify with the ressource id since the URI is not reported in the Notify? 

Proposed Change:  Mention the mechanism here or in chapter 7

	Status: OPEN 




2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Change 5.3, 5.4
5.3 Device Management & Service Enablement Interface

The Device Management and Service Enable Interface is used by the LWM2M Server to access Object Instances and Resources available from the LWM2M Client. The interface provides this access through 
the use of “Create”, “Read”, “Write”, “Delete”, “Execute”, “Write Attributes”, or “Discover” 
logical operations. The logical operations that an Object or Resource supports are 
defined in the Object definition using the Object Template. The Object Template is described in Appendix C.1 Object Template. 
The Normative Objects defined by the LWM2M Enabler are described in Appendix D.
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Figure 10: Example flows of Device Management & Service Enablement Interface

5.3.1 Read

The “Read” logical operation is used to access the value of a Resource, an array of Resource Instances, an Object Instance or all the Object Instances of an Object. The “Read” logical operation has the following parameters:

Table 4: Read parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance to read. 

If no Object Instance ID is indicated, then the Object Instances of Objects, which the Server is authorized to, are returned.

	Resource ID
	No
	-
	Indicates the Resource to read.  If no Resource ID is indicated, then the whole Object Instance is returned.


5.3.2 Discover

The “Discover” logical operation is used to discover attributes of an individual Resource, all the Resources of an Object Instance or all the Object Instances of an Object. This logical operation can be used to discover which Resources are implemented in an Object.
 The returned payload is a list of application/link-format CoRE Links [RFC6690] for each resource including attributes of the resource. The “Discover” logical operation has the following parameters:

Table 5: Discover parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object. 

	Object Instance ID
	No
	-
	Indicates the Object Instance. 



	Resource ID
	No
	-
	Indicates the Resource.


The response to this request includes the list of resources described using RFC6690 links, along with any attributes configured for targeting Object, Object Instance, or Resource. 
If Object ID is only specified, the LWM2M Client MUST respond to the operation with Resources are implemented by the LWM2M Client for the Object as specified in Object specification. In addition, the LWM2M Client MUST respond to the operation with the attributes that has been configured at the LWM2M Client for the Object. 
For example: if the “Discover” logical operation targets an Object with Object ID of 6, the response to the logical operation would be:
</6>;pmin=10;pmax=60, </6//1>, </6//2>, </6//3>, </6//4>
,which means that the LWM2M Client implements Resources with Resource IDs of 1,2,3, and 4 among the Resources of Connectivity Statistics Object with the attributes specified for that Object. 
If the Object ID and Object Instance ID are only specified, all the attributes of that Object Instance MUST be returned in the response. For example: if Object ID is 3 and Object Instance ID is 2, then
</3/2>;pmin=10;pmax=60

If Object ID, Object Instance ID and Resource ID are specified, the attributes of that Resource MUST be returned. For example: if Object ID is 3, Object Instance ID is 2, and Resource ID is 1, then
 </3/2/1>;pmin=10;pmax=60;lt=42.2

If a Resource, an Object Instance, or an Object has attributes for multiple LWM2M Servers, then one link is returned for each and the ep= attribute is used to indicate the Short Server ID of the LWM2M Server. For example: if Object ID is 3 and Object Instance ID is 2, and Resource ID is 1 with two Observe operations from two Servers, then
</3/2/1>;ep=1;pmin=10;pmax=60;lt=42.2,
</3/2/1>;ep=2;pmax=300

5.3.3 Write

The “Write” logical operation is used to change the value of a Resource, an array of Resources Instances or multiple Resources from an Object Instance. The logical operation permits multiple Resources to be modified within the same instance of the logical operation. The “Write” logical operation has the following parameters:

Table 6: Write parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	Yes
	-
	Indicates the Object Instance to write. 



	Resource ID
	No
	-
	Indicates the Resource to write. The payload is the new value for the Resource.

If no Resource ID is indicated, then the included payload is an Object Instance containing the Resource values.

	New Value
	Yes
	-
	The new value included in the payload to update the Object Instance or Resource.


5.3.4 Write Attributes

The “Write Attributes” logical operation is used to change the attributes of a Resource or multiple Resources from an Object Instance. The logical operation permits multiple Resources to be modified within the same instance of the logical operation. The “Write Attributes” logical operation has the following parameters:

Table 7: Write parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	Yes
	-
	Indicates the Object Instance to write. 



	Resource ID
	No
	-
	Indicates the Resource to write. The payload is the new value for the Resource.

If no Resource ID is indicated, then the included payload is an Object Instance containing the Resource values.

	Minimum Period
	No
	1
	When present, the minimum period indicates the minimum time in seconds the Client SHOULD wait from the time when sending the last notification to the time when sending a new notification.  In the absence of this parameter, the Minimum Period is defined by the Default Minimum Period set in the LWM2M Server Object Instance related to that Server.

	Maximum Period
	No
	-
	When present, the maximum period indicated the maximum time in seconds the Client SHOULD wait from the time when sending the last notification to the time sending the next notification (regardless if the value has changed).  In the absence of this parameter, the maximum period is up to the server.  The maximum period MUST be greater than the minimum period parameter. In the absence of this parameter, the Maximum Period is defined by the Default Maximum Period set in the LWM2M Server Object Instance related to that Server.

	Greater Than
	No
	-
	When present, the Client SHOULD notify its value when the value is above the number specified in parameter

	Less Than
	No
	-
	When present, the Client SHOULD notify its value when the value is below the number specified in the parameter

	Step
	No
	-
	When present, the Client SHOULD notify its value when the value is changed more than the number specified in the parameter from the Resource value when the client receives the Observe operation.


Minimum Period, Maximum Period, Greater Than, Less Than, and Step are only to do with Observe operation.
Maximum and/or Minimum Period parameters are used to control how often the “Notify” logical operation is sent by the LWM2M Client for the observed Object Instance or Resource.

Greater Than, Less Than, and Step MUST be specified only when Resource ID is indicated.

Greater Than, Less Than, and Step parameters MUST be supported only when the Resource type is numeral (e.g., integer, decimal). 

5.3.5 Execute

The “Execute” logical operation is used by the LWM2M Server to initiate some action, and can only be performed on individual Resources. A LWM2M Client MUST return an error when the “Execute” logical operation is received for anObject Instance(s) or Resource Instance(s).

Table 8: Execute parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object. 

	Object Instance ID
	Yes
	-
	Indicates the Object Instance.

	Resource ID
	Yes
	-
	Indicates the Resource to execute. 


5.3.6 Create

The “Create” logical operation is used by the LWM2M Server to create an Object Instance within the LWM2M Client. The “Create” logical operation MUST target either an Object Instance which has not yet been instantiated or the Object. 

The Object Instance that is created in the LWM2M Client by the LWM2M Server MUST be an Object type supported by the LWM2M Client and announced to the LWM2M Server using the “Register” and “Update” logical operations of the Device Registration Interface. 
Object Instance whose Object supports at most one Object Instance MUST be assigned an Object Instance ID of 0 when the Object Instance is Created.
The Create operation has the following parameters:

Table 9: Create parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance to create. If this Resource is not specified, the Client assigns the ID of the Object Instance.

	New Value
	Yes
	-
	The new value included in the payload to create the Object Instance.


5.3.7 Delete

The “Delete” logical operation is used for LWM2M Server to delete an Object Instance within the LWM2M Client. 
The Object Instance that is deleted in the LWM2M Client by the LWM2M Server MUST be an Object Instance that is announced by the LWM2M Client to the LWM2M Server using the “Register” and “Update” logical operations of the Device Registration Interface.
The Delete operation has the following parameters:

Table 10: Delete parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	Yes
	-
	Indicates the Object Instance to delete.


5.4 Information Reporting Interface

The Information Reporting Interface is used by a LWM2M Server to observe any changes in a Resource on a LWM2M Client, receiving notifications when new values are available. This observation relationship is initiated by sending an “Observe” logical operation to the L2M2M Client for an Object, an Object Instance or a Resource. An observation ends when a “Cancel Observation” logical operation is performed. 
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Figure 11: Example flow for Information Reporting Interface for the RSSI resource of the Connectivity Monitoring Object of the example client (Appendix E).

5.4.1 Observe

The LWM2M Server initiates an observation request for changes of a specific Resource, Resources within an Object Instance or for all the Object Instances of an Object within the LWM2M Client.
Related parameters for “Observe” logical operation are described in 5.3.2 Write and those parameters are configured by “Write Attribute” logical operation.
The Observe operation includes the following parameters:

Table 11: Observe parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance to observe. If no Object Instance ID is indicated, then all the Object Instances of Objects are observed and Resource ID MUST NOT be specified.

	Resource ID
	No
	-
	Indicates the Resource to observe. If no Resource ID is indicated, then the whole Object Instance is observed.


Note: when “Observe” logical operation contains only Object ID, the “Notify” logical operation MUST be done per Object Instance.

5.4.2 Notify

The “Notify” logical operation is sent from the LWM2M Client to the LWM2M Server during a valid observation on an Object Instance or Resource. This operation includes the new value of the Object Instance or Resource. The “Notify” logical operation SHOULD be sent when conditions (i.e., Minimum Period, Maximum Period, Greater Than, Less Than, Step) for “Observe” logical operation are met.
The LWM2M Client SHOULD NOT send the “Notify” logical operation for the changed Resource or Object Instance before the Minimum Period expires.

The LWM2M Client SHOULD send the “Notify” logical operation for the changed Resource or Object Instance before the Maximum Period expires.

Table 12: Notify parameters
	Parameter
	Required
	Default Value
	Notes

	Updated Value
	Yes
	-
	The new value included in the payload about the Object Instance or Resource.


If the minimum period and maximum period value are the same, then the LWM2M Client sends notification that time period.
The following example shows how the Minimum and Maximum period parameters work as shown in section 5.3.4. A LWM2M Server makes an observation for a Temperature Resource that is updated inside the LWM2M Client at irregular periods (based on change). The LWM2M Server makes an observation when the Minimum Period = 10 Seconds and Maximum Period = 60 Seconds have been set for that Resource. The LWM2M Client will wait at least 10 Seconds before sending a “Notify” logical operation to the LWM2M Server (even if the Resource has changed before that), and no longer than 60 Seconds before sending a “Notify” logical operation (even if the Resource has not changed yet). The “Notify” logical operation is sent anywhere between 10-60 seconds upon change. 
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Figure 12: Example of Minimum and Maximum periods in an Observation. 

This example assumes the Minimum Period has been set to 10 and the Maximum Period set to 60 for the Resource /4/0/2 before making the observation.
5.4.3 Cancel Observation

The “Cancel Observation” logical operation is sent from the LWM2M Server to the LWM2M Client to end an observation relationship for Object Instance or Resource. The operation includes the following parameters:

Table 13: Cancel Observation parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance to stop observing. If no Object Instance ID is indicated, then Object ID is indicated and Resource ID MUST NOT be specified.

	Resource ID
	No
	-
	Indicates the Resource to stop observing.  If no Resource ID is indicated, then the whole Object Instance is indicated.


Change 2:  Change Table 1
5. Interfaces
The relationship between logical operations and interfaces is listed in the following table 1.

Table 1: Relationship of logical operations and interfaces

	Interface
	Direction
	Logical Operation

	Device Discovery and Registration
	Uplink
	Register, Update, De-register

	Bootstrap
	Uplink
	Request Bootstrap

	Bootstrap
	Downlink
	Write

	Device Management and Service Enablement
	Downlink
	Read, Create, Delete, Write, Execute, Write Attribute, Discover


	Information Reporting
	Downlink
	Observe, Cancel Observation

	Information Reporting
	Uplink
	Notify


Change 3:  Change C.1

C.1 Object Template

Appendix D.x
 LWM2M Object: <LWM2M object name>
Description: 

Object info:

	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	Object Name
	16-bit Unsigned Integer
	urn:oma:lwm2m:{oma,ext,x}:{Object ID}
	Yes/No
	Yes/No


R

· Object: specifies the Object name.
· Object ID: specifies the Object ID.
· Object URN: specifies the Object URN. The format of the Object URN is “urn:oma:lwm2m:{oma,ext,x}:{Object ID}” and {} part means that those values are variable and filled with real value. For example, Object URN of LWM2M Server Object is “urn:oma:lwm2m:oma:1”.
· Multiple Instances: indicates whether this Object supports multiple Object Instances. If this field is “Yes” then the number of Object Instance can be from 0 to many. If this field is “No” then the number of Object Instance can be from 0 to 1. If Mandatory of Object is “Yes” and Multiple Instances of the Object is “No” then, the number of Object Instance MUST be 1.
· Mandatory: if this field is “Yes”, then the LWM2M Client MUST support Object. If this field is “No”, then the LWM2M Client can support Object if Object is needed for deployment.
Resource info:

	Resource Name
	Resource ID
	Supported
Operations
	Multiple

Instances?
	Mandatory?
	Data Type
	Range or Enumeration
	Units
	Description

	Resource Name
	0
	R (Read), 
W (Write), 
E (Execute)
	Yes/No
	Yes/No
	String,

Integer,

Float,
Boolean,

Opaque,

Time
	If any
	If any
	Description


· Resource Name: specifies the Resource name.
· Resource ID: specifies the Resource ID which is unique within Object.
· Supported Operations: indicates which operations the Resource supports in “Device Management & Service Enablement” Interface. This field can have a combination of R (Read), W (Write), and E (Execute). This field also have empty value, which means that this field is not allowed to access via “Device Management & Service Enablement” Interface. 
· Multiple Instances: indicates whether this Resource supports multiple Resource Instances. If this field is “Yes” then the number of Resource Instance can be from 0 to many. If this field is “No” then the number of Resource Instance can be from 0 to 1. If Mandatory of Resource is “Yes” and Multiple Instances of the Resource is “No” then, the number of Resource Instance MUST be 1. Resource which supports “Execute” logical operation MUST have “No” for Multiple Instances.

· Mandatory: if this field is “Yes”, then the LWM2M Client MUST support Resource. If this field is “No”, then the LWM2M Client can support the Resource if the Resource is needed for deployment.
· Data Type: Data Type indicates the type of Resource value. Data Types used in this enabler are described in Appendix B Data Types.
· Range or Enumeration: this field limits the value of Resource.
· Units: specifies the unit of the Resource value.
· Description: specifies the Resource description.

Change 4:  Change 8.2.5
8.2.5 Information Reporting Interface

Periodic and event-triggered reporting about Resource values from the LWM2M Client to the LWM2M Server is achieved through CoAP Observation [OBSERVE]. This simple mechanism allows the LWM2M Server to send an Observe GET request for an Object, Object Instance, Resource, which results in asynchronous notifications whenever that Object Instance changes (periodically or as a result of an event). Token of CoAP layer is used to match the asynchronous notifications with the Observe GET.
 The LWM2M Server can cancel the Observe operation by sending CoAP GET without Observe option. Cancel Observation works as the same as Read operation in CoAP transport layer binding. The LWM2M Server may set the Observe attributes of a Resource to affect the behavior its notifications using the ”Write Attributes” logical operation (see Section 5.3.4 REF  Write_Attribute \h \w  \* MERGEFORMAT 
).
Table 20: Operation to Method Mapping
	Logical Operation
	CoAP Method
	Path
	Success
	Failure

	Observe
	GET with Observe option
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content with Observe option
	4.00 Bad Request, 4.04 Not Found, 4.05 Method Not Allowed

	Cancel Observation
	GET
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.00 Bad Request, 4.04 Not Found

4.01 Unauthorized, 4.05 Method Not Allowed

	Notify
	Asynchronous Response
	
	2.04 Changed
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Figure 20: Example of an Information Reporting exchange.
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