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1 Reason for Change

This CR proposes to resolve the below comments.

	A153
	2013.07.02
	T
	8.4
	Source: Vodafone

Form: 

Comment: Not always clear when to use 4.00 or 4.05 response code e.g. when an observe request is made for a resource that does not support ‘Read’ access (eg  ‘Execute’ resources). 
Proposed Change: Clarify the “reason phrase” of these response codes.
	Status: OPEN
4.00 Bad Request: Deleted

4.05 Method Not Allowed: Operation is not supported (depending on supported operations field in Object description)



	A155
	2013.07.03
	T
	8.4
	Source: LGE

Form: DOC#0025

Comment: Response Codes need updating

Proposed Change: adding response codes for “Write Attribute”, “Discover”
	Status: OPEN



	A141
	2013.07.02
	E
	8.2.2 , 8.2.3
	Source: pierre.gross@alcatel-lucent.com

Form:  DOC#0023

Comment: keep the same order as the abstract interface in chapter 5

Proposed Change:  Put bootstrap  at the beginning.
	Status: OPEN 



	A146
	2013.07.02
	T
	8.2.4

Table 19
	Source: pierre.gross@alcatel-lucent.com

Form:  DOC#0023

Comment: Some error codes are not assigned (XXX)
Proposed Change:  

update
	Status: OPEN 




2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 8.4
8.4 Response Codes

This Chapter lists available response codes of each logical operation. The codes are divided into each interface. These are the only valid response codes defined in for the LWM2M Enabler.
Table 23: Response Codes

	Logical Operations
	Available CoAP Response Codes
	Reason Phrase

	 Bootstrap Interface

	 Request Bootstrap
	2.04 Changed
	Request Bootstrap is completed successfully

	
	4.00 Bad Request
	Unknown Endpoint Client Name

	Write
	2.04 Changed
	Write operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different


	Delete
	2.02 Deleted
	Delete operation is completed successfully

	
	4.05 Method Not Allowed
	Target is not allowed for Delete operation

	Device Discovery and Registration Interface

	Register
	2.01 Created
	Register operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

Unknown Endpoint Client Name

	
	4.09 Conflict
	The Endpoint Client Name results in a duplicate entry on the LWM2M Server.

	Update
	2.04 Changed
	Update operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

	
	4.04 Not Found
	URI of Update operation is not found

	De-register
	2.02 Deleted
	De-register operation is completed successfully

	
	4.04 Not Found
	URI of De-register operation is not found

	

	
	
	

	
	
	

	
	
	

	
	
	


	 Device Management and Service Enablement Interface

	Create
	2.01 Created
	Create operation is completed successfully

	
	4.00 Bad Request
	
Target (i.e., Object) already exists

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of Create operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for Create operation

	Read

	2.05 Content
	Read operation is completed successfully

	
	4.04 Not Found
	URI of Read operation is not found

	
	4.01 Unauthorized 
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for Read operation

	Write
	2.04 Changed
	Write operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different


	
	4.04 Not Found
	URI of Write operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for Write operation

	Delete

	2.02 Deleted
	Delete operation is completed successfully

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of Delete operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for Delete operation

	Execute

	2.04 Changed
	Execute operation is completed successfully

	
	4.04 Not Found
	URI of Execute operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for Execute operation

	Write Attribute
	2.04 Changed
	Write Attribute operation is completed successfully

	
	4.00 Bad Request
	The format of attribute to be written is different

	
	4.04 Not Found
	URI of Write Attribute operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	Discover
	2.05 Content
	Discover operation is completed successfully

	
	4.04 Not Found
	URI of Discover operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied


	Information Reporting Interface

	Observe

	2.05 Content
	Observe operation is completed successfully

	
	4.04 Not Found
	URI of Observe operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for Observe operation

	Cancel Observation
	Response codes for Cancel Observation are the same as the codes for Read operation

	Notify
	2.04 Changed
	Notify operation is completed successfully


Change 2:  Section 8.2

8.2.3 Bootstrap Interface

The bootstrap interface is used to optionally configure a LWM2M Client so that it can successfully register with a LWM2M Server. The client bootstrap operation is performed by sending a CoAP POST request to the LWM2M Bootstrap Server at the /bs path including the Endpoint Client Name as a query string parameter. 

In client initiated bootstrap, when the Bootstrap Server receives Request Bootstrap logical operation, the Bootstrap Server performs Write and/or Delete logical operation. In server initiated bootstrap, the Bootstrap Server performs Write logical operation. The Write or Delete logical operation targets to an Object Instance or a Resource. The Write and Delete logical operation can be sent multiple times. Only in Bootstrap Interface, Delete logical operation MAY target to “/” URI to delete all the existing Object Instances in the LWM2M Client for initializing before LWM2M Bootstrap Server sends Write logical operation(s) to the LWM2M Client. Different from Write operation in Device Management and Service Enablement interface, the Client MUST write the payload regardless of an existence of the targeting Object Instance or Resource.
 Table 20: Operation to Method and URI Mapping

	Logical Operation
	CoAP Method
	URI
	Success
	Failure

	Request Bootstrap
	POST
	/bs?ep={Endpoint Client Name}
	2.04 Changed
	4.00 Bad Request

	Write
	PUT
	/{Object ID}/{Object Instance ID}/ {Resource ID}
	2.04 Changed
	4.00 Bad Request

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.05 Method Not Allowed 
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Figure 17: Example of Client initiated Bootstrap exchange.
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Figure 18: Example of Server initiated Bootstrap exchange.

8.2.2 Registration Interface

The registration interface is used by a LWM2M Client to register with a LWM2M Server, identified by the LWM2M Server URI. Registration is performed by sending a CoAP POST to the LWM2M Server URI, with registration parameters passed as query string parameters as per Table 17 and Object and Object Instances included in the payload as specified in Section 5.2.1. The response includes Location-Path Options, which indicate the path to use for updating or deleting the registration. The server MUST return a location under the /rd path segment.

Registration update is performed by sending a CoAP PUT to the Location path returned to the LWM2M Client as a result of a successful registration. 

De-registration is performed by sending a CoAP DELETE to the Location path returned to the LWM2M Client as a result of a successful registration. 

Table 19: Operation to Method and URI Mapping
	Logical Operation
	CoAP Method
	URI
	Success
	Failure

	Register
	POST
	/rd?ep={Endpoint Client Name}&lt={Lifetime}&sms={MSISDN}
&lwm2m={version}&b={binding}
	2.01 Created
	4.00 Bad Request, 4.09 Conflict

	Update
	PUT
	/{location}?lt={Lifetime}&sms={MSISDN}
&b={binding}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found

	De-register
	DELETE
	/{location}
	2.02 Deleted
	4.04 Not Found
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Figure 16: Example register, update and de-register logical operation exchanges (shorthand in [CoAP] example style, actual messages using CoAP binary headers)





	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	






8.2.4 Device Management & Service Enablement Interface

The Device Management & Service Enablement Interface is used to access an Object Instance or an individual Resource of an Object Instance. An Object Instance is identified by the path /{Object ID}/{Object Instance ID}. If Object doesn’t support multiple Object Instances, the Object Instance is identified by the path /{Object ID}/0. A Resource is identified by the path /{Object ID}/{Object Instance ID}/{Resource ID}. 
An Object Instance or Resource is Read by sending a CoAP GET to the corresponding path. The response includes the value in the corresponding Plain Text, TLV or JSON format. 

An Object Instance or Resource is Written to by sending a CoAP PUT to the corresponding path. The request includes the value to be written in the corresponding Plain Text, TLV or JSON format. 
A Resource is Executed by sending a CoAP POST to the corresponding path. 

An Object Instance is created by sending a CoAP POST to the corresponding path. The request includes the value to be written in the corresponding TLV or JSON format.

An Object Instance is deleted by sending a CoAP DELETE to the corresponding path. 

Resource attributes MAY be set by a LWM2M Server using the Write Operation on a Resource ID, and can be accessed using the Read Operation. One or more attributes can be written at a time, whereas only one attribute can be read at a time.  The values of these attributes are used by the Information Reporting interface to determine how often Notifications are sent regarding that Resource. A LWM2M Client MAY support a set of these attributes for each LWM2M Server it is configured for. 

Table 21:  Operation to Method Mapping

	Logical Operation
	CoAP Method
	Path
	Success
	Failure

	Read
	GET
	/{Object ID}/{Object Instance ID}/{Resource ID} 
	2.05 Content
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed

	Discover Resources
	GET Accept: application/link-format
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized

	Write
	PUT
	/{Object ID}/{Object Instance ID}/{Resource ID} ?pmin={minimum period}&pmax={maximum period}&gt={greater than}&lt={less than}&st={step}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Write Attributes
	PUT
	/{Object ID}/{Object Instance ID}/{Resource ID} ?pmin={minimum period}&pmax={maximum period}&gt={greater than}&lt={less than}&st={step}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized

	Execute
	POST
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
	4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed

	Create
	POST
	/{Object ID}/{Object Instance ID}
	2.01 Created
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed
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Figure 19: Example of Device Management & Service Enablement interface exchanges.
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Figure 20:  Example of Object Creation and Deletion.

8.2.5 Information Reporting Interface

Periodic and event-triggered reporting about Resource values from the LWM2M Client to the LWM2M Server is achieved through CoAP Observation [OBSERVE]. This simple mechanism allows the LWM2M Server to send an Observe GET request for an Object, Object Instance, Resource which results in asynchronous notifications whenever that Object Instance changes (periodically or as a result of an event). Token of CoAP layer is used to match the asynchronous notifications with the Observe GET. The LWM2M Server can cancel the Observe operation by sending CoAP GET without Observe option. Cancel Observation works as the same as Read operation in CoAP transport layer binding. The LWM2M Server may set the Observe attributes of a Resource to affect the behavior its notifications using the ”Write Attributes” logical operation (see Section 5.3.4Error! Reference source not found.).
Table 22: Operation to Method Mapping
	Logical Operation
	CoAP Method
	Path
	Success
	Failure

	Observe
	GET with Observe option
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content with Observe option
	4.04 Not Found, 4.05 Method Not Allowed

	Cancel Observation
	GET
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.00 Bad Request, 4.04 Not Found

4.01 Unauthorized, 4.05 Method Not Allowed

	Notify
	Asynchronous Response
	
	2.04 Changed
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