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1 Reason for Change

1) This CR proposes to resolve the below comments:
	A113
	2013.07.02
	T
	7.
	Source: Vodafone

Form: 

Comment: Security over SMS is missing

Proposed Change: CR will be provided
	Status: OPEN

	A016
	2013.07.02
	T
	4.1
	Source: pierre.gross@alcatel-lucent.com

Form: DOC#0023

Comment: To be confirmed whether DTLS security is used over SMS. 
Proposed Change: If not, we need to mention this here.
	Status: OPEN 



	A112
	2013.07.02
	T
	7.x
	Source: pierre.gross@alcatel-lucent.com

Form: DOC#0023

Comment: SMS Channel Security is missing
Proposed Change: CR to be provided.
	Status: OPEN 




2) This CR also addresses the objections formulated on the R&A OMA-DM-LightweightM2M-2013-0139R03-CR_SMS_security_comments and proposes an alternative solution to solve SMS  Binding for CoAP.
As ETSI TS 102.225 claims this specification “is applicable to the exchange of secured packets between an entity in a network and an entity in the UICC”, changing the context could have severe impacts which have not been evaluated yet.
The MNO or Service Provider should be aware that the level of assurance (as defined in the ISO/IEC 29115) will not be reached without tamper resistant component in the device (e.g. UICC, embedded UICC, embedded Secure Element, HSM); a tamper resistant element is a guaranty for protecting sensitive data (keys, algorithm) against security attacks. Any other solution is weaker and cannot be considered as a strong secured solution.

The first SMS Binding  proposal  (LWM2M CR139)  includes one option  using ETSI TS 102 225/3GPP TS 31.115   which doesn’t involve any Secure Element, so the initial guarantee is not satisfied. If any attack breaks the security of this OTA-like channel in the LWM2M context  (even inside a laboratory) then the image of ETSI 102 225/3GPP TS 31.115   and its implementation for the standard OTA platform as a whole, could be really damaged. It’s a big risk for no real  benefit;  so  an LS to ETSI-SCP  will  be sent to analyze such an issue.

As an alternative proposal to LWM2M CR139 for achieving the same SMS Binding goals, the LWM2M CR165 proposal  provides: 

· still a solution with security terminated on device but relying on CoAP layer [COAP specification] using  Object Security (CoAP payload encryption) instead of deviation of  ETSI TS 102 225/3GPP TS 31.115 

· also a fully standard secured solution based on ETSI TS 102 225/3GPP TS 31.115 and involving secure element (Smartcard) as primarily specified.
The LWM2M specification may be flexible  concerning the required  level of security  (low, middle, high) – and  the LWM2M CR 165 – proposes up to 3 levels. Also when a high level of security is targeted, the specification shall provide a real strong one, and that’s exactly what the LWM2M CR 165 proposes.

 However  supporting  a graduation in the implementation of complexity is important because  constraints devices are targeted;   that’s why even for SMS Secured Packet based on ETSI TS 102 225/ 3GPP TS 31.115 involving a Secure element , the LWM2M CR165 proposal  is scalable in the sense  the support of Smartcard SMS capability by  the device  can also rely on a very light implementation of ETSI TS 102 223 specification designed for terminal with reduced features capability (Annex “s” of  ETSI TS 102 223)

 It has also to be noted  : the Smartcard implementation of ETSI TS 102 225/ 3GPP TS 31.115 has been proved for years  (SMS encryption/decryption, aggregation in secure environment), discharging the device of quite heavy tasks (in opposite  to the LWM2M CR139 proposal),  with the consequence of lowering  Device complexity  regarding resources and validation cost. 

A last point to consider is LWM2M devices have to support UDP/DTLS implementation as mandatory features of LWM2M specification,  which - compared to support  “Smartcard/secure element” scalable  interface of the  alternative LWM2M CR165 proposal -, seems already much heavier .

2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification. This obligation does not imply an obligation on Members to conduct IPR searches. This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn. Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration. These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  New References
2 References
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7.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/
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	[ETSI TS 102 226]
	ETSI TS 102 226 (V11.0.0): "Smart cards; Remote APDU structure for UICC based applications (Release 11)"

	
	

	[3GPP TS 31.116]
	3GPP TS 31.116 (V10.2.0): "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"


Change 2:  Section 7.1
7.1 UDP Channel Security
The UDP channel security for [COAP] is defined by the Datagram Transport Layer Security (DTLS) [RFC6347], which is the equivalent of TLS v1.2 [RFC5246] for HTTP and utilizes a subset of the Cipher Suites defined in TLS. (Refers to TLS Cipher Suite registry http://www.iana.org/assignments/tls-parameters/tls-parameters.xml)

The DTLS binding for CoAP is defined in Section 9 of [CoAP]. DTLS is a long-lived session based security solution for UDP. It provides a secure handshake with session key generation, mutual authentication, data integrity and confidentiality. 

Since the LWM2M protocol utilizes DTLS for authentication, data integrity and confidentiality purposes, the LWM2M Client and LWM2M Server SHOULD keep a DTLS session in use for as long a period as can be safely achieved without risking compromise to the session keys and counters. If a session persists across sleep cycles, encrypted and integrity-protected storage SHOULD be used for the session keys and counters.
Note that the Client-Server relationship of DTLS (i.e., who initiated the handshake) is separate from the Client-Server relationship of LWM2M. 

Considering that any device with a LWM2M Client can be managed by any LWM2M Server and LWM2M Bootstrap Server the choice of Cipher Suites is not limited to the list defined in Section 9 of [CoAP]. Due the sensitive nature of Bootstrap Information, a particular care has to be taken to ensure protection of that data inducing constraints and dependencies within LWM2M Client/ Bootstrap Server relationship according to the adopted security mode.

Concerning Bootstrap from Smartcard, the same care has to be taken and a secure channel between the Smartcard and the LWM2M Device SHOULD be established as described in Error! Reference source not found. in reference to [GLOBALPLATFORM 3], [GP SCP03].
The keying material used to secure the exchange of information using DTLS session is obtained using one of the bootstrap modes defined in Section Error! Reference source not found. Bootstrap Modes. The formats of the keying material carried in the LWM2M Server Access Security Object Instances are defined in Appendix Error! Reference source not found..
The Resources (i.e., “Security Mode”, “Public Key or Identity” , “Server Public Key or Identity” and “Secret Key”) in the LWM2M Server Access Security Object that are associated with the keying material are used either

1) for providing UDP channel security in “Client Registration”, “Device Management & Service Enablement”, and “Information Reporting” Interfaces if the LWM2M Server Access Security Object Instance relates to a LWM2M Server, or,

2) for providing channel security in Bootstrap Interface if the LWM2M Server Access Security Object instance relates to a LWM2M Bootstrap Server.
LWM2M Clients MUST either be directly provisioned for use with a target LWM2M Server (Factory Bootstrap mode or Smartcard Bootstrap mode) or else be provisioned for secure bootstrapping with an LWM2M Bootstrap Server. Any LWM2M Client which supports Client or Server initiated bootstrap mode MUST support at least one of the following secure methods: 
1) Bootstrapping with a strong (high-entropy) pre-shared secret, as described in Error! Reference source not found.. The cipher-suites defined in this section MUST NOT be used with only a low-entropy pre-shared secret.

2) Bootstrapping with a temporary, low-entropy pre-shared secret (such as a PIN, password and private serial number) using the cipher-suite TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256, as defined in RFC5489. 

3) Bootstrapping with a public key or certificate-based method (as described in Error! Reference source not found. and Error! Reference source not found.). The LWM2M client MUST use a unique key-pair, one which is unique to each LWM2M client.
For full interoperability, a LWM2M Bootstrap Server SHALL support all of these methods.
Change 3:  New Section 7.2
7.3 SMS Channel Security

This section defines the 3 security modes for the transport of CoAP over SMS, namely by increasing level of security: “NoSec” mode, Object Security mode and Secured Packet Structure mode.

LWM2M Clients supporting SMS, when the SMS Channel is only used for debugging purposes MAY support the NoSec mode.

LWM2M Clients supporting UDP and SMS, when the SMS Channel is only used for triggering as defined in chapter 8.4, MUST support the adequate mechanism for securing UDP Channel as defined in chapter 7.1 UDP channel security. Those clients MAY use any SMS security mode. In particular SMS NoSec mode MAY be used for SMS triggering since all other communication will be secured by UDP channel security.

Note : using SMS NoSec for SMS triggering could induce “Denial of Service” (DoS) issue.

LWM2M Client supporting SMS for communications other than triggering MUST support either SMS Secured Packet Structure Mode or SMS Object Security Mode.
In any security mode except for debugging purposes, when an SMS message is received from an MSISDN that is not recorded either in Smartcard or in LWM2M Server SMS Number resource of the LWM2M Server Access Security, the SMS message MUST be silently ignored.
7.3.1 SMS “NoSec” mode
It is highly recommended to always use LWM2M with one of the security mechanisms described in this section. However, there are few scenarios and use cases where security is provided by lower layers. For example LWM2M devices in a controlled environment behind a gateway, or, tests focussing first on other functions before performing end-to-end tests including security. 
This security profile is also useful to support SMS triggering when all other exchanges run over UDP Channel.

Note : using SMS NoSec for SMS triggering could induce “Denial of Service” (DoS) issue 
7.3.2 SMS Object Security mode
This section defines the security modes for the transport of COAP over SMS using Object security as recommended in [CoAP ] section !!!!.
In this profile the Object Security SMS Security mode is used to protect the payload of CoAP messages on SMS. CoAP requests SHOULD be protected by Object security profile as defined in [COAP AUTH].
The goal, in this profile, is to not have a security establishment phase and instead send secure objects in CoAP request and response. The assertion is a secure object in itself which is passed in the CoAP request. In addition to the assertion, the CoAP request and the CoAP response may contain a secure payload object.

7.3.3 SMS Secured Packet Structure mode
This section defines the security modes for the transport of CoAP over SMS. The SMS payload security is provided by the Secured Packet Structure defined in [3GPP TS 31 115]/[ETSI TS 102 225] The solution is designed for exchanging SMS secured packets between an entity in a network (LWM2M Server) and an entity in a Smartcard/UICC which is located in the LWM2M device.

This mode is used for securing the SMS payload exchanged between LWM2M Client and Server. The SMS payload security specified in this section MUST be supported when the LWM2M Client device supports a Smartcard and the SMS binding is used. 
During Smartcard Bootstrap phase, a LWM2M Client which uses this SMS binding mode, MUST be configured with a list of target LWM2M Servers, it has to communicate with.
7.3.3.1 SMS Secured Packet Binding for CoAP messages
In SMS Secured Packet Structure mode, a CoAP message as defined in [CoAP] MUST be encapsulated in [3GPP 31.115] Secured Packets, in implementing - for SMS Point to Point (SMS_PP) - the general [ETSI 102 225] specification for UICC based applications
· The “Command Packet” command specified in [3GPP 31.115] /[ETSI TS 102 225] MUST be used for both CoAP Request and Response message
· The Structure of the Command Packet contained in the Short Message MUST follow [3GPP 31.115] specification

· SPI SHALL be set as follow (see coding of SPI in [ETSI TS 102 225] section 5.1.1):
· use of cryptographic checksum
· use of ciphering
· The ciphering and crypto graphic checksum MUST use either AES or Triple DES
· Single DES SHALL NOT be used
· AES SHOULD be used
· When Triple DES is used , then it MUST be used in outer CBC mode and 3 different keys MUST be used
· When AES is used it MUST be used with CBC mode for ciphering (see coding of KIc in [ETSI TS 102 225] section 5.1.2) and in CMAC mode for integrity (see coding of KID in [ETSI TS 102 225] section 5.1.3).
· process if and only if counter value is higher than the value in the RE 
· PoR depends on LWM2M Server Policy
· TAR MUST be the one of the LWM2M UICC Application
· Note : this TAR value MUST have been allocated by ETSI-SCP and registered in [ETSI TS 102 220]
· Secured Data : contains the Secured Application Message which MUST be coded as a BER-TLV, the Tag (TBD : e.g 0x05) will indicate the type (e.g CoAP type) of that message

7.3.3.2 SMS Header [3GPP TS 23.040]
7.3.3.3 The [3GPP TS 23.040] SMS header MUST be defined as below :

· TP-PID : 111111 (USIM Data Download) as specified in [3GPP TS 23.040]
· TP-OA : the TP-OA (originating address as defined in [3GPP 23.040] of an incoming command packet (e.g CoAP request) MUST be re-used as the TP-DA of the outgoing packet (e.g CoAP response)
7.3.3.4 SMS Secured Packet mode mechanisms
1. Secure SMS Transfer to UICC 
A SMS Secured Packet encapsulating a CoAP request received by the LWM2M device, MUST be – according to [ETSI TS 102 225]/[3GPP TS 31.115] - addressed to the LWM2M UICC Application in the Smartcard where it will be decrypted, aggregated if needed, and checked for integrity.
If decryption and integrity verification succeed, the message contained in the SMS MUST be provided to the LWM2M Client 
If decryption or integrity verification failed, SMS MUST be discarded. 
The mechanism for providing the decrypted CoAP Request to the LWM2M Client relies on basic GET_DATA commands of [GP SCP03] .This data MUST follow the format as below 
data_rcv _  ::= <address> <coap_msg>

address       ::= TP_OA ; originated addresss

 coap_msg  ::= COAP_TAG <coap_request_length> <coap_request>

 coap_request_length ::= 16BITS_VALUE

 coap_request            ::= CoAP message payload 

 In current LWM2M release, the way the LWM2M Client Application is triggered for retrieving the available message from the Smartcard is at the discretion of the device : i.e a middle class LWM2M Device implementing [ETSI TS 102 223] ToolKit with class “e” and “k” support could be automatically triggered by Toolkit mechanisms, whereas a simpler LWM2M device could rely on a polling mechanisms on Smartcard for fetching data when available. Anyway, LWM2M UICC Application SHALL support the both approaches.
2. Secured SMS Transfer to LWM2M Server 
For sending a CoAP message to the LWM2M Server, the LWM2M Client prepares a data containing the right TP-DA to use, concatenated with the CoAP message and MUST provide that data to the LWM2M UICC Application in using the [GP SCP03] STORE-DATA command. 
According to [ETSI TS 102 225]/[3GPP TS 31.115] the Smartcard will be in charge to prepare (encryption / concatenation) the CoAP message before sending it as a SMS Secure Packet ([ETSI TS 102 223] SEND_SMS command). 
The SMS Secured Packet MUST be formated as Secured Data specified in section 7.3.1.2 
The secure channel as specified in annex H of this document MUST be used to provide the prepared data to the Smartcard.
Change 3 Annex E.1
E.1 LWM2M Object: LWM2M Security

Description: This LWM2M Object provides the keying material of a LWM2M Client appropriate to access a specified LWM2M Server. One Object Instance SHOULD address a LWM2M Bootstrap Server 

These LWM2M Object Resources MUST only be changed by a LWM2M Bootstrap Server or Bootstrap from Smartcard and MUST NOT be accessible by any other LWM2M Server.
Object Info:
	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	LWM2M Server Access Security
	0
	
	Yes
	Yes


Resource Info:
	Resource Name
	Resource ID
	Supported Operations
	Multiple

Instances?
	Mandatory?
	Type
	Range or Enumeration
	Units
	Descriptions

	LWM2M Server URI
	0
	
	No
	Yes
	String


	0 – 255 bytes
	-
	Uniquely identifies the LWM2M Server or LWM2M Bootstrap Server, and is in the form:

“coaps://host:port”, where host is an IP address or FQDN, and port is the UDP port of the Server. 

	Bootstrap Server
	1
	
	No
	Yes
	Boolean
	
	-
	Determines if the current instance concerns a LWM2M Bootstrap Server (true) or a standard LWM2M Server (false) 

	UDP Security Mode
	2
	
	No
	Yes
	Integer
	0-3
	-
	Determines which UDP payload security mode is used
0: Pre-Shared Key mode
1: Raw Public Key mode
2: Certificate mode

3: NoSec mode

	SMS Security Mode
	
	
	No
	Yes
	Integer
	0-255
	-
	Determines which SMS payload security mode is used (see section 7.2)
0: Secure Packet Structure mode 
1: Object Security mode
2 : NoSec mode
255: reserved modes

	Public Key or Identity
	3
	
	No
	Yes
	Opaque
	
	-
	Stores the LWM2M Client’s Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section Error! Reference source not found..

	Server Public Key or Identity
	4
	
	No
	Yes
	Opaque
	
	-
	Stores the LWM2M Server’s or LWM2M Bootstrap Server’s Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section Error! Reference source not found..

	Secret Key
	4
	
	No
	Yes
	Opaque
	
	-
	Stores the secret key or private key of the security mode. The format of the keying material is defined by the security mode in Section E.1.1. This resource MUST only be changed by a bootstrap server and MUST NOT be readable by any server.

	
	
	
	
	
	
	
	-
	



	

	
	
	
	
	
	
	-
	

	SMS Binding Secret Keys
	
	
	No
	Yes
	Opaque
	32-48 bytes
	-
	Stores the values of the keys for the SMS Object Security binding. 
This resource MUST only be changed during a bootstrap procedure and MUST NOT be readable by any server.

	LWM2M Server SMS Number
	
	
	No
	Yes
	Integer
	
	-
	MSISDN used by the LWM2M Client to send messages to the LWM2M Server via the SMS binding.The LWM2M Client MUST silently ignore any SMS not originated from known MSISDN. 
In Secure Packet Structure mode, LWM2M Server SMS Number
MUST only be provisioned during Smartcard Bootstrap Phase.


	Short Server ID
	5
	
	No
	No
	Integer
	1-65535
	-
	This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.

This resource MUST be set when the Bootstrap Server resource has false value.

Default Short Server ID (i.e. 0) MUST NOT be used for identifying the LWM2M Server.

	Client Hold Off Time
	6
	
	No
	Yes
	Integer


	
	s
	Relevant information for a Bootstrap Server only.
The number of seconds to wait before initiating a Client Initiated Bootstrap once the LWM2M Client has determined it should initiate this bootstrap mode


E.1.1 UDP Channel Security: Security Key Resource Format

This section defines the format of the Secret Key and Public Key and Identity resources of the LWM2M Server and LWM2M Bootstrap Objects when using UDP Channel security. These resources are used to configure the security mode and keying material that a Client uses with a particular Server. The Objects are configured on the Client using one of the Bootstrap mechanisms described in Section 5.1. The use of this keying material for each security mode is defined in Section 7.1.
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