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1 Reason for Contribution

Progress discussion on SMS security for device end-point, following LS from ETSI SCP.

2 Summary of Contribution

This contribution describes a number of options to explore to resolve the issue on device-terminated SMS security in LWM2M v1.0.
The intention at this stage is to:

a) invite feedback on these, 

b) agree on an objective view of the pros and cons, 

c) identify which options are acceptable to OMA DM members and potentially the LWM2M implementation community, 

d) and see if there are further options.

3 Detailed Proposal

Six options are presented to progress device-terminated SMS security.

	Option 1:  Remove Device end-point section  (7.2.2.1) from the specifications



	Pros

a/  Addresses concern from ETSI SCP


	Cons

a/ no SMS security solution for CDMA devices.

b/ to achieve secure SMS, 3GPP devices must use Smartcard end-point which requires new UICC functionality (en/decryption applet) and new client interface functionality to get data from UICC.

b/  implementers may prefer to use original v1.0 rather than v1.1 with less functionality.




	Option 2:  Use proprietary security for device end-point (7.2.2.1)

- according to Gemalto, Orange, TIM CR LWM2M-2014-0011



	Pros

a/   Addresses concern from ETSI SCP


	Cons

a/  not clear what proprietary mechanisms can be used, so same  a/ and b/ and c/ apply from option 1.




	Option 3:  Strengthen SHOULDs to SHALLs in 7.2.2.1

e.g.

· The ciphering and integrity keys and associated counter values SHOULD be held in a smart card or other tamper resistant secure storage environment (e.g. embedded secure element).
· The client SHOULD pass MT SMS to the smart card/SE for decryption and integrity checking, and SHOULD pass MO SMS to the smart card/SE for encryption and integrity protection before sending.
Modify some of the other text in the paragraph about session keys accordingly.  

Probably best to keep in a recommendation that key lifetime should be linked to registration lifetime though (see drawbacks).



	Pros

a/  Addresses the main concerns about diminished security (versus UICC) expressed by SCP.

b/  Unlikely that ETSI SCP will have an issue with terminating 102.225 on other smart cards, or SEs for instance.
	Cons

a/ It will still be referencing 102.225 in a “non-UICC” context so does not directly address the SCP LS.

b/ It is not clear what will happen in devices without a smart card: possibly implementers will interpret “tamper resistant secure storage environment” or “embedded secure element” in a “creative” fashion, which introduces a risk.

c/ If the text about limiting key lifetime is then removed, this could lead to worse security than in version 1.0.




	Option 4:    Introduce minor changes so that 102.225 is no longer directly referenced.

- e.g. remove the TAR (or call it something else)

- e.g. change algorithms  and/or   modes of use



	Pros

a/   Relatively small change if anyone has already started implementing. 

b/  DM Server or DM Bootstrap server won’t need substantial extra code.


	Cons

a/  Will be difficult to avoid referencing 102.225, or avoid copying sections of 102.225 (copyright issues).  

b/  risk that the “tweak” will accidentally worsen security. 

c/  Hard to see what other algorithms to use apart from AES and 3DES.




	Option 5:    Develop a completely new device termination protocol  (re-write 7.2.2.1)

e.g.

(a) We create a parallel solution, equivalent to 102.225.

(b) We have a simplified solution,  e.g. remove or shorten TAR (or call it something different), require use of single key and algorithm, and combined encrypt/authenticate mode (say AES in CCM mode), so no need to include parameters like KIc, KID, SPI.   Still issues to sort out (counters, nonces, padding, formatting etc.).



	Pros

a/   Removes dependency on 102.225.


	Cons

a/  A lots of work for no clear gain; no obvious volunteers to contribute effort, so unlikely to move fast.

b/  No-one knows yet what this will look like; no obvious standard to reference. 

c/  Unlikely to improve security, and significant risk of weakening security compared to an existing reviewed standard.

d/  Maybe copyright problems if relevant sections of 102.225 need to be copied, e.g. to make the new protocol work.
e/  DM Server and DM Boostrapping Server will now have to support three protocols (DTLS, 102.225 and this new one).

f/  Unlikely to stop implementers using 102.225 for device end-point (e.g. they can just treat it as a “proprietary mode”  which is allowed in the intro to 7.2)




	Option 6:    Leave the specification as is.

- except for revising TAR for UICC termination, when one is assigned.



	Pros

a/  this is the default option if no CRs can be agreed.

b/  reduces impact on implementations in progress.


	Cons

a/  Means that OMA is not following the advice from ETSI SCP.




4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Members are invited to contribute other proposals, complete the view on pros and cons.

Recommendation is to poll OMA DM members and LWM2M implementation community on preferred resolution, and to assess whether there are resources available for further specification work.

Because there is no ideal solution for all companies, the recommendation is NOT to decide on an option at the Hawaii meeting but to openly evaluate the pros and cons of each, the goal being to complete prior to LWM2M 1.0 reaching approved state.
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