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1 Reason for Change

New functionality introduction for Lock & Wipe V1.0. Introduction of Lock & Wipe Object ID.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

I kindly request the DM group to review the CR and agree the proposed changes.
6 Detailed Change Proposal
Change 1:  Object ID for Lock & Wipe

5. LWM2M Object: Lock and Wipe
Description 
This LWM2M objects provides the resources needed to perform the lock and wipe operations. 

· Object definition

	Name
	Object ID
	Instances
	Mandatory
	Object URN

	Lock and Wipe
	8
	Single
	Optional
	


Change 2:  Introduction update
4.
Introduction

· 
· 
· 
· 

In order to provide specific clean path for device maintenance it is essential for resetting the contents of the devices back to default factory settings. It would also be essential to provide certain partial cleaning capability as well as complete erase. This Lock & Wipe object enabler defines the application lock & wipe operations on top of LWM2M R1.0 in order provide such capabilities automatically from central location. 
The functionalities defined under this object enabler are 

1) Lock operation, for locking a constrained device
2) Wipe operation, for wiping a constrained device partially or completely 
5. Interfaces

The interfaces defined in LWM2M R1.0 continue to be supported along with the new possibilities of Lock & Wipe.

5.1 Lock Operation

The “Lock” operation is used for LWM2M Server to lock a specific section of the device through LWM2M client for further processing towards wipe operations. 
The Object Instance or Resource Instance is locked further in the LWM2M Client by the LWM2M Server MUST be an Object Instance that is announced by the LWM2M Client to the LWM2M Server using the “Register” and “Update” operations of the Client Registration Interface. 
If no Object Instance ID or Resource ID is provided then the entire Object ID should be locked by the LWM2M Client.
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object. 

	Object Instance ID
	No
	-
	Indicates the Object Instance. 



	Resource ID
	No
	-
	Indicates the Resource.


The following example shows 2 cases of lock operation, a locked state and a following bad request as already the resource was locked earlier
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5.2 Wipe Operation

The “Wipe” operation is used for LWM2M Server to wipe a specific section of the device through LWM2M client after that section has been successfully locked. The Wipe operation is the Execute operation performed on the LWM2M client with right attributes.
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object. 

	Object Instance ID
	No
	-
	Indicates the Object Instance. 



	Resource ID
	No
	-
	Indicates the Resource.


The following example shows lock & wipe operation in sequence
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2. References

2.1 Normative References

None
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