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1 Reason for Change

The goal is to make fairly minimal changes to the SMS security mechanism in LWM2M v1.0 while addressing the main security concerns expressed by ETSI SCP. Adding DTLS over SMS would be an alternative approach, but is currently not mature enough to be referenced for v1.0: this should be done in v1.1.

ETSI SCP requested OMA LWM2M to clarify the session key mechanism, which indicates that a suitably secure session key mechanism ought to be able to address their concerns (particularly so if it involves the UICC).

The existing text of LWM2M v1.0 does discuss a session key mechanism, but leaves details proprietary. This CR proposes to use the standardized GBA Push mechanism already identified in OMA DM 2.0 to derive integrity and ciphering keys for SMS. A single additional GPI (GBA Push Info) message may be sent from the Server or Bootstrapping Server whenever new session keys are needed. Alternatively, where bootstrapping from the Smart Card is supported, then updating the session keys via Remote File Management (RFM) or Remote Application Management (RAM) as defined in ETSI  TS 102 226 is another option. 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  New References
2    References

2.1     Normative References

	[3GPP-TS_23.003]
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	[3GPP-TS_23.038]
	3GPP TS 23.038 ”Alphabets and language-specific information”

	[3GPP-TS_23.040]
	3GPP TS 23.040 “Technical realization of the Short Message Service (SMS)”

	[3GPP-TS_31.111]
	3GPP TS 31.111 “Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)”

	[3GPP-TS_31.115]
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	[RFC4122] 
	“A Universally Unique Identifier (UUID) URN Namespace”, P. Leach, et al. July 2005, URL:http://www.ietf.org/rfc/rfc4122.txt
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	The Transport Layer Security (TLS) Protocol Version 1.2
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	TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)
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	PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL: ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf
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	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221 release 11), URL:http://www.etsi.org/

	[ETSI TS 102.223]
	"Smart Cards; Card Applications Toolkit (CAT) (Release 11) 
URL:http://www.etsi.org/

	[ETSI TS 102.225]
	ETSI TS 102 225 (V11.0.0): "Smart Cards; Secured packet structure for UICC based applications (Release 11)" URL:http://www.etsi.org/

	[ETSI TS 102 226]
	ETSI TS 102 226 (V11.0.0):  "Smart cards; Remote APDU structure for UICC based applications (Release 11)"

	[GLOBALPLATFORM]
	GlobalPlatform  v2.2.1 - January 2011 -
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	GlobalPlatform  Secure Channel Protocol 03 (SCP 03) Amendment D v1.1 Sept 2009

	
	


7.2 Informative References
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	[3GPP TS 31.116]
	3GPP TS 31.116 (V10.2.0): "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"

	[3GPP2 C.S0078-0]
	3GPP2 C.S0078-0 (V1.0)::  "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications"

	[3GPP2 C.S0079-0]
	3GPP2 C.S0079-0 (V1.0)"Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications "


Change 2:  Section 7.2.2.1
5.2.1.1 Device end-point 
If the SMS channel end-point is on the device the following settings SHALL be applied:

Class 1 SMS as specified in [3GPP TS 23.038]

TP-PID of 111101 (ME Data Download) as specified in [3GPP TS 23.040] 
TP-OA : the TP-OA (originating address as defined in [3GPP 23.040] of an incoming command packet (e.g CoAP request) MUST be re-used as the TP-DA of the outgoing packet (e.g CoAP response)
TAR (see coding of TAR in [ETSI TS 101 220], section 6) SHALL be set to a value in the range BF FF 00 - BF FF FF.

NOTE1: TARs for LWM2M SMS security will be requested from ETSI SCP and the range above applies only until the TAR has been assigned.  There will be two different TARs for terminating the security on the smartcard or on the device.
The ciphering and integrity keys and associated counter values SHOULD be held in a smart card or other tamper-resistant secure storage environment (e.g. embedded secure element). The client SHOULD pass MT SMS to the smart card/SE for decryption and integrity checking, and SHOULD pass MO SMS to the smart card/SE for encryption and integrity protection before sending. 

NOTE2: The mechanism for this is proprietary within the current release of LWM2M 1.0, but may be standardized in a future release.

If the keys and associated counter values are not stored in the above recommended way, they SHALL be treated as session keys with a lifetime no greater than the duration of the Registration Lifetime (Section 5.2.1). The LWM2M Client SHALL acquire fresh key material on each “Register” or “Update” operation (Section 5.1.2.2 or 5.2.2), using one of the mechanisms described below, and reset the counters:
· Re-bootstrapping via the GBA Push mechanism, as described in [OMA DM v2.0] section 9.3.1.3. GBA Push uses a UICC to generate a so called Ks_(ext/int)_NAF shared secret both in the network and in the device. From this master key Ks_(ext/int)_NAF, two session secrets are then generated: the DMBEK and the DMBIK. The value of the KIc (ciphering key for SMS) SHALL be set by truncating DMBEK to the relevant key length (taking bits 0 to 127 for AES-128, or bits 0 to 167 bits for 3DES), and the value of the KID (integrity key for SMS) SHALL similarly be set by truncating DMBIK to the relevant key length (bits 0 to 127 for AES-128, or bits 0 to 167 for 3DES). The GBA Push Info SHALL be delivered to the LWM2M Client using a Class 1 SMS as specified in [3GPP TS 23.038] with a TP-PID of 111101 (ME Data Download) as specified in [3GPP TS 23.040].
· Re-bootstrapping from the Smart Card by one of the following methods:

· Using the above-described GBA Push mechanism, specifically with GBA-U, and with the Smart Card generating the DMBIK and DMBEK from Ks_int_NAF.

· Using Remote File Management (RFM) or Remote Application Management (RAM) as specified in [ETSI TS 102.226]. The LWM2M Server SHALL generate random new key data of appropriate length for KIc and KID and ensure these are delivered to the Smart Card by a Class 2 SMS as specified in [3GPP TS 23.038] with a TP-PID of 111111 (USIM Data Download) as specified in [3GPP TS 23.040], protected using the relevant OTA security keys for RFM or RAM.  
The Smart Card SHALL place the updated session keys in the provisioning file EF_LWM2M_Bootstrap.
· Re-bootstrapping via the UDP binding, secured as described in Section 7.1 (UDP Security).

Where the UDP binding is unavailable, the LWM2M Server (or Bootstrapping Server) SHOULD send SMS to the LWM2M Client to refresh the session keys before the next attempted “Register” or “Update” operation. If the LWM2M Client attempts to contact the LWM2M Server using an expired registration, or attempts to “Register” or “Update” using a stale key, the LWM2M Server SHALL respond with an error (4.00 Bad Request) and SHALL send SMS to refresh the session keys. However, the LWM2M Server SHOULD send such SMS prior to the expiry of the current Registration, if the LWM2M Client is awake; or if the LWM2M Client is in a sleep cycle, the LWM2M Server (or Bootstrapping Server) SHOULD send such SMS on the next wake up. These measures will avoid a failed “Register” or “Update” operation.
As for Section 7.1 (UDP Security), where a session persists across sleep cycles, encrypted and integrity-protected

storage SHOULD be used for the session keys and counters. Alternatively, new session keys SHALL be established by one of the above mechanisms on wake up from a sleep cycle.
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