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1 Reason for Change

	A006
	2014.01.23
	T
	5
	Source: Vodafone
Form: <INP doc, mtg, confcall>

Comment:  A clarification would be useful regarding client initiated softare deactivation/activation (versus server initiatied softwree activation). 

Proposed Change: Possibly rename resource “activation result” to “activation state”, and explain that not only the server but also the client may change the state.
	Status: OPEN  GTO

The activation state is reflecting the Software management internal State Machine. 
More than clarification, rational and new triggers are needed for  adding Client Initiated new Functionality
Proposed change : “activation state” included in CR


	A008
	2014.10.22
	E
	5 or 6
	Source: Vodafone
Form: <INP doc, mtg, confcall>

Comment: add state diagram for illustrative purposes
Proposed Change:  CR to be provided
	Status: OPEN  GTO

A  full Software Management State Machine is provided with explanation around


2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Details State Machine and operations  for SWMGMT Object
5. Software Management Process 
The Software Management process is split in 2 sub-processes :   a Package Installation Process and a Software Activation Process.
The Package InstallationProcess is in charge of  managing all the operations performed on a Package  up to the the final software installation in the LWM2M Client.  Once the software is installed , the Software Activation  Process manages the operations for authorizing or not this software to be usedby the LWM2M Client.
Note : Each sub-process is governed by its own State Machine; however  the Software Activation State Machine is alive only when  the Package InstallationState Machine is in the INSTALLED state. 
5.2 The Package InstallationState Machine and operations
5.2.2 The Package Installation  State Machine
5.3 
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Figure 1   Package Installation State Machine 

5.3.2 The Package Installation States

Four  states  composes  the Package Installation State Machine. 
5.3.2.1 INITIAL  State

In the INITIAL State there is no package downloaded in the LWM2M Device. In that State,  the Package Installation State Machine is waiting for the event which will trigger the process of downloading a new package in the device. 

This event  is generated by the Server in uploading some data in  the  SwMgmt Object Instance. The target of this upload could be : 
· either the  “Package” resource  : so the package itself is uploaded

· or  the “Package URI” resource: in that case the Client will use the provided URI for downloading the package from that location

That event will trigger the transition from INITIAL State to DOWNLOAD State, it will also reset the “Update Result” to the default value “ 0”.

5.3.2.2 DOWNLOAD State

The State Machine enters the DOWNLOAD state  from the INITIAL  State when the process of loading a new package in the device is triggered.

The transition from this DOWNLOAD State to the DELIVERED State will automatically occur  as soon as  the Package has been  correctly loaded (Integrity Verified) in the Device .

If any error occurs during the download phase,  the State Machineexits this state and returns back to the INITIAL State (Faulty  package is removed); in that case the Update Result resource contains the code identifying which error has occurred (range from 3 to 9).

5.3.2.3 DELIVERED State

To enter that state  the package  MUST have been successfully loaded during the DOWNLOAD State (Integrity of the downloaded  package has been successfully verified)

The transition from this  DELIVERED State to the  INSTALLED State occurs when the Install  resource is triggered, and the installation process is successful. 
The Update Result resource will be then set to the  “Software successfully installed” value.
If any error occurs during the installation, the Package InstallationState Machine remains in the DELIVERED State and the Update Result resource contains the code identifying which error has occurred (range from 3 to 9).

The transition from this DELIVERED state to the INITIAL State occurs when the Uninstall resource is triggered, the package is then  removed from the LWM2M Device.


5.3.2.4 INSTALLED State
In that the state, the software has been successfully  installed from the downloaded  package, and as long as the State Machine remains in that state,  the Update Result resource contains  the “Software successfully installed” value, and the Software  Activation  sub-process is validated .
When the Uninstall resource is triggered, there is a transition back to the INITIAL State, the package is removed from the LWM2M Device; as a side effect, the Update Result resource is reset to the initial value 0, and the Software  Activation  sub-process is devalidated 
5.3.3 The Package Installation  Operations
5.4 Two executable resources have been defined for implementing the Software Install and  Uninstall operations.
5.4.2.1 Install  Executable resource

This Executable Install resource aims at triggering the software installation from the downloaded package when the system is in DELIVERED State.
When the software  installation is successful, the transition from the  DELIVERED State  to the INSTALLED State is performed and the Update Result is set to the “Software  successfully installed” value.
When the State Machine is not in DELIVERED state, executing that Install resource has no effect except setting the Update Result to “No package loaded”
When this installation fails, the Package Installation State Machine remains in the DELIVERED State and the Update Result resource is not modified.

5.4.2.2 Uninstall  Executable resource

This Executable Uninstall resource aims at removing from the LWM2M Client a  software functionality previously installed.

When the Uninstall resource is executed,  the Package InstallationState Machine performs a transition back to the INITIAL State,  as a side effect the Update Result is reset to the initial value 0, and the package is removed from the LwM2M Device.
Triggering this Uninstall resource whereas the Package InstallationState Machine is neither in INSTALLED State nor in DELIVERED State,  will produce no effect  
5.5 The Software Activation State Machine and operations
5.6 
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Figure 2 Software Activation State Machine 

The Sofware Activation State Machine is alive only when the Package Installation State Machine  is in the INSTALLED State., 

When the Software Activation State Machine is not alive, no transition inside this State Machine is allowed.
When the Package InstallationState Machine enters the INSTALLED State, the current state of the Software Activation State is set to  INACTIVE State.

The Software Activation State Machine is defined by :

· 2 states .: the ACTIVE State and the  INACTIVE  State  

· and  2 operations,  implemented with 2 Executable Resources : the Activate Resource and the Deactivate Resource.

When the current state is set to INACTIVE, the LWM2M Client MUST NOT use the installed software
When the current state is set to ACTIVE, the installed software can be used by the LWM2M Client.

The transition from the  INACTIVE State to the  ACTIVE State occurs when the Activate Executable Resource is triggered.
The transition from the  ACTIVE State to the  INACTIVE State occurs when the Deactivate Executable Resource is triggered.
The Activation State resource is set accordingly : ENABLED when the Activation State Machine  is at ACTIVE, DISABLED when either the Activation State Machine is at INACTIVE or this State Machine is not alive.
Change 2:  Specification Table modified  accordingly to Change 1 
 6.LWM2M Object: Software Management
Description 
This LWM2M objects provides the resources needed to perform software management on the device. Each software component is managed via a dedicated Software Management Object instance.

Object definition 
	Name
	Object ID
	Instances
	Mandatory
	Object URN

	Sofware Update
	9
	Multiple
	Optional
	urn:oma:lwm2m:oma:9


Resource definitions

	ID
	Name
	Operations
	Instances
	Mandatory
	Type
	Range or Enumeration
	Units
	Description

	0
	PkgName
	R
	Single
	Mandatory
	String
	0-255 bytes
	
	Name of the software package

	1
	PkgVersion
	R 
	Single
	Mandatory
	String
	0-255 bytes
	
	Version of the software package

	2
	Package
	W
	Single
	Mandatory
	Opaque
	
	
	Software package

	3
	Package URI
	W
	Single
	Mandatory
	String
	0-255 bytes
	
	URI from where the device can download the software package by an alternative mechanism. As soon the device has received the Package URI it performs the download at the next practical opportunity.

	4
	Install
	E
	Single
	Mandatory
	
	
	
	Installs software from the package either stored  in Package resource or downloaded from the Package URI. This Resource is only executable when the value of the State Resource is DELIVERED.

	5
	Installation Options
	W
	Single
	Optional
	String 
	
	
	Indication of installation options such as the target system, …

	6
	Uninstall
	E
	Single
	Mandatory
	-
	-
	
	Uninstalls the software package ,removes it from the Device if  present and set Update State  back to INITIAL state.

	7
	Update State
	R
	Single
	Mandatory
	Integer
	1-4
	
	Indicates current state with respect to this software update. This value is set by the LWM2M Client. 

1: INITIAL (before downloading) 

(see 5.2.2.1)
2: DOWNLOAD (The data sequence is on the way) 

(see 5.2.2.2)

3: DELIVERED 
(see 5.2.2.3)
In that state, the package has been correctly downloaded and is ready to be installed.




If  executing the Install Resource failed, the state remains atDELIVERED. 

If executing the Install was successful, the state changes from DELIVEREDto INSTALLED state. 
After executing the UnInstall Resource, the state changes to IDLE


	
	
	
	
	
	
	
	
	4: INSTALLED 

In that state the software is correctly installed and can be activated or desactivated  according to the Activation State Machine ((see 5.2.2.4)

	8
	Update Supported Objects
	RW
	Single
	Optional
	Boolean
	
	
	If this value is true, the LWM2M Client MUST inform the registered LWM2M Servers of Objects and Object Instances parameter by sending an Update or Registration message after the software update operation at the next practical opportunity if supported Objects in the LWM2M Client have changed, in order for the LWM2M Servers to promptly manage newly installed Objects. 

If false, Objects and Object Instances parameter MUST be reported at the next periodic Update message. 

The default value is false.

	9
	Update Result
	R
	Single
	Mandatory
	Integer
	0-8
	
	Contains the result of downloading or installing/uninstalling the software 

0: Initial value. Prior to download any new package in the Device, Update Result MUST be reset to this initial value. One side effect of the executing the Uninstall resource is to reset Update Result to this initial value “0”.

. 

1: Software  successfully installed, 
2: Not enough storage for the new software package. 

3. Out of memory during downloading process. 

4: Connection lost during downloading process. 

5:check failure for new downloaded package. 

6: Unsupported package type. 

7: Invalid URI
8:  No package loaded
This Resource MAY be reported by sending Observe operation.

	10
	Activate
	E
	Single
	Mandatory
	
	
	
	This action activates the  software previously successfully installed (the Package Delivery State Machine is currently in the INSTALLED  state)

	11
	Deactivate
	E
	Single
	Mandatory
	
	
	
	This action deactivates software if the Package Delivery State Machine is currently in the INSTALLED state.

	12
	Activation State
	R
	Single
	Mandatory
	Boolean
	
	
	Indicates the current activation state of this software.: 

0: DISABLED
 Activation State is DISABLED if the Software Activation State Machine is in the INACTIVE state or not alive.
1: ENABLED
Activation State is ENABLED only if the Software Activation State Machine is in the ACTIVE state
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