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1 Reason for Change

Answers to  OMA-DM-LightweightM2M-2014-0062-INP_LwM2M_possible_erratas
· Various mis-alignments between LwM2M and CoAP have been detected 
· Registration update & CoAP response codes
· Observe  operation :  A) Cancel Observation B) Write Attributes C) Information Reporting Interface 

· Text fix on Create operations regarding ACL
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Registration Interface : Update : impact of CoAP Specification Bug fix, additionally 4.09 is not a valid CoaP Response Code. 
8.1.1 Registration Interface

The registration interface is used by a LWM2M Client to register with a LWM2M Server, identified by the LWM2M Server URI. Registration is performed by sending a CoAP POST to the LWM2M Server URI, with registration parameters passed as query string parameters as per Table 1: Operation to Method and URI Mapping and Object and Object Instances included in the payload as specified in Section Error! Reference source not found.. The response includes Location-Path Options, which indicate the path to use for updating or deleting the registration. The server MUST return a location under the /rd path segment.

Registration update is performed by sending a CoAP POST to the Location path returned to the LWM2M Client as a result of a successful registration. 

De-registration is performed by sending a CoAP DELETE to the Location path returned to the LWM2M Client as a result of a successful registration.

	Operation
	CoAP Method
	URI
	Success
	Failure

	Register
	POST
	/rd?ep={Endpoint Client Name}&lt={Lifetime}&sms={MSISDN}
&lwm2m={version}&b={binding}
	2.01 Created
	4.00 Bad Request, 4.03 Forbidden

	Update
	POST
	/{location}?lt={Lifetime}&sms={MSISDN}
&b={binding}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found

	De-register
	DELETE
	/{location}
	2.02 Deleted
	4.04 Not Found


Table 1: Operation to Method and URI Mapping
Change 2:  Response Codes table : replace undefined 4.09 Conflict code with 4.03 Forbidden code
8.2 Response Codes

This section lists available response codes of each operation. The codes are divided into each interface. These are the only valid response codes defined in for the LWM2M Enabler.
	Operations
	Available CoAP Response Codes
	Reason Phrase

	 Bootstrap Interface

	 Request Bootstrap
	2.04 Changed
	Request Bootstrap is completed successfully

	
	4.00 Bad Request
	Unknown Endpoint Client Name

	Write
	2.04 Changed
	“Write” operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different

	Delete
	2.02 Deleted
	“Delete” operation is completed successfully

	
	4.05 Method Not Allowed
	Target is not allowed for “Delete” operation

	Client Registration Interface

	Register
	2.01 Created
	“Register” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

Unknown Endpoint Client Name

Endpoint Client Name does not match with CN field of X.509 Certificates

	
	4.03  Forbidden
	The Endpoint Client Name results in a duplicate entry on the LWM2M Server.

	Update
	2.04 Changed
	“Update” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

	
	4.04 Not Found
	URI of “Update” operation is not found

	De-register
	2.02 Deleted
	“De-register” operation is completed successfully

	
	4.04 Not Found
	URI of “De-register” operation is not found

	 Device Management and Service Enablement Interface

	Create
	2.01 Created
	“Create” operation is completed successfully

	
	4.00 Bad Request
	Target (i.e., Object) already exists 

Mandatory Resources are not specified

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Create” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Create” operation

	Read
	2.05 Content
	“Read” operation is completed successfully

	
	4.00 Bad Request
	

	
	4.04 Not Found
	URI of “Read” operation is not found

	
	4.01 Unauthorized 
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for “Read” operation

	Write
	2.04 Changed
	“Write” operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different

	
	4.04 Not Found
	URI of ”Write“ operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for “Write” operation

	Delete
	2.02 Deleted
	“Delete” operation is completed successfully

	
	4.00 Bad Request
	Target (i.e., Object) is not allowed for “Delete” operation

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Delete” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Delete” operation

	Execute
	2.04 Changed
	“Execute” operation is completed successfully

	
	4.00 Bad Request
	The LWM2M Server doesn’t understand the argument in the payload

	
	4.04 Not Found
	URI of “Execute” operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for “Execute” operation

	Write Attributes
	2.04 Changed
	“Write Attributes” operation is completed successfully

	
	4.00 Bad Request
	The format of attribute to be written is different

	
	4.04 Not Found
	URI of “Write Attributes” operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for Write Attributes operation

	Discover
	2.05 Content
	“Discover” operation is completed successfully

	
	4.04 Not Found
	URI of “Discover” operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for Discover operation

	Information Reporting Interface

	Observe
	2.05 Content
	“Observe” operation is completed successfully

	
	4.00 Bad Request
	Target (i.e., Object) is not allowed for “Observe” operation

	
	4.04 Not Found
	URI of “Observe” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Observe” operation

	Notify
	2.04 Changed
	“Notify” operation is completed successfully


Table 2: Response Codes
Change 3:  A) CoAP Observe Cancellation has changed : impact on  LwM2M : Cancel Observation 
5.2.2 Cancel Observation

The “Cancel Observation” operation is sent from the LWM2M Server to the LWM2M Client to end an observation relationship for Object Instance or Resource. 
Please note that this enabler provides two ways for the LWM2M Server to cancel observation: 
1. in response to a “Notify” operation for which it is not interested in any more, the LWM2M Server can send a “Reset Message” .
2. at any moment, by sending a GET request with Observe option=1, the LWM2M Server can cancel an “Observe” operation on a specified Resource, or specified  Object Instance(s) .
2.  
Change 4:  B) CoAP Observe Cancellation has changed : impact on  LwM2M Write Attributes

5.3.4 Write Attributes

Any readable Resource can have attributes which are considered during the “Observe” operation. The following attributes are used and further explained in the table below: Minimum Period, Maximum Period, Greater Than, Less Than, and Step.
The “Write Attributes” operation is used to change the attributes of a Resource, an Object Instance, or an Object. The operation permits multiple attributes to be modified within the same operation. The “Write Attributes” operation has the following parameters listed at Table 3: Write Attributes parameters.
How to indicate the parameters is specified in [CoRE_Interface].
The LWM2M Server MUST support and LWM2M Client SHOULD support all the parameters listed at Table 3: Write Attributes parameters. 
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance. 



	Resource ID
	No
	-
	Indicates the Resource.

	Minimum Period
	No
	1
	When present, the minimum period indicates the minimum time in seconds the LWM2M Client SHOULD wait from the time when sending the last notification to the time when sending a new notification.  In the absence of this parameter, the Minimum Period is defined by the Default Minimum Period set in the LWM2M Server Object Instance related to that Server.

	Maximum Period
	No
	-
	When present, the maximum period indicates the maximum time in seconds the LWM2M Client SHOULD wait from the time when sending the last notification to the time sending the next notification (regardless if the value has changed). The maximum period MUST be greater than the minimum period parameter. In the absence of this parameter, the Maximum Period is defined by the Default Maximum Period set in the LWM2M Server Object Instance related to that Server.

	Greater Than
	No
	-
	When present, the LWM2M Client SHOULD notify its value when the value is above the value specified in parameter.

	Less Than
	No
	-
	When present, the LWM2M Client SHOULD notify its value when the value is below the value specified in the parameter.

	Step
	No
	-
	When present, the LWM2M Client SHOULD notify its value as soon the change of the Resource value, since the “Observe” operation was started, or, since the last Notification happened, is greater than the “Step” value.

	
	
	-
	


Table 3: Write Attributes parameters
Maximum and/or Minimum Period parameters are used to control how often the “Notify” operation is sent by the LWM2M Client for the observed Object Instance or Resource. If the minimum period and maximum period value are the same, then the LWM2M Client sends notification that time period.
Greater Than, Less Than, and Step MUST be specified only when Resource ID is indicated.

Greater Than, Less Than, and Step parameters MUST be supported only when the Resource type is numeral (e.g., integer, decimal). 
Change 5:  C) CoAP Observe Cancellation has changed : impact on  LwM2M Information Reporting Interface

8.2.1 Information Reporting Interface

Periodic and event-triggered reporting about Resource values from the LWM2M Client to the LWM2M Server is achieved through CoAP Observation [OBSERVE]. This simple mechanism allows the LWM2M Server to send aGET request with Observe option =0 for an Object, Object Instance, or Resource which results in asynchronous notifications whenever that Object Instance changes (periodically or as a result of an event). Token of CoAP layer is used to match the asynchronous notifications with the Observe GET. The LWM2M Server can cancel the “Observe” operation by sending Reset message as the response for Notify message in which the LWM2M Server is not interested any more. When the LWM2M Client receives a Reset in response of a “Notify” operation, the LWM2M Client MUST cancel the Observation regardless if the Notify was sent as a confirmable CoAP message as defined in [OBSERVE] or as a non-confirmable CoAP message. The LWM2M Server can also cancel the “Observe” operation at any moment, on a specified Resource, or  specified Object Instance(s),  by sending a GET request with Observe option=1The LWM2M Server may set the Observe attributes of a Resource to affect the behavior its notifications using the ”Write Attributes” operation (see Section 5.3.4 Write Attributes).
	Operation
	CoAP Method
	Path
	Success
	Failure

	Observe
	GET with Observe option = 0
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content with Observe option
	4.04 Not Found, 4.05 Method Not Allowed

	Cancel Observation
	Reset message
	
	
	

	
	GET with Observe option = 1
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content without Observe option
	4.04 Not Found, 4.05 Method Not Allowed

	Notify
	Asynchronous Response
	
	2.04 Changed
	


Table 4: Operation to Method Mapping
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Figure 1: Example of an Information Reporting exchange.
Change 6:  Text error : Section 5.3.6  : ACL Control Object is useful only when more than 1 LWM2M Server is present
Table 5: Execute parameters
5.3.6 Create

The “Create” operation is used by the LWM2M Server to create an Object Instance within the LWM2M Client. The “Create” operation MUST target either an Object Instance which has not yet been instantiated or the Object. 

The Object Instance that is created in the LWM2M Client by the LWM2M Server MUST be an Object type supported by the LWM2M Client and announced to the LWM2M Server using the “Register” and “Update” operations of the LWM2M Client Registration Interface. 
Object Instance whose Object supports at most one Object Instance MUST be assigned an Object Instance ID of 0 when the Object Instance is Created.
The “Create” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance to create. If this Resource is not specified, the LWM2M Client assigns the ID of the Object Instance.

	New Value
	Yes
	-
	The new value included in the payload to create the Object Instance.


Table 6: Create parameters
If the LWM2M Server sends a “Create” operation on an Object Instance and the LWM2M Client has more than one LWM2M Server Account, then the LWM2M Client creates an Access Control Object Instance for the created Object Instance.
· Access Control Owner MUST be the LWM2M Server
· The LWM2M Server MUST have full access rights
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