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1 Reason for Change

Clarifications regarding Content Types support.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Content Type
6.3 Data Formats for Transferring Resource Information
Four data formats are defined by the LWM2M Enabler in this section: plain text, opaque, TLV and JSON.
 The LWM2M Server MUST support all data formats. The plain text and opaque formats MUST be supported by the LWM2M Client for singular Resources. The LWM2M Client MUST support the TLV data format for Object Instance and multiple-instance Resource requests. 


In addition a LWM2M Client MAY choose to support the JSON format for Object, Object Instance and multiple instance Resource requests
.

If the content type is not specified in the payload of a response message, the default content type (plain/text) is assumed; otherwise  the content type MUST be specified in using one of the supported Media Type.
A LWM2M Server request MAY contain  a Content Format for indicating which data format it prefers to receive; if this Content Format is not accepted(JSON) by the LWM2M Client, the request is rejected.
The IANA registered Media Type supported in LWM2M TS 1.0 are listed in the table below
	Data Format
	IANA Media Type 
	CoAP Content-Formats Registry entries

	Plain Text
	plain/text
	0

	Opaque
	application/octet-stream
	42

	TLV
	application/vnd.oma.lwm2m+tlv
	TBD

	JSON
	application/vnd.oma.lwm2m+json
	TBD


6.3.1 Plain Text

The plain text format is used for ”Read” and “Write” operations on singular Resources where the value of the Resource is simply represented as an UTF-8 encoded string. This string can contain a character sequence, integer number, decimal number or any other sequence of valid UTF-8 characters as per Appendix C. 

For example a request to the example client’s Device Object Instance, Manufacturer Resource would return the following plain text payload:

Req: GET /3/0/0

Res: 2.05 Content

Open Mobile Alliance
This data format has a Media Type of  plain/text
6.3.2 Opaque

The opaque format is used for “Read” and “Write” operations on singular Resources where the value of the Resource is an opaque sequence of binary octets. This data format is used for binary Resources such as firmware images or application specific binary formats. 

This data format has a Media Type of  application/octet-stream
6.3.3 TLV

For requests to Object Instance or Resource which supports multiple instances (Resource Instance), the binary TLV (Type-Length-Value) format is used to represent an array of values or a singular value using a compact binary representation, which is easy to process on simple embedded devices. The format has a minimum overhead per value of just 2 bytes and a maximum overhead of 5 bytes depending on the type of Identifier and length of the value. The maximum size of an Object Instance or Resource in this format is 16.7 MB. The format is self-describing, thus a parser can skip TLVs for which the Resource is not known.

This data format has a Media Type of application/vnd.oma.lwm2m+tlv

The format is an array of the following byte sequence, where each array entry represents an Object Instance, Resource, or Resource Instance:
.

.
Change 2:  JSON and Object Link
6.3.4 JSON

LWM2M Clients supporting the JSON format MUST use the format defined in this section for responses with multiple resource values. They MAY use the format defined in this section for responses with single value. 

The format MUST comply to [SENML] JSON representation extended for supporting LWM2M Object Link data type  and MUST support for all attributes defined in Table 17.

According to [SENML] semantics, JSON data format in LWM2M, is composed of optional attributes (Base Time, Base Name) and of a mandatory Resource Array having one or more entries. Each array entry contains several optional or mandatory parameters (Name, Time, ..).
Each entry of the JSON format is a Resource Instance, where the name need to be prepended by the optional Base Name attribute to form the unique identifier of this Resource instance.

· When the Base Name is absent,  the URI of the request is used as the default value for the Base Name

· When the Base Name is present, the name of the entry has to be modulated accordingly to still uniquely identify the resource instance

Note : In both cases, the name of this array entry is a URI path relative to the Base Name which could simply be the request URI when Base Name is absent.
The JSON is useful for returning multi-level Resources from the Resource tree. For example when requesting all Instances of an Object with all Resources, and Resource Instances within a LWM2M Client in the same response.
In particular, when Base Name is set to the LWM2M Object root (e.g “/”), the JSON format  may support to return a hierarchy of Object Instances when Object Link datatype resources are reported (example given below). The resource instances tree report is performed in using a Breadth-First traversal strategy (see JSON second example below); a given Object Instance MUST appear at most once in that report. The JSON format also includes optional time fields, which allows for multiple versions of representations to be sent in the same payload. The time fields MUST only be used when sending notifications. Historical version of notifications are typically generated when “Notification Storing When Disabled or Offline” resource of  LWM2M Server Object is set to true (see Appendix D.2) and when the Device comes on line after having been disabled for a period of time.
This JSON data format has a Media Type of application/vnd.oma.lwm2m+json

	Attributes
	JSON Variable
	Mandatory?
	Description

	Base Name
	bn
	No
	The base  name string which is prepended to the Name value of the entry for forming a globally unique identifier for the resource.

	Base Time
	bt
	No
	The base current time which the Time values are relative to as a Time data type (See Appendix C)

	Resource Array
	e
	Yes
	The Resource list as JSON value array according to [SENML] with Array parameter extension (Object Link)

	
	Array Parameters
	
	

	
	Name
	n
	Yes
	The Name value is prepended by the Base Name value to form the name of the resource instance. The resulting name uniquely identifies the resource instance from all others.
Example:

· if Base Name is “/” , the Array entry Name of the Resource is  {Object}/{Object Instance}/ {Resource}/{Resource Instance}
· when Base Name is not present, the default Base Name  is the request URI. i.e. if the a request URI is /{Object}/{Object Instance}, the array entry Resource name will be {Resource}/{Resource Instance}

	
	Time
	t
	No
	The time of the representation relative to the Base Current Time in seconds (a negative integer) for a notification. Required only for historical representations.

	
	Float Value
	v
	One value field is mandatory
	Value as a JSON float if the Resource data type is integer or float.

	
	Boolean Value
	bv
	
	Value as a JSON Boolean if the Resource data type is boolean.

	
	ObjectLink Value
	ov
	
	Value as a JSON string if the Resource data type is  Objlnk
Format according to  Appendix C (e.g “10:03”)  

	
	String Value
	sv
	
	Value as a JSON string for all other Resource data types. If the Resource data type is opaque the string value holds the Base64 encoded representation of the Resource.


Table 17: JSON format and description
.

.

.

.

For example a request to Object A of the LWM2M example from Figure 26 (Get /A/0) would return the following JSON payload.

Because the Base Name is specified, the full hierarchy linked to the Instance 0 of Object A can be reported in a single response (Object B Instance 0 & 1, and Instance 0 of Object C are part of the payload). This example has a size of 435 bytes.
{ "bn":"/",

  "e":[
  {"n":"A/0/0/0","ov":"B:0"},

  {"n":"A/0/0/1","ov":"B:1"},

  {"n":"A/0/1","sv":"8613800755500"},
  {"n":"A/0/2","v":1},
{"n":"B/0/0","sv":"myService1"},
{"n":"B/0/1","sv":"Internet.15.234"},

  {"n":"B/0/2","ov":"C:0"},

{"n":"B/1/0","sv":"myService2"},
{"n":"B/1/1","sv":"Internet.15.235"},

  {"n":"B/1/2","ov":"FFFF:FFFF"},

  {"n":"C/0/0","sv":"85.76.76.84"},

  {"n":"C/0/1","sv":"85.76.255.255"}]
}
Change 3:  Content Format  Dev Mng & Srv Enablement Interface Fix

8.1.1 Device Management & Service Enablement Interface

The Device Management & Service Enablement Interface is used to access an Object Instance or an individual Resource of an Object Instance. An Object Instance is identified by the path /{Object ID}/{Object Instance ID}. If Object doesn’t support multiple Object Instances, the Object Instance is identified by the path /{Object ID}/0. A Resource is identified by the path /{Object ID}/{Object Instance ID}/{Resource ID}.  
An Object Instance or Resource is Read by sending a CoAP GET to the corresponding path, with the Accept option containing the preferred Content Format ID to receive (JSON vs TLV : see section  6.3). If the specified content format is not accepted, the request is rejected . The response includes the value in the corresponding Plain Text, Opaque, TLV or JSON format according to the Content Format specified in the Accept option. 

An Object Instance or Resource is Written to by sending either a CoAP PUT or a COAP POST to the corresponding path. The request includes the value to be written in the corresponding Plain Text, Opaque, TLV or JSON format according to the Content Format specified in the Accept option. The Write request may be rejected, if the specified Content Format is not supported by the LWM2M Client
A CoAP PUT is used for the Replace and CoAP POST is used for Partial Update mechanism of the “Write” operation as described in 5.3.3.  

A Resource is Executed by sending a CoAP POST to the corresponding path. The request MAY include the value (e.g. as a String) in the payload representing the arguments of the “Execute” operation. Note that the behaviour of the “Execute” operation, whether it uses arguments and how those are interpreted, and how it returns values is specified in the Resource description of the Object.
An Object Instance is Created by sending a CoAP POST to the corresponding path. The request includes the value to be written in the corresponding TLV or JSON format. If Object Instance is not listed at the request, the LWM2M Client MUST assign ID of that Object Instance and send back Object Instance ID with “2.01 Created” to the LWM2M Server when Object Instance is Created.
.

	Operation
	CoAP Method
	Path
	Success
	Failure

	Read
	GET Accept: Content Format ID (see section 6.3)
	/{Object ID}/{Object Instance ID}/{Resource ID} 
	2.05 Content
	4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.06 Not Acceptable

	Discover
	GET Accept: application/link-format
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Write
	PUT  Content Format: 
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed, 4.06 Not Acceptable

	
	POST Content Format :
	
	
	

	Write Attributes
	PUT
	.

.
	.

.
	.

.

	Execute
	POST
	.
	.
	.

	Create
	POST
	.
	.
	.

	Delete
	DELETE
	.
	.
	.
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