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1 Reason for Change

The available response codes currently listed in LWM2M spec doesn’t cover all cases, a generic response code is needed to signal the server that due to unknown reason, operation cannot complete.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to kindly review and approve the CR
5 Detailed Change Proposal
Change 1:  Adding generic response code to all operations
8.5 Response Codes

This section lists available response codes of each operation. The codes are divided into each interface. These are the only valid response codes defined in for the LWM2M Enabler.
	Operations
	Available CoAP Response Codes
	Reason Phrase

	 Bootstrap Interface

	 Request Bootstrap
	2.04 Changed
	Request Bootstrap is completed successfully

	
	4.00 Bad Request
	Unknown Endpoint Client Name

	Write
	2.04 Changed
	“Write” operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different

	Delete
	2.02 Deleted
	“Delete” operation is completed successfully

	
	4.05 Method Not Allowed
	Target is not allowed for “Delete” operation

	Client Registration Interface

	Register
	2.01 Created
	“Register” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

Unknown Endpoint Client Name

Endpoint Client Name does not match with CN field of X.509 Certificates

	
	4.03 Forbidden
	The Endpoint Client Name results in a duplicate entry on the LWM2M Server.

	Update
	2.04 Changed
	“Update” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

	
	4.04 Not Found
	URI of “Update” operation is not found

	De-register
	2.02 Deleted
	“De-register” operation is completed successfully

	
	4.04 Not Found
	URI of “De-register” operation is not found

	 Device Management and Service Enablement Interface

	Create
	2.01 Created
	“Create” operation is completed successfully

	
	4.00 Bad Request
	Target (i.e., Object) already exists 

Mandatory Resources are not specified

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Create” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Create” operation

	Read
	2.05 Content
	“Read” operation is completed successfully

	
	4.00 Bad Request
	

	
	4.04 Not Found
	URI of “Read” operation is not found

	
	4.01 Unauthorized 
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for “Read” operation

	Write
	2.04 Changed
	“Write” operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different

	
	4.04 Not Found
	URI of ”Write“ operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for “Write” operation

	Delete
	2.02 Deleted
	“Delete” operation is completed successfully

	
	4.00 Bad Request
	Target (i.e., Object) is not allowed for “Delete” operation

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Delete” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Delete” operation

	Execute
	2.04 Changed
	“Execute” operation is completed successfully

	
	4.00 Bad Request
	The LWM2M Server doesn’t understand the argument in the payload

	
	4.04 Not Found
	URI of “Execute” operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for “Execute” operation

	Write Attributes
	2.04 Changed
	“Write Attributes” operation is completed successfully

	
	4.00 Bad Request
	The format of attribute to be written is different

	
	4.04 Not Found
	URI of “Write Attributes” operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for Write Attributes operation

	Discover
	2.05 Content
	“Discover” operation is completed successfully

	
	4.04 Not Found
	URI of “Discover” operation is not found

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.05 Method Not Allowed
	Target is not allowed for Discover operation

	Information Reporting Interface

	Observe
	2.05 Content
	“Observe” operation is completed successfully

	
	4.00 Bad Request
	Target (i.e., Object) is not allowed for “Observe” operation

	
	4.04 Not Found
	URI of “Observe” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Observe” operation

	Notify
	2.05 Content
	“Notify” operation is completed successfully


Table 25: Response Codes
If any operation in table 21, 24 and 25 cannot be completed in the client and the reason cannot be described by a more specific response code, then a generic response code of “5.00 Internal Server Error” MUST be returned.
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