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1 Reason for Change

· Github issue #38 Firmware Update is addressed (missing result value when the update failed)
· A state “Updating” was missing as well for adding more accuracy 
· State are started from value “0” instead of “1” (LWM2M consistency)
· New Object Template describing Executable resource is used   
· Behavior regarding device reboot was not specified 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Fix  the Object Definition : Resequence (from 0) and add a State to the FSM, add a missing result (fw update failed)
LWM2M Object: Firmware Update
	Description
	
	This LWM2M Object enables management of firmware which is to be updated. This Object includes installing firmware package, updating firmware, and performing actions after updating firmware. A reboot of the device must occur for taking into account the new successfully installed firmware.

After  reboot of the device :

· the “State” Resource must be at  Downloaded state (2) if  the “Package” Resource contains a valid Package which has not been successfully installed yet,  or at Idle state (0) otherwise. 

· the Update Result must maintain the relevant value it has before Device reboot.
	
	Object definition
	
	Name

Object ID

Instances

Mandatory

Object URN

Firmware Update 

5 

Single 

Optional 

urn:oma:lwm2m:oma:5 

	
	Resource definitions
	
	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Package

W

Single

Mandatory

Opaque

Firmware package

1

Package URI

W

Single

Mandatory

String

0-255 bytes

URI from where the device can download the firmware package by an alternative mechanism. As soon the device has received the Package URI it performs the download at the next practical opportunity.

2

Update

E

Single

Mandatory

none
 no argument
Updates firmware by using the firmware package stored in Package, or, by using the firmware downloaded from the Package URI.

This Resource is only executable when the value of the State Resource is Downloaded.

3

State

R

Single

Mandatory

Integer

0-3
Indicates current state with respect to this firmware update. This value is set by the LWM2M Client.

0: Idle (before downloading or after successful updating)

1: Downloading (The data sequence is on the way)

2: Downloaded
3 : Updating 

If writing the firmware package to Package Resource is done, or, if the device has downloaded the firmware package from the Package URI the state changes to Downloaded.

If writing an empty string to Package Resource is done or writing an empty string to Package URI is done, the state changes to Idle.
When in Downloaded state, and the executable Resource Update is triggered, the state changes to Updating.

If the Update Resource failed, the state returns  at Downloaded.

If performing the Update Resource was successful, the state changes from Updating to Idle.

4

Update Supported Objects

RW

Single

Optional

Boolean

If this value is true, the LWM2M Client MUST inform the registered LWM2M Servers of Objects and Object Instances parameter by sending an Update or Registration message after the firmware update operation at the next practical opportunity if supported Objects in the LWM2M Client have changed, in order for the LWM2M Servers to promptly manage newly installed Objects.

If false, Objects and Object Instances parameter MUST be reported at the next periodic Update message.

The default value is false.

5

Update Result

R

Single

Mandatory

Integer

0-6

Contains the result of downloading or updating the firmware

0: Initialvalue. Once the updating process is initiated (Download /Update) , this Resource SHOULD be reset to Initial value.

1: Firmware updated successfully,

2: Not enough storage for the new firmware package.

3. Out of memory during downloading process.

4: Connection lost during downloading process.

5: CRC check failure for new downloaded package.

6: Unsupported package type.

7: Invalid URI
8: Firmware update failed

This Resource MAY be reported by sending Observe operation.

6

PkgName

R

Single

Optional

String

0-255 bytes

Name of the Firmware Package

7

PkgVersion

R

Single

Optional

String

0-255 bytes

Version of the Firmware package

	
	E.1.1 Firmware Update Consideration
If some Objects are not supported after firmware update, the LWM2M Client MUST delete all the Object Instances of the Objects that are not supported.
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