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8. [bookmark: _Toc445215929]Transport Layer Binding and Encodings
.
.
8.1 [bookmark: _Toc370916088][bookmark: _Toc370922910][bookmark: _Toc445215930]Required Features
.
.

8.2 [bookmark: _Toc370916089][bookmark: _Toc370922911][bookmark: _Toc445215931]URI Identifier & Operation Mapping
.
.
8.2.1 [bookmark: _Toc370916090][bookmark: _Toc370922912][bookmark: _Toc445215932]Firewall/NAT
.
.
8.2.2 [bookmark: _Toc370916091][bookmark: _Toc370922913][bookmark: _Toc445215933]Bootstrap Interface
The bootstrap interface is used to optionally configure a LWM2M Client so that it can successfully register with a LWM2M Server. The client bootstrap operation is performed by sending a CoAP POST request to the LWM2M Bootstrap Server at the /bs path including the Endpoint Client Name as a query string parameter. When bootstrap operation is terminated the Bootstrap Server MUST send a bootstrap finish indication
In client initiated bootstrap, when the Bootstrap Server receives Request Bootstrap operation, the Bootstrap Server performs Write and/or Delete operation. In server initiated bootstrap, the Bootstrap Server performs Write operation. The Delete operation targets an Object Instance while a Write operation targets Object, Object Instance or a Resource. The Write and Delete operation can be sent multiple times. Only in Bootstrap Interface, Delete operation MAY target to “/” URI to delete all the existing Object Instances - except LWM2M Bootstrap Server Account - in the LWM2M Client, for initialization purpose before LWM2M Bootstrap Server sends Write operation(s) to the LWM2M Client. Different from „Write“ operation in Device Management and Service Enablement interface, the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource and access rights. The Bootstrap Server must send finish indication after it has sent all object instances/resources. Bootstrap Server send finish message by sending CoAP POST to “/bs” location path with empty payload
	Operation
	CoAP Method
	URI
	Success
	Failure

	Request Bootstrap Request 
	POST
	/bs?ep={Endpoint Client Name}
	2.04 Changed
	4.00 Bad Request
4.15 Unsupported content format

	Write
	PUT
	/{Object ID}/{Object Instance ID}/ {Resource ID}
	2.04 Changed
	4.00 Bad Request

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.005 Method Not Allowed Bad Request

	Bootstrap Finish
	POST
	/bs
	2.04 Changed
	4.00 Bad Request


[bookmark: _Toc445215815]Table 1: Operation to Method and URI Mapping


Change 2 : Registration  Response Codes alignment 

8.2.3 [bookmark: _Toc370916092][bookmark: _Toc370922914][bookmark: _Toc445215934]Registration Interface
The registration interface is used by a LWM2M Client to register with a LWM2M Server, identified by the LWM2M Server URI. Registration is performed by sending a CoAP POST to the LWM2M Server URI, with registration parameters passed as query string parameters as per Table 2 and Object and Object Instances included in the payload as specified in Section Error! Reference source not found.. The response includes Location-Path Options, which indicate the path to use for updating or deleting the registration. The server MUST return a location under the /rd path segment.
Registration update is performed by sending a CoAP POST to the Location path returned to the LWM2M Client as a result of a successful registration.
De-registration is performed by sending a CoAP DELETE to the Location path returned to the LWM2M Client as a result of a successful registration.
	Operation
	CoAP Method
	URI
	Success
	Failure

	Register
	POST
	/rd?ep={Endpoint Client Name}&lt={Lifetime}&sms={MSISDN}
&lwm2m={version}&b={binding}
	2.01 Created
	4.00 Bad Request, 4.03 Forbidden

	Update
	POST
	/{location}?lt={Lifetime}&sms={MSISDN}
&b={binding}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found

	De-register
	DELETE
	/{location}
	2.02 Deleted
	4.00 Bad Request,4.04 Not Found


[bookmark: Table22][bookmark: _Ref373946055][bookmark: _Ref404857460][bookmark: _Toc445215816]Table 2: Operation to Method and URI Mapping


Change 3 :  Device Management   Response Codes alignment + Fix Device 3 example & figure 


8.2.4 [bookmark: _Toc418067426][bookmark: _Toc418067562][bookmark: _Toc429570988][bookmark: _Toc370916093][bookmark: _Toc370922915][bookmark: _Toc445215935]Device Management & Service Enablement Interface
The Device Management & Service Enablement Interface is used to access Resource, an array of Resource Instances, an Object Instance or all the Object Instances of an Object. An Object Instance is identified by the path / {Object ID}/ {Object Instance ID}. If Object doesn’t support multiple Object Instances, the Object Instance is identified by the path / {Object ID}/0. A Resource is identified by the path / {Object ID}/ {Object Instance ID}/ {Resource ID}.
An Object Instance or Resource is Read by sending a CoAP GET to the corresponding path. The response includes the value in the corresponding Plain Text, Opaque, TLV or JSON format according to the specified Content-Format (see section Error! Reference source not found.).The request MAY specify an Accept option containing the preferred Content-Format to receive. When the specified content format is not supported by the LWM2M Client, the request MUST be rejected.
An Object Instance or Resource is Written to by sending either a CoAP PUT or a COAP POST to the corresponding path. The request includes the value to be written in the corresponding Plain Text, Opaque, TLV or JSON format according to the 'Content-Format option which MUST be specified [CoAP]. The Write request MUST be rejected when the specified Content Format is not supported by the LWM2M Client
A CoAP PUT is used for the Replace and CoAP POST is used for Partial Update mechanism of the “Write” operation as described in Error! Reference source not found..
A Resource is Executed by sending a CoAP POST to the corresponding path. The request MAY include a list of arguments as value of the payload expressed in Plain Text format. The definition of the Executable Resource and its arguments is given in Error! Reference source not found..
The list of argument can be empty, 2 arguments of the arguments list are separated by a comma. The syntax of the arguments is provided in Section Execute (Error! Reference source not found.)
Note that the behaviour of the “Execute” operation, whether it uses arguments and how those are interpreted, and how it returns values is specified in the Resource description of the Object.
An Object Instance is Created by sending a CoAP POST to the corresponding path. The request includes the value to be written in the corresponding TLV or JSON format according to the Content-Format option which MUST be specified. The rules governing the creation of Resources in the targeted Object Instance are specified in section Error! Reference source not found. (Operation on Object Instance). If Object Instance is not listed at the request, the LWM2M Client MUST assign ID of that Object Instance and send back Object Instance ID with “2.01 Created” to the LWM2M Server when Object Instance is Created.
An Object Instance is Deleted by sending a CoAP DELETE to the corresponding path.
When a Resource supports multiple instances the Resource value is an array of Resource Instances.
[NOTIFICATION] class Attributes MAY be set by a LWM2M Server using the “Write Attributes” operation on the corresponding path, and can be accessed using the “Discover” operation. One or more Attributes can be written at a time.  The values of these Attributes are used by the Information Reporting interface to determine how often Notifications are sent regarding that Resource. A LWM2M Client MAY support a set of these Attributes for each LWM2M Server it is configured for.
A Write Attribute command specifies which value is affected to which Attribute and at which level (Object / Object Instance / Resource) it is assigned. In a similar way, the same command without value for the specified Attribute, MUST be used to de-assign this Attribute for the given level; then the precedence rules applies when notification occurs (section Error! Reference source not found. Attributes definitions and Rules)
As example:
a) Write Attributes /3/01/9?pmin=1 means the Battery Level value will be notified to the Server with a minimum interval of 1sec
b) Write Attributes /3/01/9?pmin means the Battery Level will be notified to the Server with a minimum value (pmin) given by the default one (resource 2 of Object Server ID=1), or with another value if this Attribute has been assigned at another level (Object or Object Instance: see section Error! Reference source not found.).
	Operation
	CoAP Method
	Path
	Success
	Failure

	Read
	GET Accept: Content Format ID (see section Error! Reference source not found.)
	/{Object ID}/{Object Instance ID}/{Resource ID} 
	2.05 Content
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.06 Not Acceptable

	Discover
	GET Accept: application/link-format
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Write
	PUT Content Format:
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed, 4.06 Not Acceptable

	
	POST Content Format:
	/{Object ID}/{Object Instance ID}
	
	

	Write Attributes
	PUT
	/{Object ID}/{Object Instance ID}/{Resource ID}?pmin={minimum period}&pmax={maximum period}&gt={greater than}&lt={less than}&stp={step}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Execute
	POST
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed

	Create
	POST Content Format:
	/{Object ID}/{Object Instance ID}
	2.01 Created
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.06 Not Acceptable

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed


[bookmark: _Toc445215817]Table 3: Operation to Method Mapping
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[bookmark: _Toc445215862]Figure 4: Example of Device Management & Service Enablement interface exchanges.















Change 4 :  Information Reporting Response Codes alignment 


8.2.5 [bookmark: _Toc370916094][bookmark: _Toc370922916][bookmark: _Toc445215936]Information Reporting Interface
Periodic and event-triggered reporting about Resource values from the LWM2M Client to the LWM2M Server is achieved through CoAP Observation [OBSERVE]. This simple mechanism allows the LWM2M Server to send a GET request with Observe option =0 for an Object, Object Instance, or Resource which results in asynchronous notifications whenever that Object Instance changes (periodically or as a result of an event). Token of CoAP layer is used to match the asynchronous notifications with the Observe GET. The LWM2M Server can cancel the “Observe” operation by sending Reset message as the response for Notify message in which the LWM2M Server is not interested any more. When the LWM2M Client receives a Reset in response of a “Notify” operation, the LWM2M Client MUST cancel the Observation regardless if the Notify was sent as a confirmable CoAP message as defined in [OBSERVE] or as a non-confirmable CoAP message. The LWM2M Server can also cancel the “Observe” operation at any moment, on a specified Resource, or specified Object Instance(s), by sending a GET request with Observe option=1. The LWM2M Server may set the Observe attributes of a Resource to affect the behavior its notifications using the ”Write Attributes” operation (see Section Error! Reference source not found. Write Attributes).
	Operation
	CoAP Method
	Path
	Success
	Failure

	Observe
	GET with Observe option = 0
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content with Observe option
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Cancel Observation
	Reset message
	
	
	

	
	GET with Observe option = 1
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content without Observe option
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized,4.05 Method Not Allowed

	Notify
	Asynchronous Response
	
	2.05 Content with Values
	


[bookmark: _Toc445215818]Table 4: Operation to Method Mapping











Change 5 :  Queue Mode : Fix Figures 23 & 24 v related to Object 3 (Device)  

8.3 [bookmark: _Ref368312891][bookmark: _Ref368313226][bookmark: _Toc370916095][bookmark: _Toc370922917][bookmark: _Toc445215937]Queue Mode Operation
.
.
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[bookmark: _Toc445215865]Figure 6: Example of Device Management & Service Enablement interface exchanges for Queue Mode.



Below is an example flow for Queue Mode in relation to Information Reporting Interface


[image: ]
[bookmark: _Toc445215866]





Figure 7: Example of an Information Reporting exchange for Queue Mode.
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