Doc# OMA-DM-LightweightM2M-2016-0028-INP_summary_22March2016_LPWA_LWM2M_workshop.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-DM-LightweightM2M-2016-0028-INP_summary_22March2016_LPWA_LWM2M_workshop.doc
Input Contribution



Input Contribution

	Title:
	Summary LPWA LWM2M workshop
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DM

	Submission Date:
	04 April 2016

	Source:
	rodermund@vodafone.de 
Hannes.Tschofenig@arm.com
subramani.padmakumar@nokia.com

	Attachments:
	none
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

To summarize the results from the informal workshop on LWM2M over LPWA held in Düsseldorf, 22-24 March 2016.
2 Summary of Contribution

This document summarizes suggested conclusions, open items, and next steps for improved LPWA support with LWM2M 1.1. Furthermore, it summarizes the discussion held on other LWM2M 1.1 items.
3 Detailed Proposal

SUMMARY LPWA LWM2M WORKSHOP 22-24 March 2016 DUS
Participants:
· Hannes Tschofenig - ARM

· Subramani Padmakumar - Nokia

· Chris Lowe - Huawei

· Friedhelm Rodermund - Vodafone

· Martin Pamler - Vodafone

Summary
The meeting was held to accelerate progress on LPWA LWM2M and covered NB-IoT transport for LWM2M, security optimisations, data model enhancements, and LWM2M 1.1 requirements.

LWM2M transport over NB-IoT
We discussed the following documents, which also give an introduction to the topic: 

· DRAFT LWM2M over NB-IoT transport considerations

· LWM2M v NB-IoT protocol stack diagrams 2016-03-23

Here some conclusions and points for further investigation:

- CoAP block transfer is applicable to NB-IoT small data transport e.g. for firmware updates. The RFC will soon be finalised. An alternative approach is the use of CoAP over TCP, which is currently also standardized. The segmentation mechanism of the LWM2M software management object is also an option but only works when the individual payloads are smaller than 64KB since the IP layer has to provide the necessary fragmentation and reassembly.  

- Potential issue with DTLS timeout and CoAP CON retransmission timer if the “extended buffering” is used in the MME. It would be better doing buffering at application layer with LWM2M queue mode. Is it possible to administer MME (or SCEF) extended buffering e.g. disable when LWM2M is used? Another solution would be for the network to inform the AS when the device is awake, thus, messages will only be sent when the LWM2M server has received such trigger (Padhu and Friedhelm to check with their 3GPP teams regarding the trigger option). It has to be noted that also time critical use cases for NB-IoT need to be covered e.g. fire alarms.

- One limitation for the non-IP transport is the need to pre-configure the AS address in the P-GW so that payloads are correctly relayed. Furthermore, the UE can only talk to one LWM2M server since there is no additional information available in the payloads that allows to selectively address more than one AS. (This information would for regular LWM2M be available in the IP header.)

- Using the IP-mode is more straightforward with LWM2M, and the limitations if the non-IP mode is used should be listed in the LWM2M 1.1 TS.

- We discussed whether 6LoWPAN header compression can be used with NB-IoT and it seems it can be used although the 3GPP seems to have a preference for Robust Header Compression-based techniques instead. 

- Verify assumption that NAS payload max is 1520 bytes (Friedhelm). The exact MTU size of a tunnel depends on the tunnelling method being used. In case it is smaller than the NAS payload size this could lead to performance issues on the tunnel as oversized messages need to be split up into several IP packets. It was agreed that LWM2M Resource for adjusting the MTU size would be useful. E.g. set it to the max size you have on the link e.g. MTU size of IPv6.

- Assuming that a message is larger than the acceptable MTU size does the S1-MME automatically fragment and re-assemble the payloads? (Padhu and Friedhelm to confirm)

- What does the timing of transmission and retransmission look like between UE and C-SGN? To check whether there are problems with application layer retransmission timers. Likely that’s not an issue but need to be verified (Padhu and Friedhelm to check)

- HLCom has defined a notification once UE awakes. The MME would inform the SCEF. Maybe the SCEF APIs should include such function. Does HLCon also apply to the SGi architecture option when non-IP data is send via SGi? 

- Check why solution 18 is called “AS info stored in RAN” . Does this solution work in “IP-style” regarding server addressing?

- Between SCEF and AS we might need a bulk interfaces. We would need to define a message structure for this bulk interface in OMA.  (Padhu to investigate for LWM2M 1.1 timeframe)

- LWM2M server and AS interface:  Single queries might not be sufficient - we also need to consider bulk (group of devices) operations. (Padhu to investigate). Idea to use subset of LWM2M operations on that interface e.g. observe and notification.

- Do we need a time-to-live of LWM2M messages? This is related to retransmission and HLCom notification. There was no consensus among the participants whether this was required. The idea was that queued messages would be discarded when their TTL expired. 

- Addition of message identifier for LWM2M v1.1 for NB-IoT might be essential. In IP scenario this may not have a big impact. But for non-IP path, messages would be buffered at SCEF or MME (this is yet to be concluded in 3GPP), the application layer (and UE) would have to ensure tracking of the messages going back and forth across a indefinite path. Message id field in the CoAP header is available, further investigations are needed to determine whether an additional identifier is required at application level.

Friedhelm and Padhu will start drafting a CR on the transport topic which will be refined while the above points are being clarified.

Security optimizations
The conclusions and the selection of DICE options for LPWA are reflected in a CR “DRAFT LWM2M over NB-IoT security considerations_Hannes3” which will be submitted to OMA soon.

Data model extensions
The conclusion of that area can be found in the document “DRAFT3 LWM2M over LPWA possible data model additions“  which will be submitted to OMA F2F Edinburgh.

LWM2M 1.1 RD
We discussed enhancements for LWM2M v1.1. 

· Firewall traversal: Hannes posted a status update to the OMA DM mailing list regarding the work on the CoAP over TCP document.

· Security enhancement: LWM2M v1.1 would make extensive use of the DICE DTLS profile and follow the recommendations from that document. This would particularly impact the use of the old CBC-based ciphersuite from v1.0. Redundant text that can also be found in the DICE DTLS profile draft can also be omitted from the LWM2M spec, for example text that relates to the DTLS over SMS handling and the use of the timer settings. 

· LWPAN: see text above

· Gateway functionality: Was mostly skipped in the discussions but the desire to support CoAP PubSub was raised. Unfortunately, the status of CoAP PubSub is unclear and Hannes dropped a mail to the IETF CORE mailing list regarding the topic, see http://www.ietf.org/mail-archive/web/core/current/msg06902.html 

· HTTP/2: We need to look for anyone with experience of using HTTP/2 in an IoT environment. The introduction of HTTP/2 may also require some document restructuring to provide an abstraction between the data and interaction model from the underlying protocol mechanisms. 

· CoAP resource directory is further along in the standardization but has not yet reached RFC state. Input to the IETF CORE group is therefore appreciated to ensure that the document gets finalized in time. Text from the LWM2M specification can be omitted since it is already described in the Resource Directory specification. 

For the LWM2M v1.1 requirements document Padhu recommended to use it as a repository for capturing test requirements. Hannes thought that this would be an interesting idea in light of the positive experience companies had made with test-driven development. This needs to be discussed with the group. 

Misc topics
- Typical footprint of a LWM2M client to be investigated (Hannes)

- Suggestion to create an OMA white paper on C-IOT and LWM2M (Padhu)

- Trusted execution environment / hardware crypto - do we need to mention in the LWM2M TS (Padhu to elaborate)?

- It would be useful to provide architecture examples for supporting Information Reporting with different ACLs by having a minimal communication OTA in mind and how this could be realised today with LWM2M 1.0. Evaluate options how this can be improved for LWM2M 1.1.
Next steps
Submit resulting CRs and INP to the coming OMA DM confcalls and to the Edinburgh F2F, May 2016
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