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1 Reason for Change

This is a CR to LWM2M 1.1 introducing a new section on LPWA security.

1) Introduction 

LWM2M security is based on DTLS (for UDP transport, and for SMS transport terminating in the device) and specifies three credential types: pre-shared keys, raw public key certificates, X.509 certificates.

3GPP SA3 has on-going work on NB-IoT security, which needs to be considered when working on LWM2M LPWA security.

The IETF DICE (“DTLS In Constrained Environments) working group has recently been finalized their work on DTLS profiling and offers TLS/DTLS profiles for the internet of things. This work needs also to be considered as well.
The subsequent sections provide further information about 3GPP NB-IoT security as well as information about the IETF DICE working group. 

2) 3GPP NB-IoT Security
3GPP SA3 has on-going work on NB-IoT security which needs to be considered when working on LWM2M LPWA security.

The key documents relevant for this document in the 3GPP SA3 are:
· TR 33.863 “Study on battery efficient security for very low throughput MTC devices”

Describes the end-to-middle (e2m) security mechanism
· TS 33.401 "3GPP SAE; Security architecture”

Defines keys and security protection for the radio communication in NB-IoT

TR 33.863 is describing end-to-middle (e2m) security, which is about securing the connection from the UE to the network.  For 3GPP Rel-13 the 'end' is the device and the 'middle' is the MME equivalent node (C-SGN node for NB-IoT). This is because it is planned to re-use the UE-MME security mechanism. For roaming customers, the middle will then be in the VPLMN. From the middle, a further secure tunnel can be created to the service node. 
A goal for Rel-14 could be to move the 'middle' point to the HPLMN, e.g. to the GGSN node (so still a network operator node; extending to the end application might also be possible, but would still depend on a network operator managing the keys). Terminology-wise the end point for security moves to become the HSE (Home security endpoint). It is still FFS how to achieve this.  One option would be to have a security level above IP (e.g. IPsec or DTLS); another option would be to use the NAS device-security protocol but don't terminate on MME type node (this mechanism would work with or without IP).

The E2M security (and E2E security from OMA) has to run also when the device is not using IP. We can't just use SMS procedures because the non-IP mode will 'look' more like UDP than SMS.

A challenge is the use of identifiers when we work in non-IP mode. It is expected to use the IMSI as device identifier between device-and-C-SGN.  The C-SGN then maps to IP using the PDN context associated with the RAN bearer.

3GPP e2m and OMA LWM2M e2e security have different key lengths. e2m will use 128 bit keys for encryption and integrity (same as 3G and LTE) whereas OMA LWM2M currently uses 256 bit keys. 128 bit keys are likely to be sufficient for relatively short lived IoT data.  However it seems fine to keep LWM2M specification at 256 bit, as this is already fully specified, and there would not be any real gain in terms of processing and transmission optimization by moving to 128 bit keys.

3) IETF DICE

The IETF DICE (“DTLS In Constrained Environments”) working group has recently been finalized their work on the security profiles offering guidance on the use of DTLS/TLS with the internet of things. When applying LWM2M to LPWA it needs to be decided whether all recommendations apply (i.e. a generic reference to DICE), or, whether a subset of the profiles are applicable to the LPWAN context only. The latter might be required given the specific nature of LPWA devices with severe constraints on processing, memory and power resources.

DICE gives recommendations regarding the three types of credentials, namely pre-shared keys, raw public key certificates, X.509 certificates.   LWM2M over LPWA will still have the three credentials available but this document suggests focusing on the most basic credential type for use with LPWA. The pre-shared secret mode is the most basic techniques for DTLS since it is both computationally efficient and bandwidth conserving.  3GPP mechanisms like Generic Boostrap Architecture, or Release 14 “end-to-middle” security, may provide a method to distribute such pre-shared keys. 
4) Impact on LWM2M TS

With the NB-IoT e2m security mechanism in place the question about the need for application layer security arises. For some IoT deployments communication security offered by the NB-IoT e2m security will be sufficient and there may be no need for additional security (e.g. DTLS) at higher layers. For those cases the “NoSec” mode will be utilized. In other IoT use cases, the need for application layer security will arise and this document offers guidance for profiling DTLS in those situations. 

5) Further considerations

Discussions about the use of HTTP/2 security will be covered in a different contribution and will reference the use of the TLS BCP 195/RFC 7525. 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR. 
6 Detailed Change Proposal

Change 1:  New Section 7.1.5 LPWA Security
“7.1.5 LPWA Security
Low Power Wide Area (LPWA) networks are dedicated networks for communications with very resource constrained devices. Such devices are often battery driven and have limited processing capabilities. 

LWM2M can be deployed as a “thin” service layer providing security in LPWA scenarios since LWM2M has been designed to keep the requirements of constrained devices in mind. However, some of the LPWA radio technologies offer their own link layer security mechanisms, which need to be considered when offering additionally LWM2M security based on DTLS. For example, when deploying link layer security as well as DTLS together the resulting double encryption (for some part of communication path) will result in higher power consumption and additional transmission overhead, which might not be acceptable for a range of battery driven devices.

In case the LPWA network offers link layer security and the threat analysis concluded that no additional communication security at higher layers, such as with DTLS, is necessary, the LWM2M “NoSec” mode MAY be used. Protecting LWM2M communication using DTLS remains a deployment choice. Protocol designers may need to take into account that the link layer security mechanism typically terminates at a different node than security mechanisms offered at higher layers and solely relying on link layer security may leave some segment of the communication path unprotected. 
Examples of LPWA network security mechanisms can, for example, be found in TS 33.401 “SAE, Security architecture” describes the keys and processes for Narrow band IoT (NB-IoT) security based on what is called “end-to-middle (e2m) security” from the device to the 3GPP network.

When using LWM2M security based on DTLS in a LPWA environment it is recommended to consider the work done in IETF on “DTLS In Constrained Environments” (DICE), see (REF draft-ietf-dice-profile-17).  (REF draft-ietf-dice-profile-17) does not introduce any changes to DTLS and TLS but rather offers guidance for use of various extensions for increased interoperability, and gives recommendations for improving the handshake procedures. 
(REF draft-ietf-dice-profile-17) gives recommendations for three types of credentials, namely pre-shared keys, raw public keys, and X.509 certificates. LWM2M works with all three types of credentials but the performance and security trade-offs for these three mechanisms are different. As a summary, the three credential types have the following properties: 

· The pre-shared key profile offers the most efficient solution for integration of DTLS into LWM2M since DTLS pre-shared ciphersuites recommended in  (REF draft-ietf-dice-profile-17) are computationally efficient (since they use the most efficient cryptographic primitives), and require a minimum amount of flash as well as RAM. The size of the exchanged messages is also kept at a minimum. There is, however, a downside as well: symmetric keys need to be available to both communication endpoints.

· The certificate-based profile re-uses widely used X.509 certificates. This allows both tools as well as existing infrastructure, such as Certification Authorities (CAs), to be re-used. Unlike the typical web browser use of certificates the DICE profile (REF draft-ietf-dice-profile-17) uses certificates for clients and servers. The use of certificates comes at a price. The use of asymmetric cryptography is more complex to implement, requires more bandwidth for the exchanged messages, is computationally more demanding, and requires a larger code size as well as more RAM. The benefits are, in addition to the re-use of existing technologies, the need to only share the certificates (and the public key that is contained inside the certificate) with other communication partners and to keep the private key local to each party. This property of asymmetric cryptography reduces the risk of exposing private keying material.   

· The raw public key profile offers features that sit between the pre-shared key and the certificate-based profile and combines the benefits of these two profiles. The use of asymmetric cryptography offers improved security but avoids the overhead associated with certificates and the PKI. 

For purpose of DTLS usage with LWM2M over LWPAN this specification RECOMMENDs the implementation and use of the pre-shared key profile primarily due to the over-the-wire communication overhead. Deployments MAY implement other profiles as well.  

The subsequent text summarizes the key aspects of the pre-shared key profile described in (REF draft-ietf-dice-profile-17) which is based on TLS_PSK_WITH_AES_128_CCM_8 that uses the AES-128-based without offering perfect forward secrecy: 

· The Maximum Fragment Length extension described in Section 15 of (REF draft-ietf-dice-profile-17) allows a client to lower their RAM requirements and client implementations MUST implement this extension.  Without this extension a client is required to maintain a maximum buffer size of 16KB. 

· Session resumption, described in Section 7 of (REF draft-ietf-dice-profile-17), offers slightly improved performance for a PSK-based ciphersuite and is RECOMMENDED. Session resumption allows a client to abbreviate the handshake based on session state established in an executed full handshake. This results in fewer messages and smaller message sizes. It is therefore RECOMMENDED to maintain session state information as long as possible (consistent with the security requirement to protect session key material on both Client and Server; e.g. a long-lived session key must be managed at least as securely as an underlying pre-shared key).

· Compression offered by DTLS is NOT RECOMMENDED due to security attacks, as described in Section 8 of (REF draft-ietf-dice-profile-17). Compression functionality is better offered by higher layer protocols and various components used in LWM2M make use of compression techniques, such as CoAP with header compression, and the binary encoding of payloads.   

· The timeout recommendations provided in Section 11 of (REF draft-ietf-dice-profile-17) MUST be followed since the modified timer settings prevent spurious retransmissions. Failure to increase the timeout value can lead to failed protocol exchanges. 

· A number of DTLS extensions are not applicable or are not recommended for use with the PSK-based ciphersuite and the recommendations made throughout (REF draft-ietf-dice-profile-17) have to be taken into account. Note that the use of False Start, described in Section 21 of (REF draft-ietf-dice-profile-17), is not required since the ability to transmit application data earlier is less important with long-lived DTLS sessions. 
The guidance for credential-based profile can be found in Section 4.4 of (REF draft-ietf-dice-profile-17) and guidance for the raw public key profile can be found in Section 4.3 of (REF draft-ietf-dice-profile-17). Both profiles use Elliptic Curve Cryptography algorithms and offer perfect forward secrecy, as described in Section 9 of (REF draft-ietf-dice-profile-17).
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