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1 Reason for Change

This is a CR to LWM2M 1.1 introducing a new section on NB-IoT transport. 
For now, this CR is for discussion and needs further work.  Aim is to progress the CR during the May 2016 Edinburgh meeting and finalise it soon after.
The known open items are embedded as “Editor’s notes”.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR. 
6 Detailed Change Proposal

Change 1:  New Section 8.6.2 NB-IoT Binding
8.1 Transport Bindings

The LWM2M Server and the LWM2M Client MUST support UDP binding specified in Section 8.1.1 UDP Binding and the LWM2M Server SHOULD support SMS binding and the LWM2M Client MAY support SMS binding specified in Section 8.1.2 SMS Binding.
8.1.1 UDP Binding

The CoAP binding for UDP is defined in [CoAP]. The protocol has a IANA registered scheme of coap:// and a default port of 5683. The UDP binding is used in NoSec (no security) mode. Reliability over the UDP transport is provided by the built-in retransmission mechanism of CoAP.

8.1.2 SMS Binding

CoAP is used over SMS in this transport binding by placing a CoAP message in the SMS payload using 8-bit encoding. SMS concatenation MAY be used for messages larger than 140 characters. CoAP retransmission is disabled for this binding. An LWM2M Client indicates the use of this binding by including a parameter (sms) in its registration to the LWM2M Server including the node’s MSISDN number. The LWM2M Client MAY interact with the server using both UDP and SMS bindings.

8.1.3 NB-IoT “non IP mode” Binding

3GPP has specified Narrow-Band IoT (NB-IoT) as part of Release 13. NB-IoT includes solutions for support of infrequent data transmission via user plane and via control plane. The user plane solution includes IP data and SMS support. The control plane solution includes IP data, non-IP data and SMS support. 
The current section mainly focusses on considerations and existing limitations when running CoAP over the non-IP mode of NB-IoT
The figure below shows the 3GPP NB-IoT architecture (source 3GPP TR 23.720) and the LWM2M protocol stack. The shown C-SGN combines the functionality of MME, S-GW, and P-GW.
Editor’s note: 3GPP terminology/abbreviations to be added to section 3
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As can be seen from the above figure 3GPP defines two transmission paths for NIDD (Non-IP Data Delivery):
via PtP IP SGi tunnel (see 3GPP TS 23.401)
via Service Capability Exposure Function (SCEF) (see 3GPP TS 23.682)
When carrying LWM2M over NB-IoT non-IP mode some limitations and considerations apply which are explained in the following sub-clauses.  

8.1.3.1 NIDD via PtP IP SGi tunnel
As specified in 3GPP TS 23.401, for mobile originated traffic the P-GW is responsible for creating the IP-packets before sending them via the point-to-point tunnel to the AS. For this, the destination IP address and UDP port for PtP tunnelling based on UDP/IP need to be pre-configured on the P-GW.
As  specified in 3GPP TS 23.401, for mobile terminated traffic, in case PtP tunnelling based on UDP/IP is used, the AS sends the data using UDP/IP encapsulation with the IP address of the UE and the 3GPP defined port for “Non-IP” data. The IP-address of the UE is assigned by the P-GW, however, the UE is not aware of its IP address.  The P-GW removes the UDP/IP headers and the data is forwarded via the mobile network to the UE.
From the above it can be seen that one limitation for the non-IP transport is the need to pre-configure the AS address in the P-GW so that payloads are correctly relayed. Furthermore, the UE can only talk to one LWM2M server since there is no additional information available in the payloads that allows to selectively address more than one LWM2M server. This information would for regular LWM2M be available in the IP header.

Mechanisms to remove the above limitation are for further consideration. E.g. a link layer protocol on top of NAS could re-establish addressing capabilities. There might also be other mechanisms.
Given the required pre-configuration of the destination IP address in the mobile network an IoT platform provider needs to contact the mobile operator to get device-platform connectivity pre-configured (IP address, port number, dedicated APN if desired). 
8.1.3.2 NIDD via SCEF
3GPP TS 23.682 specifies NIDD via SCEF.
3GPP TS 23.682 also gives some guidelines how an AS can retrieve small data via the SCEF but the definition of required APIs is considered out of 3GPP’s scope. 
Editor’s Note: In case OMA provides the required APIs a reference should be added here. The APIs should provide at least the following functionality:
· NIDD from SCEF to LWM2M server and vice-versa

· Informing  about device availability
· SCEF-LWM2M server  bulk interface might be needed for which OMA would need to define a message structure etc.
· …
Obviously in non-IP mode the device is not able to address LWM2M server(s) via their IP address. If NIDD via SCEF is selected all data goes via the SCEF. Thus, the UE can only talk to one LWM2M server since there is no additional information available in the payloads that allows to selectively address more than one LWM2M server. This information would for regular LWM2M be available in the IP header. 
Mechanisms to remove the above limitation are for further consideration. 
The LWM2M server needs to  identify the UE towards the SCEF via its MSISDN or External Identifier (see 3GPP TS 23.682).

8.1.3.3 NAS Transport
3GPP TS 24.301 defines the transport of user data via the control plane procedure. A dedicated NAS message is specified for transferring small data via the MME, see ESM DATA TRANSPORT in 3GPP TS 24.301.
CoAP messages are placed into the IE “User data container” of the ESM DATA TRANSPORT message. 
The user data container has a variable length and the maximum payload size is 32768 bytes. According to 3GPP TS 23.060 the network shall use a maximum packet size of at least 128 octets. The maximum uplink packet size that the MS shall use can be provided by the network as a part of the session management configuration via the Protocol Configurations Options (PCO) (see 3GPP TS 24.008 and 27.060).
It has to be noted that there is no segmentation mechanism available for NAS transport. Thus, the LWM2M Client MUST not exceed the maximum uplink packet size as indicated via the PCO.
The PCO is also used to covey a rate control instruction to the UE i.e. the maximum number of uplink/downlink messages per a specific time unit (see 3GPP TS 23.401). This can lead to a delay of LWM2M message delivery in case the rate is exceeded.
According to 3GPP TS 24.301 the ESM DATA TRANSPORT message also includes an IE “Release assistance indication” to inform the network whether or not a downlink data transmission (e.g. acknowledgement or response) subsequent to the uplink data transmission is expected. For mobile originating LWM2M traffic this indicator SHOULD be set since the LWM2M client will expect a response from the LWM2M server.
Data transmission speed limit via NAS is around 150 bit/s.
8.1.3.4 Large data transport with NB-IoT
Even NB-IoT is mainly designed for small data delivery it does not preclude delivery of very infrequent large data (e.g. software update/software patches).
Editor’s note: To be investigated whether the options below only apply to NB-IoT IP transfer, or, partially also to NIDD.
IETF has  defined segmentation handling at the CoAP layer for large file transfer e.g. firmware updates: Blockwise transfers in CoAP: https://datatracker.ietf.org/doc/draft-ietf-core-block/  

CoAP block transfer MAY be used with for carrying CoAP over NB-IoT. 

Editor’s note: The RFC will soon be finalised. 

An alternative approach is the use of CoAP over TCP. 
Editor’s note: The RFC will soon be finalised. 
The segmentation mechanism of the LWM2M Software Management Object (SWMGMT) MAY also be used but the individual payloads MUST be smaller than 64KB since the IP layer has to provide the necessary fragmentation and reassembly.  
8.1.3.5 Message buffering
NB-IoT devices are expected to be in a sleeping and power saving mode much or most of the time to enable battery lifetimes of several years. In case a device is in sleeping more, or, not reachable for other reasons downlink messages need to be buffered. 3GPP has defined such buffering operation on the SCEF (see 3GPP TS 23.682) and the S-GW (see 3GPP TS 23.401/23.682 <tbv>).
It has to be noted that there is a potential issue with DTLS timeout and CoAP CON retransmission timer if the messages are buffered in the mobile network. The could lead to the buffers being filled up with retransmissions. 

For that reason, the LWM2M queue mode SHOULD be used for buffering messages while the device is not reachable due to sleeping mode or other reasons.

Alternatively, the LWM2M server could be configured to only send messages when the device is awake. Obvious precondition for this would be the LWM2M server being aware of the device state. 

Editor’s note: The device state info is available at the MME which informs the SCEF when the device has woken up from power saving mode (see 3GPP TS 23.682). A trigger mechanism from the SCEF to AS could be used if available. 
It has to be noted that also time critical use cases for NB-IoT need to be supported e.g. fire alarms.

8.1.3.6 NB-IoT transport configuration options
Various configuration options for NB-IoT transport are provided by LWM2M data model extensions which can be found in :

Editor’s note: To be completed as soon these data model extensions are available. Examples are sleeping/power mode configuration, selection of NB-IoT transport mode (IP, non-IP, SMS), …..
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