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1 Reason for Change

The registration update operation in the LWM2M v1.0 specification is ambiguous.   
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

This contribution aims to raise awareness of problems with the registration update message to the OMA DM working group and to agree on the two identified problems. 

1. The first problem is the inability of the client to remove already registered objects in a way that does not require complete deregistration and re-registration. The best solution is to re-use the Patch functionality already defined in the IETF Resource Directory.
2. The second problem concerns the delete operation by the LWM2M server, which does not allow objects or resources within objects to be deleted. This problem is easier to resolve by extending the table in Section 5.4.7.
3. Furthermore, it is suggested to add “implicit” registration update to reduce the number of messages being sent.
5 Detailed Change Proposal
The LWM2M v1.0 specification is ambiguous when it comes to the registration update operation. Registration updates can come in two flavours, namely one initiated by the client and the other one initiated by the server. 

Here is the relevant text from the specification:

-------
5.3.2 Update

Periodically or based on certain events within the LWM2M Client or initiated by the LWM2M Server, the LWM2M Client updates its registration information with a LWM2M Server by sending an “Update” operation to the LWM2M Server. This “Update” operation MUST contain only the parameters listed in Table 8 which have changed compared to the last registration parameters sent to the LWM2M Server.
If the LWM2M Client is using the UDP binding to communicate with a LWM2M Server and LWM2M Client’s IP address or the port changes, the LWM2M Client MUST send an “Update” operation to the LWM2M Server.

	Parameter
	Required

	Lifetime
	No

	Binding Mode
	No

	SMS Number
	No

	Objects and Object Instances
	No


Table 8: Update parameters
The “Update” operation can be initiated by the LWM2M Server via an “Execute” operation on the “Registration Update Trigger” Resource of the LWM2M Server Object.
-------

The problem is that the wording regarding “MUST contain only the parameters listed in Table 8 which have changed compared to the last registration”.
Here it is an example: 
Imagine a device initially registers with:

</3>,</4>

Then, it sends a registration update because it wants to add a new object.

 

What would it send? 

Option #1: </5>
Option #2: </3>,</4> and </5>

According the text in red it would send </5> only since this is the only parameter that changed since the last update. However, what is the story for removing objects? 

In context of this problem I have posted a mail to the IETF CORE mailing list, see http://www.ietf.org/mail-archive/web/core/current/msg07252.html, since this functionality is very similar to the Resource Directory (RD). It turns out that the text in the current RD draft is much better and also points to Patch. It also provides examples. Here is the link to the editor’s copy of the RD specification: https://svn.tools.ietf.org/svn/wg/core/draft-ietf-core-resource-directory-xx.txt 

The problem is that LWM2M v1.0 does not use Patch. In his email, see http://www.ietf.org/mail-archive/web/core/current/msg07253.html, to the IETF CORE mailing list Michael Koster states that “Deleting a link must use PATCH, as there is (IMO) no acceptable way to signal delete with POST.”
There appears to be an overlap in functionality between the “Client Registration Interface” and the “Device Management & Service Enablement Interface”. Below (in red) is the relevant text that allows a server to delete object instances from a LWM2M client. Based on the text below it does not seem to be possible to delete resources or even entire objects altogether. Furthermore, the error behaviour is unfortunately only referenced in a footnote pointing to a different part of the document (namely to Section 8.5). This can easily be missed by developers.  

-------
5.4.7 Delete

The “Delete” operation is used for LWM2M Server to delete an Object Instance within the LWM2M Client.
The Object Instance that is deleted in the LWM2M Client by the LWM2M Server MUST be an Object Instance that is announced by the LWM2M Client to the LWM2M Server using the “Register” and “Update” operations of the Client Registration Interface.

The Delete operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	Yes
	-
	Indicates the Object Instance to delete.


Table 15: Delete parameters

Furthermore, it is suggested to add “implicit” registration update to the TS. At the moment the TS always demands an update operation to maintain the registration. The number of messages sent could be reduced by resetting the registration lifetime timer upon each client activity e.g. a notification message. Please see below the considered change:
5.2 Client Registration Interface

The LWM2M Server MUST support all the operations in this interface and the LWM2M Client MUST support “Register” and “Update” and SHOULD support “De-register” operation.
The Client Registration Interface is used by a LWM2M Client to register with one or more LWM2M Servers, maintain each registration and de-register from a LWM2M Server. The registration is based on the Resource Model and Identifiers defined in Section Error! Reference source not found. Identifiers and Resources. When registering, the LWM2M Client performs the “Register” operation and provides the properties the LWM2M Server requires to contact the LWM2M Client (e.g., End Point Name); maintain the registration and session (e.g., Lifetime, Queue Mode) between the LWM2M Client and LWM2M Server as well as knowledge of the Objects the LWM2M Client supports and existing Object Instances in the LWM2M Client. The registration is soft state, with a lifetime indicated by the Lifetime Resource of that LWM2M Server Object Instance. The LWM2M Client periodically performs an update of its registration information to the registered LWM2M Server(s) by performing the “Update” operation. If the lifetime of a registration expires without receiving an update from the LWM2M Client, and without receiving any other message from the LWM2M Client, the LWM2M Server removes the registration. Finally, when shutting down or discontinuing use of a LWM2M Server, the LWM2M Client performs a “De-register” operation.
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2016 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20130101-I]

© 2016 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20130101-I]

[image: image2.jpg]"sOMaQa

Open Mobile Alliance



