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1 Reason for Change

This contribution clarifies that the change of security credentials may lead to a tear-down of an ongoing DTLS session.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

This document addresses issue #126:  https://github.com/OpenMobileAlliance/OMA_LwM2M_for_Developers/issues/126
5 Detailed Change Proposal

7. Security

The LWM2M protocol is based on [CoAP] principles and utilizes the UDP and SMS transport channel bindings of the protocol. The LWM2M protocol utilizes the security mechanisms of these channel bindings to implement authentication, confidentiality, and data integrity features of the protocol between communicating LWM2M entities.
For authentication of communicating LWM2M entities, the LWM2M protocol requires that all communication between LWM2M Clients and LWM2M Servers as well as LWM2M Clients and LWM2M Bootstrap Servers are authenticated using mutual authentication. This means that a:

· LWM2M Client MUST authenticate a LWM2M Server prior to exchange of any information.
· LWM2M Server MUST authenticate a LWM2M Client prior to exchange of any information.
· LWM2M Client MUST authenticate a LWM2M Bootstrap Server prior to exchange of any information.
· LWM2M Bootstrap Server MUST authenticate a LWM2M Client prior to exchange of any information.
For confidentiality and data integrity of information between communicating LWM2M entities, the LWM2M protocol requires that all communication between LWM2M Clients and LWM2M Servers as well as LWM2M Clients and LWM2M Bootstrap Servers are encrypted and integrity protected. This means that a:

· LWM2M Client MUST encrypt and integrity protect data communicated to a LWM2M Server.
· LWM2M Server MUST encrypt and integrity protect data communicated to a LWM2M Client.
· LWM2M Client MUST encrypt and integrity protect data communicated to a LWM2M Bootstrap Server.
· LWM2M Bootstrap Server MUST encrypt and integrity protect data communicated to a LWM2M Client.

Security credential dynamically provisioned to the LWM2M client and the LWM2M server MAY change at any time, even during the lifetime of an ongoing DTLS session. Since the DTLS protocol verifies the credentials only at the beginning of the session establishment (unless the re-negotiation feature is used) it is possible that a change in credential (for example, credentials for the use of a PSK-based ciphersuite) occurs after a DTLS handshake has already been completed and the DTLS session setup is already finalized. Hence, from a DTLS protocol point of view such a change is not recognized and the already established record layer security associations are in use. It is a policy decision for a client as well as a server implementation to tear down an already existing session when the credentials change. Such a decision will depend on various factors, such as the application domain in which LWM2M is used. The LWM2M specification does not mandate a specific behavior in such a case since DTLS allows both communication parties to tear down an established DTLS session for any number of reasons. 
The LWM2M protocol specifies that authorization of LWM2M Servers to access Object Instances and Resources within the LWM2M Client is provided through Access Control Object Instances within the LWM2M Client.
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