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1 Reason for Change

GitHub issues #135 and #140 point ambiguities in the usage of optional resources.
R01: harmonize with CR132

R02: integrate DM group’s remarks

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requesting OMA DM group to review, comment and agree to the changes presented in this change request.
6 Detailed Change Proposal
5.2.5.1 BOOSTRAP WRITE

The “Write” operation in Bootstrap Interface is different from the “Write” Operation in Device Management and Service Enablement interface; the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeted Object Instance(s) or Resource(s); in addition – as new Objects are implanted in the LWM2M Client - when an Object is defined outside of the Enabler and its version is not the 1.0 version (Initial Version) the Object Version  (see Section 6.2 Object Versioning) MUST be specified in that command.
When the “Write” operation targets an Object or an Object Instance, the LWM2M Client MUST ignore optional resources it does not support in the payload. If the LWM2M Client supports optional resources not present in the payload, it MUST NOT instantiate these optional resources. 
The Write operation can be sent multiple times.
Only in Bootstrap Interface, the “Write” MAY target just an Object ID, which will allow a Bootstrap Server in using a TLV or JSON formatted payload, to populate a LWM2M Client in a single message containing several Instances of the same Object.

The Bootstrap “Write” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	[PROPERTY] Class Attribute

Object Version
	No
	1.0
	According to Section 6.2 (Object Versioning), this attributes provides the version of Object if it is > 1.0

	Object Instance ID
	No
	-
	Indicates the Object Instance to write.
If no Object Instance ID is indicated , Object Instance(s) MUST be specified in the TLV or JSON payload

	Resource ID
	No
	-
	Indicates the Resource to write. The payload is the new value for the Resource.

If no Resource ID is indicated, then the value included payload is an Object Instance containing the Resource values.

	New Value
	Yes
	-
	The new value included in the payload to update the Object Instance(s) or Resource.


5.4.2 Discover

The “Discover” operation is used to discover LWM2M Attributes attached to an Object, Object Instances, and Resources. This operation can be used to discover which Resources are instantiated in a given Object Instance. The returned payload is a list of application/link-format CoRE Links [RFC6690] for each targeted Object, Object Instance, or Resource, along with their attached Attributes including the Object Version attribute if required (see section 6.2 “Object Versioning” and Table 3 of this document [PROPERTIES] Class Attributes).

The “Discover” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance.

	Resource ID
	No
	-
	Indicates the Resource.


Table 10: Discover parameters
If Object ID is only specified, the LWM2M Client MUST respond to the “Discover” operation with the list of Object Instances and the list of their respective instantiated Resources . In addition the list of Attributes which have be assigned to this Object level (see section 5.1.2 Attribute Classification) are also returned.
For example:
· when the “Discover” operation targets an Object with Object ID of 3, the response to the operation could be:
</3>;pmin=10, </3/0/1>, <3/0/2>, </3/0/3>, </3/0/4>, <3/0/6>,<3/0/7>,<3/0/8>,<3/0/11>,<3/0/16>
which means that the LWM2M Client supports the Device Info Object (Instance 0) Resources with IDs 1,2,3, 4 6,7,8,11,and 16 among the Resources of Device Info Object, with an R-Attributes assigned to the Object level.
· when the “Discover” operation targets an Object ID and Object Instance ID only, the list of Attributes assigned to that Object Instance MUST be reported, and the list of instantiated Resources and their attached Attribute MUST be returned in the response as well. For example: if Object ID is 3 and Object Instance ID is 0, then
</3/0>;pmax=60, </3/0/1>, <3/0/2>, </3/0/3>, </3/0/4>, <3/0/6>;dim=8,<3/0/7>;dim=8;gt=50;lt=42.2,<3/0/8>;dim=8,<3/0/11>,<3/0/16>

means that regarding the Device Info Object Instance, an R-Attribute has been assigned to this Instance level. And the LWM2M Client supports the multiple Resources 6,7, and 8 with a dimension of 8 and has 2 additional Notification parameters assigned for Resource 7
· when the “Discover” operation targets an Object ID, Object Instance ID and Resource ID, the attributes of that Resource MUST be returned. In addition, the R-Attributes inherited from upper levels (Object and Object Instance level) are also reported for that Resource (The rules of Section 5.1.2 apply) For example: if Object ID is 3, and Resource ID is 7, then
 </3/0/7>;dim=8;pmin=10;pmax=60;gt=50;lt=42.2
with pmin assigned at the Object level, and pmax assigned at the Object Instance level

If a Resource, an Object Instance, or an Object has attributes for multiple LWM2M Servers, then one link is returned for each and the ep= attribute is used to indicate the Short Server ID of the LWM2M Server. For example: if Object ID is 3 and Object Instance ID is 0, and Resource ID is 7 with two Observe operations from two Servers, then
</3/0/7>;ep=1;dim=8;gt=50;lt=42.2,
</3/0/7>;ep=2;dim=8;pmax=300;gt=80;lt=75.5

5.4.6 Create

The “Create” operation is used by the LWM2M Server to create Object Instance(s) within the LWM2M Client. The “Create” operation MUST target an Object, and MUST follow the rules specified in section 7.3 (ACCESS CONTROL) and its sub-sections. If any error occurs, nothing MUST be created.
The Object Instance created in the LWM2M Client by the LWM2M Server MUST be an Object type supported by the LWM2M Client and announced to the LWM2M Server using the “Register” and “Update” operations of the LWM2M Client Registration Interface.

Object Instance whose Object supports at most one Object Instance MUST be assigned an Object Instance ID of 0 when the Object Instance is Created.
The “Create” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	New Value
	Yes
	-
	The new value included in the payload to create the Object Instance(s)


Table 14: Create parameters
The new value included in the payload MUST follow the TLV or JSON format according to the Content-Format option which MUST be specified.
The LWM2M Client MUST ignore optional resources it does not support in the payload. If the LWM2M Client supports optional resources not present in the payload, it MUST NOT instantiate these optional resources.
When there is no reference to Object Instance in the TLV/JSON payload of the “Create” command, the LWM2M Client MUST assigns the ID of the created Object Instance. If a new Object Instance is created through that operation and the LWM2M Client has more than one LWM2M Server Account, then the LWM2M Client creates an Access Control Object Instance for the created Object Instance (7.3 ACCESS CONTROL)

· Access Control Owner MUST be the LWM2M Server
· The LWM2M Server MUST have full access rights
8.5 Response Codes

This section lists available response codes of each operation. The codes are divided into each interface. These are the only valid response codes defined in for the LWM2M Enabler.
	Operations
	Available CoAP Response Codes
	Reason Phrase

	 Bootstrap Interface

	Bootstrap Request
	2.04 Changed
	Request Bootstrap is completed successfully

	
	4.00 Bad Request
	Unknown Endpoint Client Name

	Write
	2.04 Changed
	“Write” operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different

	
	4.15 Unsupported content format
	The specified format is not supported

	Delete
	2.02 Deleted
	“Delete” operation is completed successfully

	
	4.00 Bad Request
	Bad or unknown URI provided

	Bootstrap Finish
	2.04 Changed
	Bootstrap Finished is completed successfully

	
	4.00 Bad Request
	Bad URI provided

	Client Registration Interface

	Register
	2.01 Created
	“Register” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

Unknown Endpoint Client Name

Endpoint Client Name does not match with CN field of X.509 Certificates

	
	4.03 Forbidden
	The Endpoint Client Name registration in the LWM2M Server is not allowed.

	
	4.12 Precondition Failed
	Supported LWM2M Versions of the Server and the Client are not compatible

	Update
	2.04 Changed
	“Update” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

	
	4.04 Not Found
	URI of “Update” operation is not found

	De-register
	2.02 Deleted
	“De-register” operation is completed successfully

	
	4.00 Bad Request 
	Undetermined error occurred

	
	4.04 Not Found
	URI of “De-register” operation is not found

	 Device Management and Service Enablement Interface

	Create
	2.01 Created
	“Create” operation is completed successfully

	
	4.00 Bad Request
	Target (i.e., Object) already exists 

Mandatory Resources are not specified 

Content Format is not specified

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Create” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Create” operation

	
	4.15 Unsupported content format
	The specified format is not supported

	Read
	2.05 Content
	“Read” operation is completed successfully

	
	4.00 Bad Request
	Undetermined error occurred

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Read” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Read” operation

	
	4.06 Not Acceptable
	None of the preferred Content-Formats can be returned

	Write
	2.04 Changed
	“Write” operation is completed successfully

	
	2.31 Continue
	

	
	4.00 Bad Request
	The format of data to be written is different

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of ”Write“ operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Write” operation

	
	4.06 Not Acceptable
	None of the preferred Content-Formats can be returned

	
	4.08 Request Entity Incomplete
	

	
	4.13 Request entity too large
	

	
	4.15 Unsupported content format
	The specified format is not supported

	Delete
	2.02 Deleted
	“Delete” operation is completed successfully

	
	4.00 Bad Request
	Undetermined error occurred

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Delete” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Delete” operation

	Execute
	2.04 Changed
	“Execute” operation is completed successfully

	
	4.00 Bad Request
	The LWM2M Server doesn’t understand the argument in the payload

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Execute” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for “Execute” operation

	Write Attributes
	2.04 Changed
	“Write Attributes” operation is completed successfully

	
	4.00 Bad Request
	The format of attribute to be written is different

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Write Attributes” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for Write Attributes operation

	Discover
	2.05 Content
	“Discover” operation is completed successfully

	
	4.00 Bad Request
	Undetermined error occurred

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of “Discover” operation is not found

	
	4.05 Method Not Allowed
	Target is not allowed for Discover operation

	Information Reporting Interface

	Observe
Cancel Observe
	2.05 Content
	Operation is completed successfully

	
	4.00 Bad Request
	Undetermined error occurred

	
	4.01 Unauthorized
	Access Right Permission Denied

	
	4.04 Not Found
	URI of Operation is not found or not supported

	
	4.05 Method Not Allowed
	Target is not allowed for the  Operation

	
	4.06 Not Acceptable
	None of the preferred Content-Formats can be returned

	
	
	


Table 26: Response Codes
If any operation in table 21, 24 and 25 cannot be completed in the client and the reason cannot be described by a more specific response code, then a generic response code of “5.00 Internal Server Error” MUST be returned.
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