Doc# OMA-DM-LightweightM2M-2016-0186R02-CR_Editorial_Fixes_CONRR.doc[image: image4.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-LightweightM2M-2016-0186R02-CR_Editorial_Fixes_CONRR.doc
Change Request



Change Request

	Title:
	Firmware Update Clarification 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM

	Doc to Change:
	OMA-TS-LightweightM2M-V1_0-20161123-D.doc

	Submission Date:
	10 November 2016

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	David Navarro, IOTEROP, david.navarro@ioterop.com

	Replaces:
	n/a


1 Reason for Change

Address remarks made during CONRR.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requesting OMA DM group to review, comment and agree to the changes presented in this change request.
6 Detailed Change Proposal

5. Interfaces
According to the architecture diagram [LWM2M-AD], there are four interfaces: 1) Bootstrap, 2) Client Registration, 3) Device Management and Service Enablement, and 4) Information Reporting. The operations for the four interfaces can be classified as uplink operations and downlink operations. The operations of each interface are defined in this section, and then mapped to protocol mechanisms in Section 8 Transport Layer Bindings and Encodings.

Figure 3 shows the operation model for interface “Bootstrap”. For this interface, the operations are an uplink operation named “Request Bootstrap” and downlink operations named “Discover”, “Write”, “Delete” and “Bootstrap-Finish”. These operations are used to initialize the needed Object(s) for the LWM2M Client to register with one or more LWM2M Servers. With the “Write” operation on this interface, the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource(s) and access rights. In the mode where the Server is addressing the Bootstrap Information to the LWM2M Client, the Server MUST inform the LWM2M Client when this transfer is over by sending a “Bootstrap Finish” command.

Bootstrapping is also defined using Factory Bootstrap (e.g., storage in Flash) or Bootstrap from Smartcard (storage in a Smartcard).


Figure 3: Bootstrap
Figure 4 shows the operation model for the interface “Client Registration”. For this interface, the operations are uplink operations named “Registration”, “Update” and “De-register”.
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Figure 4: Client Registration
Figure 5 shows the logical operation model for interface “Device Management and Service Enablement”. For this interface, the operations are downlink operations named “Read”, “Create”, “Delete”, “Write”, “Execute”, “Write Attributes”, and “Discover”. These operations are used to interact with the Resources, Resource Instances, Objects, Object Instances and/or their attributes exposed by the LWM2M Client. The “Read” operation is used to read the current values; the “Discover” operation is used to discover attributes and to discover which Resources are implemented in a certain Object; the “Write” operation is used to update the values; the “Write Attributes” operation is used to change attribute values and the “Execute” operation is used to initiate an action. The “Create” and “Delete” operations are used to create or delete Instances.
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Figure 5: Device Management and Service Enablement
Figure 6 shows the operation model for interface “Information Reporting”. For this interface, the operations are downlink operations “Observe” or “Cancel Observation” and an uplink operation “Notify”. This interface is used to send the LWM2M Server a new value related to a Resource on the LWM2M Client.
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Figure 6: Information Reporting
The relationship between operations and interfaces is listed in the following Table 1.
	Interface
	Direction
	Operation

	Bootstrap
	Uplink
	Request Bootstrap

	Bootstrap
	Downlink
	Write, Discover, Delete, Bootstrap-Finish

	Client Registration
	Uplink
	Register, Update, De-register

	Device Management and Service Enablement
	Downlink
	Create, Read, Write, Delete, Execute, Write Attributes, Discover

	Information Reporting
	Downlink
	Observe, Cancel Observation

	Information Reporting
	Uplink
	Notify


Table 1: Relationship of operations and interfaces
5.1.1 Attributes Definitions and Rules
Attributes are metadata which can be attached to an Object, an Object Instance or a Resource. The value of an Attribute is LWM2M Server specific. These attributes can fulfil various roles: from just carrying information (e.g., Discover), up to containing parameters for Notification for example.

Attributes attached to Object, Object Instance, Resource, are respectively named O-Attribute, OI-Attribute, R-Attribute.

These Attributes MAY be carried in the message payload of Registration and Discover operations; they also MAY be updated - when writable - through the “Write Attributes” operation. 

Regardless to the LWM2M entity a given Attribute is attached to, the value of such an Attribute can be set at various levels: Object, Object Instance, Resource levels. Additionally, precedence rules apply when the same Attribute receives a value at different levels.

Several rules governs usage of LWM2M Attributes

· The value of an O-Attribute MAY only be set at the Object level.

· The value of an OI-Attribute MAY be set at the Object Instance level, and also at the Object level.

precedence rules:

· Rule 1: When set at both levels, the value of the OI-Attribute set at Object Instance level will prevail.

· Rule 2: When the Attribute value is set at the Object level, the scope of the OI-Attribute value extends to all the Instances of that Object, as long as the Rule 1 is respected.

· An R-Attribute MAY be set at 3 different levels: the Resource level, the Object Instance level and the Object level.

precedence rules:

· Rule 3: When set at the Resource level, the value of an R-Attribute prevails for that Resource whatever a value for this R-Attribute is also specified at an upper level (Object or Object Instance level).

· Rule 4: When set at the Object Instance level, the scope of an R-Attribute value extends to all the Resources of that Object Instance as long as the Rule 3 is respected.

· Rule 5: When set at the Object level, the scope of an R-Attribute value extends to all the resources of any Instance of that Object, as long as the Rule 4 is respected.

An attribute is fully determined by several characteristics which are listed in the table below:

	Attribute characteristics
	Description

	Name
	Attribute Name used to reference a specific Attribute in that Enabler (e.g., “Minimum Period”)

	CoRE Link Param
	the string used when this Attribute is transferred to CoAP as a CoRE link parameter (ex pmin)

	Attachment
	The Object, Object Instance or Resource, to which an Attribute applies

	Assignation Level
	The Level (Object, Object Instance, Resource) where the value of the Attribute MAY be set.

	Class
	Attributes are organized according to their purpose;

2 Class of Attributes are supported in LWM2M TS 1.0

[NOTIFICATION] gather Attributes regarding Notify operations parameters

[PROPERTIES] gather Attributes regarding general information

	Access Mode
	R, W, RW: operation allowed by the LWM2M Server.

	Applicability
	Condition to fulfil for allowing to attach such an Attribute

	Default Value
	<value> | -

	Value Type
	LWM2M data type

	Value
	The Value carried by this Attribute : its data type must be of “Value Type”


Table 2: Attribute Characteristics
Some Attributes MAY be exposed to the LWM2M Server in the payload response to a “Discover” command (Section 5.4.2).

The value of some Attributes MAY be changed by the LWM2M Server in using the “Write Attributes” command (Section 5.4.4); which Attribute are concerned are marked as “W” (writable) in the table of the next Section.

Note: A payload response to a “Discover” command is a list of application/link-format CoRE Links [RFC6690] which will include the LWM2M Attributes
5.1.2 Attributes Classification

[PROPERTIES] Class Attributes

The role of these Attributes is to provide metadata which may communicate helpful information to LWM2M Server for example easing data management.

Except when specifically mentioned as required, the LWM2M Server and LWM2M Client SHOULD support [PROPERTIES] Class Attributes listed Table 3.

5.2.7.2 Bootstrap DISCOVER
The “Discover” operation in Bootstrap Interface is different from the “Discover” operation in Device Management and Service Enablement interface.

 The “Discover” operation on the Bootstrap Interface is used to discover which LWM2M Objects and Object Instances are supported by a certain LWM2M Client. In particular, the Security Object Instances (ID:0) are reported, while they are not accessible in Device Management and Service Enablement Interface. This operation is useful to clean-up or to update a LWM2M Client configuration (e.g. adding (removing) a LWM2M Server Account to (from) the LWM2M Client configuration).
The returned payload for each targeted Object, is a list of application/link-format CoRE Links [RFC6690] containing the Object Instances of such an Object, in addition with the Object Version and the LWM2M Enabler Version if required (see section 6.2 “Object Versioning” and Table 3 of this document [PROPERTIES] Class Attributes). For fully identify the Server supported by the Client, the Object Instances of the Server Account(s) (Object ID:0, Object ID:1) are suffixed by their associated Short Server ID.

The Bootstrap-Server Security Object Instance is not suffixed by a Short Server ID, since it has none associated with, 

The targeted URI ‘/’ is accepted in place of the Object ID URI, for informing the Client to report all existing Object Instances. 

The “Discover” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	No
	  -
	Indicates the Object. (/ means all Objects )


Table 6: Bootstrap Discover parameters
For example:
· when the “Discover” operation targets an Object with Object ID of 0 (Security Object), the response to the operation could be:
</0/0>;ep=101, </0/1/>, </0/2>;ep=102 with the meaning 3 LWM2M Servers are supported in that Client, while the Instance ID:1 of the Security Object ID:0 contains the credentials for the LWM2M Bootstrap-Server.
· when the “Discover” operation targets an Object with ‘/’ the response to the operation could be
</0/0>;ep=101,</0/1>, </1/0/>;ep=101, </3/0>,</5>,</4>   with the meaning the Client is supporting a Bootstrap-Server Account (/0/1), a Server Account (/0/0, /1/0)  with a Short Server ID=101, A Device Object Instance (/3/0) and 2 other Objects which are not instantiated yet (Firmware Update /5, and Connectivity Monitory Object /4).
· When the “Discover” addresses a LWM2M Client supporting the LWM2M Enabler in release 2.0, and containing a configuration with an hypothetical  LWM2M Object ID:55 in Version 1.9, with one Instance (/55/0)
               lwm2m=“2.0”,</0/0>,</0/1>;ep=101, </1/0/>;ep=101, </3/0>,</5>,</4>,</55>;ver=1.9, </55/0>
5.3.1 Register
Registration is performed when a LWM2M Client sends a “Register” operation to the LWM2M Server. After the LWM2M Device is turned on and the bootstrap procedure has been completed, the LWM2M Client MUST perform a “Register” operation to each LWM2M Server that the LWM2M Client has a Server Object Instance. Table 7 describes the parameters used for the “Register” operation.
The “Register” operation includes the Endpoint Client Name parameter along with other parameters listed in Table 7. The “Register” operation MUST include a value for the Endpoint Client Name parameter that is unique on that LWM2M Server.

Upon receiving a “Register” operation from the LWM2M Client, the LWM2M Server records the connection information of the registration message (e.g., source IP address and port or MSISDN) and uses this information for all future interactions with that LWM2M Client.

If the LWM2M Client sends a “Register” operation to the LWM2M Server even though the LWM2M Server has registration information of the LWM2M Client, the LWM2M Server removes the existing registration information and performs the new “Register” operation. This situation happens when the LWM2M Client forgets the state of the LWM2M Server (e.g., factory reset).
The LWM2M Server MUST support all the parameters listed at Table 7 and the LWM2M Client MUST support Endpoint Client Name, Binding Mode, and Object and Object Instances and MAY support LWM2M Version, Lifetime and SMS Number.
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 6.3

	Lifetime
	No
	
	· If this parameter is present in the “Register” or the “Update” operations, it MUST contain the same value of the Mandatory Lifetime Resource of the LWM2M Server Object Instance (see Appendix D.1)
· If this parameter is not present in the “Register” operation, the Server MUST perform a READ or WRITE operation on the Lifetime Resource of the LWM2M Server Object Instance in order to stay synchronized with the LWM2M Client Registration Lifetime.

	LWM2M Version
	No
	1.0
	Indicates the version of the LWM2M Enabler that the LWM2M Client supports. This parameter is required only for LWM2M versions > 1.0.

	Binding Mode
	No
	U
	Indicates current binding and Queue mode of the LWM2M Client. “U” means UDP binding, and "S" means SMS binding. The "Q" can be appended to represent the binding works in the Queue mode.

For example, "UQS" means the Client uses both the UDP binding with Queue Mode enabled and the SMS binding with Queue Mode disabled.

The valid values of the parameter are listed in the Section 5.3.1.1.

	SMS Number
	No
	
	The value of this parameter is the MSISDN where the LWM2M Client can be reached for use with the SMS binding.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the LWM2M Client (Security Object ID:0 MUST not be part of this list).


Table 7: Registration parameters
A LWM2M Server MUST refuse a Client’s Registration request, if it doesn’t support the LWM2M Enabler version indicated by the Client (i.e. major digit of the LWM2M versions in Client and Server are different, or the LWM2M version supported by the Client – e.g., 1.1 -  is superior to the LWM2M version supported by the Server – e.g., 1.0 -).

The list of Objects and Object Instances is included in the payload of the registration message. Except the Security Object (ID:0), all the mandatory Objects defined in the LWM2M Enabler (i.e. Server Object ID:1 and the Device Object ID:3) MUST be part of the registration payload list. The Security Object ID:0 MUST NOT be part of the Registration Objects and Object Instances list.

When an Object defined outside of a LWM2M Enabler has to-be-registered by the Client, but is not supported by the Server (unknown Object or unsupported Object version) it MUST be silently ignored by this Server and will not prevent the Client’s Registration request to be accepted.

The payload Media-Type of that registration message MUST be the Core Link Format (application/link-format) defined in [RFC6690], so that each Object is described as a Link according to that format. The Target component of the link is required, and consists of the Object path augmented of the Object Version Core link parameters “ver” if required as it is defined in section 6.2 of this document. Any other parameters included in the link MUST be silently ignored, unless specified for use by the LWM2M Enabler.
The payload for a LWM2M Client supporting LWM2M Server, Access Control, Device, Connectivity Monitoring and Firmware Update Objects from Appendix E would simply be:

</1>, </2>, </3>, </4>, </5>

If Objects Instances are already available on the LWM2M Client at the time of registration, then the format would be (for the example client of Appendix F):

</1/0>,</1/1>,</2/0>,</2/1>,</2/2>,</2/3>,</2/4>,</3/0>,</4/0>,</5>
If the LWM2M Client supports the JSON data format for all the Objects it SHOULD inform the LWM2M Server by including the content type in the root path link using the ct= link attribute. An example is as follows (note that the content type value 1543 is an example, the actual value will be assigned by IANA for the LWM2M JSON format).

</>;ct=1543, </1/0>,</1/1>,</2/0>,</2/1>,</2/2>,</2/3>,</2/4>,</3/0>,</4/0>,</5>

5.3.2 Update

Periodically or based on certain events within the LWM2M Client or initiated by the LWM2M Server, the LWM2M Client updates its registration information with a LWM2M Server by sending an “Update” operation to the LWM2M Server.
The “Update” operation can be initiated by the LWM2M Server via an “Execute” operation on the “Registration Update Trigger” Resource of the LWM2M Server Object. The LWM2M Client can perform an “Update” operation to refresh the lifetime of its registration to a LWM2M Server.

When any of the parameters listed in Table 9 changes, the LWM2M Client MUST send an “Update” operation to the LWM2M Server. This “Update” operation MUST contain only the parameters listed in Table 9 which have changed compared to the last registration parameters sent to the LWM2M Server.
	Parameter
	Required

	Lifetime
	No

	Binding Mode
	No

	SMS Number
	No

	Objects and Object Instances
	No


Table 9: Update parameters
The Objects and Object Instance list MUST contain all the supported Objects and Object Instances available on the LWM2M Client. The Security Object ID:0 MUST NOT be part of Update Objects and Object Instances list.

When an Object defined outside of a LWM2M Enabler is part of the Client update registration list, but is not supported by the Server (unknown Object or unsupported Object version), it MUST be silently ignored by this Server and will not prevent the Client’s Registration request to be accepted.
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