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1 Reason for Change

The content of the specification is the result of the consistency review and the discussions at the January 2017 Toulouse interim meeting. 

In particularly, the following changes are being suggested: 
· Reorganization of the security section

· Clarifications regarding (secure) time provisioning. 

· Clarifications regarding the use of IP addresses in certificates

· Corrections regarding the key length indications for asymmetric crypto

· Clarifications regarding PKIX validation 
· Clarifications for the use of the same credentials across multiple LwM2M servers

· Clarifications regarding the server-initiated bootstrapping and the roles for DTLS

· Clarifications regarding identifier matching

2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Integrate changes into version 1.0.
5 Detailed Change Proposal
2.1 Normative References

	[RFC6125]
	P. Saint-Andre, J. Hodges, "Representation and Verification of Domain-Based Application Service Identity within Internet Public Key Infrastructure Using X.509 (PKIX) Certificates in the Context of Transport Layer Security (TLS)", RFC 6125, March 2011.


2.1 Informative References

	[RFC6698]
	P. Hoffman, J. Schlyter, "The DNS-Based Authentication of Named Entities (DANE) Transport Layer Security (TLS) Protocol: TLSA",  RFC 6698, August 2012.


7. Security

The LwM2M protocol is based on [CoAP] principles and utilizes the UDP and SMS transport channel bindings of the protocol. The LwM2M protocol utilizes DTLS with these channel bindings to implement authentication, confidentiality, and data integrity features of the protocol between communicating LwM2M entities. As an alternative, lower layer security may be used, as described in Section 7.1.4.
LwM2M Clients require credentials and configuration information for securely communicate with LwM2M Servers. This configuration information can be provisioned to the LwM2M Client during manufacturing or through the use of the LwM2M Bootstrap-Server. In order to secure the communication between the Lwm2M Client and the LwM2M Bootstrap-Server a different set of credentials and configuration information is required. 
LwM2M supports three different types of credentials, namely 

· Certificates, 

· Raw public keys, and 

· Pre-shared secrets. 

Since these credential types offer different properties the LwM2M offers support for all of them. 
The LwM2M protocol specifies that authorization of LwM2M Servers to access Object Instances and Resources within the LwM2M Client is provided through Access Control Object Instances within the LwM2M Client. 

· 
· 
· 
· 

· 
· 
· 
· 


7.2 DTLS-based Security
7.2.3 Requirements 

For authentication of communicating LwM2M entities, the LwM2M protocol requires that all communication between LwM2M Clients and LwM2M Servers as well as LwM2M Clients and LwM2M Bootstrap-Servers are authenticated using mutual authentication. This means that a:

· LwM2M Client MUST authenticate a LwM2M Server prior to exchange of any information.
· LwM2M Server MUST authenticate a LwM2M Client prior to exchange of any information.
· LwM2M Client MUST authenticate a LwM2M Bootstrap-Server prior to exchange of any information.
· LwM2M Bootstrap-Server MUST authenticate a LwM2M Client prior to exchange of any information.
For confidentiality and data integrity of information between communicating LwM2M entities, the LwM2M protocol requires that all communication between LwM2M Clients and LwM2M Servers as well as LwM2M Clients and LwM2M Bootstrap-Servers are encrypted and integrity protected. This means that a:

· LwM2M Client MUST encrypt and integrity protect data communicated to a LwM2M Server.
· LwM2M Server MUST encrypt and integrity protect data communicated to a LwM2M Client.
· LwM2M Client MUST encrypt and integrity protect data communicated to a LwM2M Bootstrap-Server.
· LwM2M Bootstrap-Server MUST encrypt and integrity protect data communicated to a LwM2M Client.
Due the sensitive nature of bootstrap information, a particular care has to be taken to ensure protection of that data. 
The use of DTLS fulfils these requirements. 

DTLS Overview 

CoAP [COAP] is secured using the Datagram Transport Layer Security (DTLS) 1.2 protocol [RFC6347], which is based on TLS v1.2 [RFC5246]. The DTLS binding for CoAP is defined in Section 9 of [CoAP]. DTLS is a communication security solution for datagram based protocols (such as UDP). It provides a secure handshake with session key generation, mutual authentication, data integrity and confidentiality.
This section provides information related to the use of DTLS for use with CoAP over DTLS over UDP as well as for use with CoAP over DTLS over SMS. Section 7.2 provides additional information regarding the use of DTLS in an SMS context. 
The DTLS client and the DTLS server SHOULD keep security state, such as session keys, sequence numbers, and initialization vectors, and other security parameters, established with DTLS for as long a period as can be safely achieved without risking compromise to the security context. If such state persists across sleep cycles where the RAM is powered off, secure storage SHOULD be used for the security context.
The credentials used for authenticating the DTLS client and the DTLS server to secure the communication between the LwM2M Client and the LwM2M Server are obtained using one of the bootstrap modes defined in Section 5.2.2. Appendix E.1.1 defines the format of the keying material stored in the LwM2M Security Object Instances. 
LwM2M Bootstrap-Servers, LwM2M Servers and LwM2M Clients MUST use different key pairs. LwM2M Clients MUST use keys, which are unique to each LwM2M Client. When a LwM2M Client is configured to utilize multiple LwM2M Servers then the LwM2M Bootstrap-Server may configure different credentials with these LwM2Ms Servers. Such configuration provides better unlinkability properties since each individual LwM2M Server cannot correlate request based on the credentials used by the LwM2M Client. Deployment and application specific considerations dictate what approach to use. 
Ciphersuites 

DTLS supports the concept of ciphersuites and they are securely negotiated during the DTLS handshake. This specification recommends a limited number of ciphersuites for interoperability reasons but LwM2M Clients and LwM2M Servers MAY support additional ciphersuites. The recommended ciphersuites depend on the type of credential being used since the ciphersuite concept also indicates the authentication and key exchange mechanism. As a minimum requirement, ciphersuites SHOULD use SHA-256, MUST NOT use SHA-1, MUST NOT use MD5, and MUST NOT use hashing functions weaker than SHA-1and MD5 or hash functions that are deprecated.
Note that care has to be taken when using CBC-based ciphersuites in DTLS for the following two reasons: 
(1) Prior to TLS 1.1 IV selection is broken. The solution is to use TLS 1.1 or higher, and there is a work-around for earlier version using record splitting. Since this specification relies on DTLS 1.2 this concern is not applicable. 
(2) Implementing authenticated decryption (checking padding and mac) without any side channel is pretty hard (see Lucky 13 attack and its variants). The solution is to use the encrypt-then-mac extension defined in RFC 7366, which is recommended. 
The complete list of ciphersuites defined for TLS and DTLS can be found at http://www.iana.org/assignments/tls-parameters/tls-parameters.xml
Bootstrapping 

The Resources in the LwM2M Security Object (i.e., “Security Mode”, “Public Key or Identity”, “Server Public Key or Identity” and “Secret Key”) are used
1) for providing UDP channel security in “Client Registration”, “Device Management & Service Enablement”, and “Information Reporting” Interfaces if the LwM2M Security Object Instance relates to a LwM2M Server, or,

2) for providing channel security in Bootstrap Interface if the LwM2M Security Object instance relates to a LwM2M Bootstrap-Server.
3) for protecting the communication with a firmware repository server when the LwM2M Client receives a URI in the Package URI of the Firmware Update object.
The content and the interpretation of the Resources in the LwM2M Security Object depend on the type of credential being used. 
Concerning Bootstrap from Smartcard a secure channel between the Smartcard and the LwM2M Client SHOULD be established, as described in Appendix G and defined in [GLOBALPLATFORM 3], [GP SCP03]. Using Smartcard with pre-shared secrets, raw public keys, and with certificates needs no pre-existing trust relationship between LwM2M Server(s) and LwM2M Client(s). The pre-established trust relationship is between the LwM2M Server(s) and the SmartCard(s).
LwM2M Clients MUST either be provisioned for use with a LwM2M Server (manufacturer pre-configuration bootstrap mode) or else be provisioned for use with an LwM2M Bootstrap-Server. Any LwM2M Client, which supports client or server initiated bootstrap mode, MUST support at least one of the following secure methods:
1) Bootstrapping with a strong (high-entropy) pre-shared secret, as described in Section 7.2.3. The ciphersuites defined in Section 7.1.7 MUST NOT be used with a low-entropy secret or with a password.

2) Bootstrapping with a raw public key or certificate-based method (as described in Section 7.1.8 and Section 7.1.9).

In either case, the LwM2M Client MUST be provisioned with a credential that is unique to a device. For full interoperability, a LwM2M Bootstrap-Server MUST support bootstrapping via pre-shared secrets, raw public keys, and certificates.

NOTE: The above security methods can also be used by the LwM2M Bootstrap-Server to provision KIc and KID for the SMS Secured Packet Structure mode (see Section 7.3.4 for SMS Secured Packet Structure mode).
Security credential dynamically provisioned to the LwM2M Client and the LwM2M Server MAY change at any time, even during the lifetime of an ongoing DTLS session. Since the DTLS protocol verifies the credentials only at the beginning of the session establishment (unless the re-negotiation feature is used) it is possible that a change in credential (for example, credentials for the use of a PSK-based ciphersuite) occurs after a DTLS handshake has already been completed and the DTLS session setup is already finalized. Hence, from a DTLS protocol point of view such a change is not recognized and the already established record layer security associations are in use. It is a policy decision for a DTLS client as well as a DTLS server implementation to tear down an already existing session when the credentials change. Such a decision will depend on various factors, such as the application domain in which LwM2M is used. The LwM2M specification does not mandate a specific behavior in such a case since DTLS allows both communication parties to tear down an established DTLS session for any number of reasons.
Endpoint Client Name 

The LwM2M specification defines the use of the endpoint client name in the Bootstrap-Request and in the Register messages. Since the endpoint client name is not authenticated at the application layer the LwM2M Server MUST compare the received endpoint client name identifier with the identifier used at the DTLS handshake. This comparison may either be an equality match or may involve a dedicated lookup table to ensure that LwM2M Clients cannot intentionally or due to misconfiguration impersonate other LwM2M Clients. The LwM2M Server MUST respond with a “4.00 Bad Request” to the LwM2M Client if these fields do not match.
LwM2M and DTLS Roles

The client-server roles of DTLS, which indicate who initiates the DTLS handshake, are independent from the client-server relationship of LwM2M. In client-initiated bootstrapping the LwM2M Client is also the DTLS client and the LwM2M Server acts as the DTLS server. For server-initiated bootstrapping, however, the roles are reversed: the LwM2M Client acts in the role of a DTLS server and the LwM2M Server is the DTLS client. Note that using a DTLS server on a LwM2M Client requires additional resources, such as RAM, and flash memory. 
When the LwM2M Client acts in the role of a DTLS server then care has to be taken that the following four values are equal:

(1) Value in the Server Name Indication (SNI) extension used in the DTLS exchange, 

(2) Endpoint Client Name,
(3) Identifier used with the credential, such as the identifier contained in the certificate, and
(4) Value in the LwM2M Server URI Resource. 
Note that the DTLS client (acting as the LwM2M Server) for the server-initiated bootstrapping has to be configured with the IP address of the LwM2M Client, an FQDN, and the certificate, raw public key or PSK for use with the LwM2M Client. 













3) 
4) 


7.2.4 Pre-Shared Keys

A LwM2M Server MUST support the Pre-Shared Key mode of DTLS with the following ciphersuites:

· TLS_PSK_WITH_AES_128_CCM_8, as defined in [RFC6655] 
· TLS_PSK_WITH_AES_128_CBC_SHA256, as defined in [RFC5487]

A LwM2M Client MUST support the Pre-Shared Key mode of DTLS with at least one of the ciphersuites specified for the LwM2M Server. 
This mode requires the following resources of the Security Object defined in Appendix E.1 to be populated: 

· The “Security Mode” Resource MUST contain the value 0. 

· The "Public Key or Identity" Resource MUST be used to store the PSK identity, defined in [RFC4279]. 

· The "Secret Key" Resource MUST be used to store the PSK, defined in [RFC4279].
The “Server Public Key” Resource MUST NOT be used in the Pre-Shared Key mode. 











7.2.5 Raw Public Keys
If a LwM2M Server supports the raw public key credentials it MUST support the following ciphersuites: 
· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, as defined in [RFC6655]
· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, as defined in [RFC5289]

If a LwM2M Client supports the raw public key mode it MUST support at least one of the ciphersuites supported by the LwM2M Server.

This mode requires the following resources of the Security Object defined in Appendix E.1 to be populated: 

· The “Security Mode” Resource MUST contain the value 1. 

· The "Public Key or Identity" Resource MUST be used to store the raw public key of the DTLS client. 

· The "Secret Key" Resource MUST be used to store the private key of the DTLS client. 

· The “Server Public Key” Resource MUST be used to store the raw public key of the DTLS server. 




This security mode is appropriate for LwM2M deployments where the benefits of asymmetric cryptography are used but without the overhead of the public key infrastructure.
The DTLS client MUST check that the raw public key presented by the DTLS server exactly matches this stored public key. 
The DTLS server MUST store its own private and public keys, and MUST have a stored copy of the expected client public key. The DTLS server MUST check that the raw public key presented by the DTLS client exactly matches this stored public key.



7.2.6 X.509 Certificates

The X.509 Certificate mode requires the use of X.509v3 certificates [RFC5280].
If a LwM2M Server supports X.509 Certificate mode it MUST support the following ciphersuites:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, as defined in [RFC7251].

· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, as defined in [RFC5289]

If a LwM2M Client supports X.509 Certificate mode it MUST support at least one of the ciphersuites supported by the LwM2M Server.
This mode requires the following resources of the Security Object defined in Appendix E.1 to be populated: 

· The “Security Mode” Resource MUST contain the value 2. 

· The "Public Key or Identity" Resource MUST be used to store the X.509 certificate of the DTLS client. 

· The "Secret Key" Resource MUST be used to store the private key of the DTLS client. 

· The “Server Public Key” Resource MUST be used to store the certificate of the DTLS server. The use of it is explained in more detail below. 

The "LwM2M Server URI", and the "Bootstrap Server" Resources are populated according to the description in Appendix E.1.
The public key infrastructure supports different deployment modes, as discussed in [RFC6698], and this specification supports the domain issued certificate mode whereby the Server Public Key Resource specifies the exact certificate that should be used for the DTLS server, and the certificate does not need to be signed by a valid CA. This allows for the use of self-signed certificates. Other modes are not supported. 
The algorithm for verifying the service identity, as described in RFC 6125 [RFC6125], is essential for ensuring proper security when certificates are used and MUST be implemented and used by the DTLS client. As a summary, the algorithm specified in RFC 6125 contains the following steps:

1. The DTLS client constructs a list of acceptable reference identifiers based on the source domain and, optionally, the type of service to which the client is connecting. The DTLS client on LwM2M Client obtains this information from the "LwM2M Server URI" Resource. A DTLS client on a LwM2M Server obtains this information from some repository. 
2. The DTLS server provides its identifiers in the form of a PKIX certificate.

3. The DTLS client checks each of its reference identifiers against the presented identifiers for the purpose of finding a match.

4. When checking a reference identifier against a presented identifier, the DTLS client matches the source domain of the identifiers and, optionally, their application service type.

For various terms used in the algorithm shown above, consult RFC 6125. It is important to highlight that comparing the reference identifier against the presented identifier obtained from the certificate is in general required to ensure the DTLS client is communicating with the intended DTLS server. Since only the domain-issued certificate mode is supported by this specification the DTLS client compares the certificate from the Server Public Key Resource with the certificate provided in the DTLS handshake additionally comparing the reference identifier against the presented identifier is step for future-proofing in the anticipation of supporting other PKIX validation modes. Similarly, a DTLS client running on a LwM2M Server would need to obtain the certificate of the DTLS server running on the LwM2M Client from some repository. 
It is worth noting that the algorithm description from RFC 6125 assumes that fully qualified DNS domain names are used. If a server node is provisioned with a fully qualified DNS domain, then the DTLS server certificate MUST contain the fully qualified DNS domain name or "FQDN" as dNSName [RFC5280].  For CoAP, the coaps URI scheme is described in Section 6.2 of [RFC7252].  This FQDN is stored in the SubjectAltName or in the leftmost Common Name (CN) component of the subject name, as explained in Section 9.1.3.3 of [RFC7252], and used by the DTLS client to match it against the FQDN used during the lookup process, as described in [RFC6125]. 

Note that the Server Name Indication (SNI) extension [RFC6066] allows a DTLS client to tell a DTLS server the name of the DTLS server it is contacting. This is an important feature when the server is part of a hosting solution where multiple virtual servers are using a single underlying network address.  Section 3 of [RFC6066] only allows FQDN hostname of the DTLS server in the ServerName field. For the DTLS client running on a LwM2M Server the SNI extension allows the LwM2M Server to indicate what certificate it is expecting. 
In some deployment scenarios DNS is not used and hence LwM2M Clients need to follow a different procedure. 

If the CoAP URI stored in the "LwM2M Server URI" Resource contains an IP literal, such as coaps://[2001:db8::2:1]/, then certificate provided by the server also has to contain such an IP address in the Common Name (CN) component of the server certificate or in a field of URI type in the SubjectAltName set.

The procedure for a client using such certificates is as follows: 

· The LwM2M Client uses the IP address from the LWM2M Server URI Resource to connect to the LwM2M Server using a DTLS handshake. The IP address becomes the reference identifier. 

· The DTLS stack of the LwM2M Server returns a Certificate message as part of the handshake that contains a certificate. The IP address extracted from the server certificate becomes the presented identifier.  

· The client matches the reference identifier against the presented identifier. If the two match, the client continues with the certificate verification according to RFC 5280 and aborts the handshake with a fatal alert otherwise. 

There are disadvantages in the way how IP addresses are used in the LwM2M specification with certificates. Whenever the IP address of the LwM2M Server changes a new certificate for that LwM2M Server needs to be created. Due to the only supported  domain-issued certificate mode the LwM2M Server certificate also needs to be provisioned to the LwM2M Client since otherwise the DTLS handshake will fail since the certificate provisioned to the Server Public Key Resource will not match the newly generated LwM2M Server certificated provided in the DTLS handshake. Furthermore, the IP address contained in the LWM2M Server URI Resource will also need to be updated. 













The use of certificates requires the DTLS client to understand the concept of time since it needs to check the validity of the server-provided certificate. Different deployments may have different means of obtaining the current time and this specification does not mandate one mechanism. In general, the LwM2M Bootstrap-Server certificate is not expected to expire since the LwM2M Client has no easy possibility to recover from such an expired certificate. However, if the LwM2M Client determines that the LwM2M Server certificate is expired it MAY contact the LwM2M Bootstrap-Server to obtain new security credentials for use with the LwM2M Server. 
Note that the LwM2M Device Object allows the LwM2M Bootstrap-Server to configure the current time for the LwM2M Client using the Current Time Resource. 
7.2.7 “NoSec” mode

It is highly recommended to always protect theLwM2M protocol with DTLS. There are, however, scenarios where the LwM2M protocol is deployed in environments where lower layer security mechanisms are provided. 
The LwM2M Server MUST compare the endpoint client name identifier used during the Register and the Bootstrap Request message with the identifier used for network access authentication (typically used to setup link layer security procedures).
The LwM2M protocol may use the NoSec mode with or without a lower-layer security mechanism and matching the endpoint client name identifier with any lower layer identifier may in the latter case not be possible. 
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