6.1.1.1 Firmware Update Object (ID 5) [750-799]

6.1.1.1.1 LightweightM2M-1.0-int-751 – Querying the readable resources
	Test Case Id
	LightweightM2M-1.0-int-751

	Test Object
	Client and Server

	Test Case Description
	Querying Information on the Firmware Update Object Instance for determining the current states and supported characteristics of the Client for such capability.

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C

The Client  is registered with the Server
The Fw Update Object Instance is in its initial state (State=0)

	Test Procedure
	A READ operation from the Server on the Firmware Update Object Instance requesting TLV format has been received by the client. 
Normal flow:
1. READ (CoAP GET) operation is performed on the Firmware Update Object Instance 
2. The Server receives success message (2.05 Content) and the requested value

	Pass-Criteria
	A. In test step 2, the Server receives the status code “2.05” for READ success

B. In test step 2, the returned values regarding State (ID:3) and Update Result (ID:5) prove the Client FW update Capability is in initial state (State=Idle & Update Result= Initial Value).

C.  In test step 2, the returned values regarding Firmware Update Protocol Support (ID:8) & Firmware Update Delivery Method (ID:9) allow to determine the supported characteristics of the Client FW Update Capability.


6.1.1.1.2 LightweightM2M-1.0-int-755 – Setting the writable Resource Package
	Test Case Id
	LightweightM2M-1.0-int-755

	Test Object
	Client and Server

	Test Case Description
	Setting the writable Resource Package (ID:0)  of  Firmware Update Object Instance and verifying the triggered actions produce the expected results  

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C

· The Client is registered with the Server
· According to Test LightweightM2M-1.0-int-751, the FW Update Object Instance supports the PUSH Delivery Method 

	Test Procedure
	A WRITE operation from Server to set to NULL value (‘\0’) the Resource Package (ID:0)  has been received by the client. The test verifies the FW Update Object Instance is reset to its Initial state. Then a WRITE operation is performed by the Server to load a valid image in the Client in setting the Package Resource. 

The various Resources of this FW Update Objects must be set as expected by the Client.  
a) 
b) 
c) 
Normal flow:

1. A WRITE (CoAP PUT) operation with a NULL value (‘\0’) is performed by the Server on the Package Resource (ID:0) of the FW Update Object Instance
2. The Server READs (CoAP GET) the FW Object Instance to get the values of the State (ID:3) and Update Result (ID:5) Resources 
3. 
4. A WRITE (CoAP PUT) operation with a valid image is performed by the Server on the Package Resource (ID:0) of the FW Update Object Instance
5. The Server READs (CoAP GET) the FW Object Instance to get the values of the State (ID:3) and Update Result (ID:5) Resources 

	Pass-Criteria
	A. In test step 1, the Server receives the success message “2.04” associated with the WRITE operation
B. In test step 2, the Server receives the success message “2.05” along with the value of State and Update Result Resources values.
C. In test step 2, the queried State and Update Result Resources values are  both  0 ( Idle / Initial value) : FW Update Object Instance is in the Initial state.

D. In test step 3, the Server receives the success message “2.04” associated with the WRITE request for loading the firmware image.
E. In test step 4, the Server receives the success message “2.05” along with the State and Update Result Resources values.
F. In test step 4, the queried value of State resource is 2 (Downloaded) and the value of  Update Result value is still 0 (Initial Value) 


6.1.1.1.3 LightweightM2M-1.0-int-756 – Setting the writable Resource Package URI
	Test Case Id
	LightweightM2M-1.0-int-756

	Test Object
	Client and Server

	Test Case Description
	Setting the writable Resource Package  URI (ID:1)  of  Firmware Update Object Instance and verifying the triggered actions produce the expected results  

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C

· The Client is registered with the Server
· According to Test LightweightM2M-1.0-int-751, the FW Update Object Instance supports the PULL Delivery Method 

	Test Procedure
	A WRITE operation from Server to set the empty string to the Resource Package URI  (ID:0)  has been received by the client. The test verifies the FW Update Object Instance is reset to its Initial state. Then a WRITE operation is performed by the Server to load a valid URI in the Client in setting the Package URI  Resource. 

The various Resources of this FW Update Objects must be set as expected by the Client.  
Normal flow:

1. A WRITE (CoAP PUT) operation with an empty string value is performed by the Server on the Package Resource (ID:0) of the FW Update Object Instance
2. The Server READs (CoAP GET) the FW Object Instance to get the values of the State (ID:3) and Update Result (ID:5) Resources 

3. A WRITE (CoAP PUT) operation with a valid image is performed by the Server on the Package Resource (ID:0) of the FW Update Object Instance
4. The Server READs (CoAP GET) the FW Object Instance to get the values of the State (ID:3) and Update Result (ID:5) Resources 

	Pass-Criteria
	A. In test step 1, the Server receives the success message “2.04” associated with the WRITE operation

B. In test step 2, the Server receives the success message “2.05” along with the value of State and Update Result Resources values.
C. In test step 2, the queried State and Update Result Resources values are  both  0 ( Idle / Initial value) : FW Update Object Instance is in the Initial state.

D. In test step 3, the Server receives the success message “2.04” associated with the WRITE request for the loadded image.

E. In test step 4, the Server receives the success message “2.05” along with the State and Update Result Resources values.

F. In test step 4, the queried value of State resource is 2 (Downloaded) and the value of  Update Result value is still 0 (Initial Value) 


6.1.1.1.4 LightweightM2M-1.0-int-760 – Basic Observation and notification on Firmware Update Object Resources

	Test Case Id
	LightweightM2M-1.0-int-760

	Test Object
	Client and Server

	Test Case Description
	Sending the observation policy to the Client for State Resource of Firmware Update Object (ID:5)

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· Device is switched on and operational
· Client is registered at the LWM2M server
· According to Test LightweightM2M-1.0-int-751, the FW Update Object Instance supports the PUSH Delivery Method
· Test LightweightM2M-1.0-int-755 already passed (an firmware image can be successfully loaded) 
· The Client is in Initial State regarding the FW Update functionality (State=Idle) 


	Test Procedure
	The Server establishes an Observation relationship with the Client to acquire notifications about State Resource of  the Fw Update Object Instance 

a) 
b) 
c) 
d) 
e) 
Normal flow:
1. The Server communicates to the Client  pmin=2 and pmax=10 periods with a WRITE-ATTRIBUTE (CoAP PUT) operation at the FW Update Object Instance level.
2. The Server Sends OBSERVE (CoAP Observe Option) message to activate reporting on the State Resource (/5/0/3) of the FW Update Object Instance.
3. The Server delivers the firmware to the Client through a WRITE (CoAP PUT) operation on the Package Resource (/5/0/0)
4. The Client reports requested information with a NOTIFY message (CoAP response)

	Pass-Criteria
	A.  In test step 1, the Server receives the success message “2.04” associated with the WRITE-ATTRIBUTE operation. 
B. 
C. In test step 2, the Server receives the success message “2.05” associated with the OBSERVE operation, along with the value of State =Idle
D. In test step 3, the Server receives the success message “2.04” associated with the WRITE operation delivering the firmaware image.
E. In test step 4, 
F. the State Resource value returned by the Client in NOTIFY message is set to “Downloaded” 


6.1.1.1.5 LightweightM2M-1.0-int-770 – Successful Firmware update (via COAP)

	Test Case Id
	LightweightM2M-1.0-int-770

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server in using Package Resource (CoAP mechanisms)

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· According to Test LightweightM2M-1.0-int-751, the FW Update Object Instance supports the PULL Delivery Method
· The Client already passed the LightweightM2M-1.0-int-755 test 
· 
· Device is switched on and operational
· The Client is registered with the LWM2M server
· Firmware Update is available on the Server

· State is  “0” (Idle) or “1” (Downloaded)

	Test Procedure
	After setting the Client in the Initial stage for supporting Firmware Update process, the Server delivers the Package to the Client before to trigger the installation of the downloaded firmware. Finally, the Server checks the result of the full process. 
Normal flow:

1. Step 1 – Package Delivery
a.  The Server places the Client in the initial state of the  FW Update process : A WRITE (CoAP PUT) operation with a NULL value (‘\0’) is performed by the Server on the Package Resource (ID:0) of the FW Update Object Instance
A. The Server delivers the firmware to the Client through a WRITE (CoAP PUT) operation on the Package Resource (/5/0/0)
b. Polling ( READ command) or Notification  on Update Result  and State Resources is performed, up to the time State Resource takes the ‘Downloaded’ value (2) 
B. 
C. 
D. 
E. 
2. Step 2 – Firmware Update
a. When the download is completed (State Resource value is ‘2’ Downloaded) , the Server initiates a firmware update by triggering EXECUTE  command  on Update Resource (CoAP POST  /5/0/2 )
b. Polling (READ command) or Notification  on Update Result  and State Resources is performed, up to the time State Resource is turned back to Idle value (0) or Update Result Resource contains an other value than the Initial one (0)
1. 



3. Step 3 – Process verification 

a.  The Server READs Update Result (“/5/0/5”) and State  (“/5/0/3”) Resources to know the result of the firmware update procedure.
b. The Server READs the Resource “Firmware Update” from the Object Device Instance (“/3/0/3”)

	Pass-Criteria
	A. Step 1 – Package Delivery
a. In the test step 1.a, the Server receives the status code “2.04” for the WRITE success setting the Client in the FW update initial state.
b. In the test step 1.b, The Server receives success message with  either a “2.31” status code (Continue) or a final  “2.04” status code.

c. In the test step 1.c  State Resource can take the value “1” (Downloading) during this sub-step and will take the value “2” at the end (Downloaded)

d. Update Result is “0” (Initial Value) during the whole step

e. 
B. Step 2 – Firmware Update
a. In test step 2.a, the Server receives a success message “2.04” (Changed) in response to the EXECUTE command

A. In test step 2.b, the Server receives success message(s) “2.05” Contents along with a State Resource value of  “3” (Updating)  or “0” (Idle) and an Update Ressource value of “0” (Initial Value) or “1”  (Firmware updated successfully) 
B. 
C. 
D. 
E. 

C. Step 3 – Process verification
a. In test step 3.a, the Server receives success message(s) “2.05” Content” along with a State Resource value of  “0” (Idle) and an Update Ressource value of “1”  (Firmware updated successfully)
b. In test step 3.b, the Server receives success message “2.05” Content” along with the expected value of the Resource Firmware Version from the Object Device Instance 


6.1.1.1.6 LightweightM2M-1.0-int-771 – Successful Firmware update (via alternative mechanism)
	Test Case Id
	LightweightM2M-1.0-int-771

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server in using Package URI Resource 

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C

· According to Test LightweightM2M-1.0-int-751, the FW Update Object Instance supports the PUSH Delivery Method
· The Client passed the LightweightM2M-1.0-int-755 test 
· Device is switched on and operational
· The Client is registered with the LWM2M server
· Firmware Update is available on the Server

· State is  “0” (Idle) or “1” (Downloaded)

	Test Procedure
	After setting the Client in the Initial stage for supporting Firmware Update process, the Server delivers the Package URI to the Client, waits for the firmware to be downloaded and then triggers the installation of the downloaded firmware. Finally, the Server checks the result of the full process. Normal flow:

1. Step 1 – Package Delivery
a.  The Server places the Client in the initial state of the  FW Update process : A WRITE (CoAP PUT) operation with an empty string value is performed by the Server on the Package URI Resource (ID:1) of the FW Update Object Instance

b. The Server delivers the Package URI to the Client through a WRITE (CoAP PUT) operation on the Package URI Resource (/5/0/1)
c. The Client downloads the firmware from the provided URI via an alternative mechanism (not CoAP)

d. Polling ( successive READ commands) or Notification  on Update Result  and State Resources is performed, up to the time State Resource takes the ‘Downloaded’ value (2) 
2. Step 2 – Firmware Update
a. When the download is completed (State Resource value is ‘2’ Downloaded) , the Server initiates a firmware update by triggering EXECUTE  command  on Update Resource (CoAP POST  /5/0/2 )
b. Polling (READ command) or Notification  on Update Result  and State Resources is performed, up to the time State Resource is turned back to Idle value (0) or Update Result Resource contains an other value than the Initial one (0)
3. Step 3 – Process verification 

a. The Server READs Update Result (“/5/0/5”) and State  (“/5/0/3”) Resources to know the result of the firmware update procedure.
b. The Server READs the Resource “Firmware Update” from the Object Device Instance (“/3/0/3”)
c. 

	Pass-Criteria
	A. Step 1 – Package Delivery
a. In the test step 1.a, the Server receives the status code “2.04” for the WRITE success setting the Client in the FW update initial state.
b. In the test step 1.b, the Server receives the status code “2.04” for the WRITE success setting the Package URI Client in the FW update Object Instance
c. In the test step 1.c, The Server receives success message with  either a “2.31” status code (Continue) or a final  “2.04” status code.

d. In the test step 1.d  State Resource can take the value “1” (Downloading) during this sub-step and will take the value “2” at the end (Downloaded)

e. Update Result is “0” (Initial Value) during the whole test step 1
B. Step 2 – Firmware Update
a. In test step 2.a, the Server receives a success message “2.04” (Changed) in response to the EXECUTE command

b. In test step 2.b, the Server receives success message(s) “2.05” Contents along with a State Resource value of  “3” (Updating)  or “0” (Idle) and an Update Ressource value of “0” (Initial Value) or “1”  (Firmware updated successfully) 
C. Step 3 – Process verification
a. In test step 3.a, the Server receives success message(s) “2.05” Content” along with a State Resource value of  “0” (Idle) and an Update Ressource value of “1”  (Firmware updated successfully)
b. In test step 3.b, the Server receives success message “2.05” Content” along with the expected value of the Resource Firmware Version from the Object Device Instance


6.1.1.1.7 LightweightM2M-1.0-int-772 – Error Case 1: firmware installation without downloaded package
	Test Case Id
	LightweightM2M-1.0-int-772

	Test Object
	Client and Server 

	Test Case Description
	Try to perform a Device firmware installation when there is no downloaded  firmware package

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C

· Device is switched on and operational
· Client  is registered with the LWM2M server

· 
· Firmware Update is available on the Server

· The State Resource (/5/0/3)  of the FW Object Instance is different from “2” (Downloaded)

	Test Procedure
	The Server initiates a firmware installation on the Client while this Client has no downloaded package in it. Normal flow:

1. The Server send a READ operation (CoAP GET /5/0) to the Client on the FW Update Object Instance to obtain the values of the State and Update Resources. 
2. the Client receives an EXECUTE  operation on the Update Resource (CoAP POST  /5/0/2 ) of the FW Update Object Instance 
3. The Server send a READ operation again (CoAP GET /5/0/3) to the Client on the FW Update Object Instance to obtain the State and  the Update Resource values 

	Pass-Criteria
	A.  
B. 
C. 
D. 
E. In test step 1, the Server receives a success message (“2.05” Content) associated to its  READ command along with a State Resource value which is not “2” (Downloaded) and a valid (0..9) Update Resource value 
F. In test step 2, the Server receives the status code “4.05” for method not allowed associated to its EXECUTE command
G. In test step 3, the Server receives a success message (“2.05” Content) associated to its  READ command along with a State Resource value and an Update Result Resource value, identical to the ones retrieved in  Pass-Criteria A. The firmware has not bee installed. 


6.1.1.1.8 LightweightM2M-1.0-int-773 – Error Case 2: shortage of storage memory
	Test Case Id
	LightweightM2M-1.0-int-773

	Test Object
	Client and Server

	Test Case Description
	Try to perform a Device firmware update remotely triggered by the LWM2M Server with a firmware package exceeding the Client storage memory capacity.

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· Prepare a package with a size exceeding the Client storage memory capacity 
· Device is switched on and operational
· Client is registered with the LWM2M server

· 
· Firmware Update is available on the Server
· The State Resource (/5/0/3) of the FW Object Instance is set to “0” (Idle)

	Test Procedure
	A Package delivery initiated by a Server in using either PULL or PUSH delivery methods with a firmware package exceeding the Client storage memory capacity, is received by the Client
Normal flow:

a. The Server verifies through a READ (CoAP GET) command on /5/0/3 (State) the FW Update Object Instance of the Client is in Idle State 
b. The Server delivers the firmware  package to the Client either  through a WRITE (CoAP PUT) operation  in the Package Resource (/5/0/0 ) or through a WRITE operation of an URI in the Package URI Resource.
c. 
d. 
e. The firmware downloading process is runing The Server sends repeated READs or OBSERVE on State and Update Result  Resources (CoAP GET /5/0) of the FW Update Object Instance to determine when the download is completed or if an error occured.
f. Before the end of download, the device runs out of storage and cannot finish the download 
g. 
h. 
i. 
j. When the Package delivery is stopped the server READs Update Result to know the result of the firmware update procedure.

	Pass-Criteria
	A. In test step 1, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the State Resource value of “0” (Idle)

B.  In test step 2.,  the Server receives the status code “2.04” (Changed)  for the WRITE command setting either the Package URI Resource or setting the Package Resource, according to the chosen firmware delivery method.
C. In test step 3., the State Resource retrieved with a value of “1” from successive Server READs or Client NOTIFY messages, indicates the download stage of the Package  Delivery is engaged
D. In test step 3., the Update Result Resource (/5/0/5) retrieved from successive Server READs or Client NOTIFY messages will take the value “2” indicating an error occurred during the downloading process related to shortage of storage memory  The State Resource value never reaches the Downloaded value (“3”)
E. In test step 4.,  the success READ message(s) (status code “2.05” Content) on State Resource with value “0” (Idle) and Update Result Resource with value “2” indicates the firmware Package Delivery aborted due to shortage of storage memory.  









6.1.1.1.9 LightweightM2M-1.0-int-774 – Error Case 3: out of memory
	Test Case Id
	LightweightM2M-1.0-int-774

	Test Object
	Client and Server

	Test Case Description
	Try to perform a Device firmware update remotely triggered by the LWM2M Server while the Client runs out of  RAM during download

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· Prepare a firmware package to make the Client running out of RAM when downloading it. 
· Device is switched on and operational
· Client is registered with the LWM2M server

· Firmware Update is available on the Server
· The State Resource (/5/0/3) of the FW Object Instance is set to “0” (Idle)
· 
· 
· 
· 

	Test Procedure
	A Package delivery initiated by a Server using either PULL or PUSH delivery methods is received by the Client. This firmware package will make the Client to run out of RAM during its download,
Normal flow:

1. The Server verifies through a READ (CoAP GET) command on /5/0/3 (State) the FW Update Object Instance of the Client is in Idle State 

2. The Server delivers the firmware  package to the Client either  through a WRITE (CoAP PUT) operation  in the Package Resource (/5/0/0 ) or through a WRITE operation of an URI in the Package URI Resource.
3. The firmware download process is runing The Server sends repeated READs or OBSERVE on State and Update Result  Resources (CoAP GET /5/0) of the FW Update Object Instance to determine when the download is completed or if an error occured.Before the end of download, the Client runs out of RAM  and cannot finish the download 
4. When the Package delivery is stopped the server READs Update Result to know the result of the firmware update procedure.











	Pass-Criteria
	A. In test step 1, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the State Resource value of “0” (Idle)

B.  In test step 2.,  the Server receives the status code “2.04” (Changed)  for the WRITE command setting either the Package URI Resource or setting the Package Resource, according to the chosen firmware delivery method.

C. In test step 3., the State Resource retrieved with a value of “1” from successive Server READs or Client NOTIFY messages, indicates the download stage of the Package  Delivery is engaged

D. In test step 3., the Update Result Resource (/5/0/5) retrieved from successive Server READs or Client NOTIFY messages will take the value “2” indicating an error occurred during the download process related to shortage of RAM  The State Resource value never reaches the Downloaded value (“3”)
E. In test step 4.,  the success READ message(s) (status code “2.05” Content) on State Resource with value “0” (Idle) and Update Result Resource with value “2” indicates the firmware Package Delivery aborted due to shortage of  RAM.  










6.1.1.1.10 LightweightM2M-1.0-int-775 – Error Case 4: Connection lost during download (package URI)

	Test Case Id
	LightweightM2M-1.0-int-775

	Test Object
	Client and Server

	Test Case Description
	Try to perform a Device firmware update remotely triggered by the LWM2M server while connection is lost during download

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· Prepare a method for loosing the connection when firmware package download is engaged. 
· Device is switched on and operational
· Client is registered with the LWM2M server

· Firmware Update is available on the ServerThe State Resource (/5/0/3) of the FW Object Instance is set to “0” (Idle)
· 
· 
· 
· 

	Test Procedure
	A Package delivery initiated by a Server in using either the PULL delivery methods is received by the Client
Normal flow:

1. The Server verifies through a READ (CoAP GET) command on /5/0/3 (State) the FW Update Object Instance of the Client is in Idle State 

2. The Server delivers the firmware  package to the Client through a WRITE operation of an URI in the Package URI Resource.
3. The Server sends repeated READs or OBSERVE on State and Update Result  Resources (CoAP GET /5/0) of the FW Update Object Instance to determine when the download is completed or if an error occured.Before the end of download, the connection is intentionnaly lost  and the download cannot be finished. 
4. When the Package delivery is stopped the Server READs Update Result to know the result of the firmware update procedure.











	Pass-Criteria
	A. In test step 1, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the State Resource value of “0” (Idle)

B.  In test step 2.,  the Server receives the status code “2.04” (Changed)  for the WRITE command setting the Package URI Resource according to the PULL firmware delivery method. 

C. In test step 3., the State Resource value set to “1” retrieved from successive Server READs or Client NOTIFY messages, indicates the Package  Delivery process is engaged in a Download stage

D. In test step 3., the Update Result Resource (/5/0/5) retrieved from successive Server READs or Client NOTIFY messages will take the value “4” indicating an error occurred during the downloading process related to connection lost  
E. In test step 4.,  the success READ message(s) (status code “2.05” Content) on State Resource with value “0” (Idle) and Update Result Resource with value “4” indicates the firmware Package Delivery aborted due to connection lost dur the Package delivery.










6.1.1.1.11 LightweightM2M-1.0-int-776 – Error Case 5: Package Integrity  check failure
	Test Case Id
	LightweightM2M-1.0-int-776

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M Server while the downloaded package does not pass the integrity check

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· Prepare a firmware package with a wrong Data Integrity Check in it. 
· Device is switched on and operational
· Client is registered with the LWM2M server

· Firmware Update is available on the ServerThe State Resource (/5/0/3) of the FW Object Instance is set to “0” (Idle)





	Test Procedure
	A Package delivery initiated by a Server in using either PULL or PUSH delivery methods is received by the Client. This firmware package has been generated with a wrong Data Integrity Check,
Normal flow:

1. The Server verifies through a READ (CoAP GET) command on /5/0/3 (State) the FW Update Object Instance of the Client is in Idle State 

2. The Server delivers the firmware  package to the Client either  through a WRITE (CoAP PUT) operation  in the Package Resource (/5/0/0 ) or through a WRITE operation of an URI in the Package URI Resource.
3. The Server sends repeated READs or OBSERVE on State and Update Result  Resources (CoAP GET /5/0) of the FW Update Object Instance to determine when the download is completed or if an error occured. The firmware package Integry Check failure stopped the download process. 
4. When the Package delivery is stopped the server READs Update Result to know the result of the firmware update procedure.











	Pass-Criteria
	A. In test step 1, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the State Resource value of “0” (Idle)

B.  In test step 2.,  the Server receives the status code “2.04” (Changed)  for the WRITE command setting either the Package URI Resource or setting the Package Resource, according to the chosen firmware delivery method. 

C. In test step 3., the State Resource value set to “1” retrieved from successive Server READs or Client NOTIFY messages, indicates the Package  Delivery process is maintained in Downloading stage

D. In test step 3., the Update Result Resource (/5/0/5) retrieved from successive Server READs or Client NOTIFY messages will take the value “5” indicating an error occurred during the downloading process related to the failure of the firmware package integrity check
E. In test step 4.,  the success READ message(s) (status code “2.05” Content) on State Resource with value “0” (Idle) and Update Result Resource with value “5” indicates the firmware Package Delivery aborted due to a Firmware Package Integrity failure.  










6.1.1.1.12 LightweightM2M-1.0-int-777 – Error Case 6: unsupported package type
	Test Case Id
	LightweightM2M-1.0-int-777

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M Server with an unsupported package type

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· Prepare a firmware package containing a package type not supported by the Client 
· Device is switched on and operational
· Client is registered with the LWM2M server

· Firmware Update is available on the ServerThe State Resource (/5/0/3) of the FW Object Instance is set to “0” (Idle)





	Test Procedure
	A Package delivery initiated by a Server in using either PULL or PUSH delivery methods is received by the Client. The package type is not supported by the Client.
Normal flow:

1. The Server verifies through a READ (CoAP GET) command on /5/0/3 (State) the FW Update Object Instance of the Client is in Idle State 

2. The Server delivers the firmware  package to the Client either  through a WRITE (CoAP PUT) operation  in the Package Resource (/5/0/0 ) or through a WRITE operation of an URI in the Package URI Resource.
3. The Server sends repeated READs or OBSERVE on State and Update Result  Resources (CoAP GET /5/0) of the FW Update Object Instance to determine when the download is completed or if an error occured. The Download cannot be finished since the firmware package type is not supported by the Client
4. When the Package delivery is stopped the server READs Update Result to know the result of the firmware update procedure.











	Pass-Criteria
	A. In test step 1, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the State Resource value of “0” (Idle)

B.  In test step 2.,  the Server receives the status code “2.04” (Changed)  for the WRITE command setting either the Package URI Resource or setting the Package Resource, according to the chosen firmware delivery method. 

C. In test step 3., the State Resource value set to “1” retrieved from successive Server READs or Client NOTIFY messages, indicates the Package  Delivery process is in Downloading stage

D. In test step 3., the Update Result Resource (/5/0/5) retrieved from successive Server READs or Client NOTIFY messages will take the value “6” indicating an error occurred during the downloading process related to the firmware package type not supported by the Client.  
E. In test step 4.,  the success READ message(s) (status code “2.05” Content) on State Resource with value “1” (Downloading) and Update Result Resource with value “6 indicates the firmware Package Delivery aborted due to a firmware package type not supported by the Client..  









6.1.1.1.13 LightweightM2M-1.0-int-778 – Error Case 7: invalid URI (package URI)

	Test Case Id
	LightweightM2M-1.0-int-778

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M server with an invalid URI

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· According to Test LightweightM2M-1.0-int-751, the FW Update Object Instance supports the PULL Update Delivery Method
· Prepare an invalid URI from which the Client will try to fetch a firmware package. 
· Device is switched on and operational
Client is registered with the LWM2M server
Firmware Update is available on the ServerThe State Resource (/5/0/3) of the FW Object Instance is set to “0” (Idle)






	Test Procedure
	A Package delivery initiated by a Server in using the PULL delivery methods is received by the Client. The URI provided is a fake one.
Normal flow:

1. The Server verifies through a READ (CoAP GET) command on /5/0/3 (State) the FW Update Object Instance of the Client is in Idle State 

2. The Server initiates  a firmware  package delivery to the Client through a WRITE operation of an invalid  URI in the Package URI Resource.
3. The Server sends repeated READs or OBSERVE on State and Update Result  Resources (CoAP GET /5/0) of the FW Update Object Instance to determine when the download is completed or if an error occured. The download process is stopped by the Client due to the usage of a bad URI.
4.  When the Package delivery is stopped the server READs Update Result to know the result of the firmware update procedure.







	Pass-Criteria
	A. In test step 1, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the State Resource value of “0” (Idle)

B.  In test step 2.,  the Server receives the status code “2.04” (Changed)  for the WRITE command setting the Package URI Resource 
C. In test step 3., the State Resource value set to “1” retrieved from successive Server READs or Client NOTIFY messages, indicates the Package  Delivery process is maintained in Downloading stage

D. In test step 3., the Update Result Resource (/5/0/5) retrieved from successive Server READs or Client NOTIFY messages will take the value “7” indicating an error occurred during the downloading process related to the usage of a bad URI  
E. In test step 4.,  the success READ message(s) (status code “2.05” Content) on State Resource with value “0” (Idle) and Update Result Resource with value “7” indicates the firmware Package Delivery aborted due to the connection to an Invalid URI for the firmware package delivery..  









6.1.1.1.14 LightweightM2M-1.0-int-779 – Error Case 8: Unsuccessful Firmware Update
	Test Case Id
	LightweightM2M-1.0-int-779

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server in using Package Resource (CoAP mechanisms)  or but with installation failure

	Preconditions
	· The Client supports the Configuration  C.8  as defined in Annex  C
· Prepare a firmware package which can be downloaded but cannot be successfully installed.
· Device is switched on and operational
· Client is registered with the LWM2M Server
· Firmware Update is available on the Server
· The State Resource (/5/0/3) of the FW Object Instance is set to “0” (Idle)






	Test Procedure
	A Package delivery initiated by a Server in using either PULL or PUSH delivery methods  is received by the Client. But its installation will fail.
Normal flow:

1. Step 1 – Package Delivery
a. 
2. 
a.  The Server verifies through a READ (CoAP GET) command on /5/0/3 (State) the FW Update Object Instance of the Client is in Idle State 
b. The Server retrieves (CoAP GET) the initial value of the Firmware Version Resource from the Object Device Instance for verification in  the Pass Criteria (C) 
c. The Server delivers the firmware  package to the Client either  through a WRITE (CoAP PUT) operation  in the Package Resource (/5/0/0 ) or through a WRITE operation of an URI in the Package URI Resource.
3. 
d. Polling ( successive READ commands) or Notification  on Update Result  and State Resources is performed, up to the time State Resource takes the ‘Downloaded’ value (2) 

4. Step 2 – Installation Failure
a. When the download is completed (State Resource value is ‘2’ Downloaded) , the Server initiates a firmware update by triggering EXECUTE  command  on Update Resource (CoAP POST  /5/0/2 )
b. Polling (READ command) or Notification  on Update Result  and State Resources is performed, up to the time State Resource is turned back to 2  (Downloaded) or the Update Result Resource contains  the value “8”  (Firmware update failed )
c. 


5. Step 3 – Process Verification 

a. The server READs Update Result & State Resources to know the result of the firmware update procedure.
b. The Server READs the Firmware Version Resource from the Object Device Instance

	Pass-Criteria
	A. Package Delivery 
a. 
b. 
a.  In test step 1.a, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the State Resource value of “0” (Idle)
b. In test step 1.b, the Server receives the status code “2.05 “ (Content) for the READ success command, along with the initial value of the Firmware version Resource available from the Object Device Instance.
c.  In test step 1.c,  the Server receives the status code “2.04” (Changed)  for the WRITE command setting either the Package URI Resource or setting the Package Resource, according to the chosen firmware delivery method.
d. In at this end of test step 1.d, the State Resource  take the value “2” (Downloaded)

c. 
B. Installation failure 
a. 

b. In test step 2.a, the Server receives a success message “2.04” (Changed) in response to the EXECUTE command
c. In test step 2.b, the Server receives success message(s) “2.05” Contents along with a State Resource value of  “3” (Updating)  or “2” (Downloaded) and an Update Ressource value of  “0” (Initial Value)  and  “8” at the end  (Firmware updated failure)
d. 
e. 
f. 
C.  Process Verification
a. In test step 3.a, the Server receives success message(s) “2.05” Content” along with a State Resource value of  “2” (Downloaded) and an Update Ressource value of “8”  (Firmware updated failed)
b. In test step 3.b the Server receives success message(s) “2.05” Content” along with a  Firmware Version Resource value  form the Object Device Instance which has not changed compared to the one retrieved in Pass Criteria A.b 



1.1.6.6.15 LightweightM2M-1.0-int-780 – Error Case 9: Unsupported protocol
