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1 Reason for Change
· Adding SecureComponent  capability to the LwM2M 1.1 Enabler
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree that CR
6 Detailed Change Proposal
Change 1:  Secure Component Introduction
5.2.X  LwM2M Security Mechanisms 

5.2.X.1 Secure Component Support
· LwM2M 1.1  will take benefit of supporting a flexible framework based on Secure Component (i.e. Secure Element-SE  or Trusted Execution Environment-TEE) to extend LwM2M Security capability
· This Framework will be composed of :
· a Secure Component containing sensitive information (e.g Key Storage)  as well as sensitive algorithms (e.g. on-board key pairs generation ..)  running in it
· a LwM2M 1.1 Core Object dedicated to manage the Secure Component and the services which can be deployed  (e.g. eUICC-M2M  profile capability, Device Secure Boot, LwM2M 1.0 Smartcard Bootstrap)   
· standardized protocols having to be established between the LwM2M Secure Component Admin Object and the Secure Component 
Change 2:  6.3 Security Mechanisms : Secure Component Support 
6.3.X Secure Component  Support 
	Label
	Description
	Release

	LwM2M-SCS-1
	The Lightweight M2M enabler 1.1 MAY rely on a Secure Component located in a Device and containing sensitive information such as Credentials and Security Services mechanisms.
	1.1

	LwM2M-SCS-2
	When present in a LwM2M Device, a Secure Component MUST be able to communicate to the Server the identification data needed for Secure Component identification through D.L.O.A mechanisms.
	1.1

	LwM2M-SCS-3
	When present in a LwM2M Device, a Secure Component MUST be exclusively managed  by the LwM2M Client through the usage of a specific LwM2M 1.1 Core Object implementing the proper standardized protocols  
	1.1

	LwM2M-SCS-4
	When a Secure Component is present in a LwM2M 1.1 Device, all the sensitive information – including the LwM2M Security Object Instances – MUST be located in that component.  
	1.1

	LwM2M-SCS-5
	A LwM2M Server MUST be able to address any Object Instance of a LwM2M 1.1 Client, regardless of such an Object Instance is located in the Secure Component or not.
	1.1

	LwM2M-SCS-6
	The Core Object dedicated to manage the Secure Element SHALL support  the Global Platform Secure Element Remote Application Management v1.0.1 specification to communicate with the Secure Element
	1.1

	LwM2M-SCS-7
	The Core Object dedicated to manage the Trusted Execution Environment MUST support the Global Platform TEE Management Framework (TMF) specification to communicate with the Trusted Execution Environment
	1.1

	LwM2M-SCS-8
	The Secure Element of a LwM2M 1.1 Device  MAY support  the eUICC-M2M capability  
	1.1

	LwM2M-SCS-9
	When the Secure Element of the LwM2M Device is supporting the eUICC-M2M capability, the Core Object supporting the GP SERAM v1.01 [LwM2M-SES-5] MUST also support the GSMA SGP 02 2.1 protocol to profile eUICC in the Secure Element 
	1.1

	LwM2M-SCS-10
	The Secure Element MUST support the LwM2M 1.0 Smartcard Bootstrap functionality. 
	1.1

	LwM2M-SCS-11
	Additional Security Services e.g. Device Secure Boot,  MAY be provisioned in the Secure Component to be available to LwM2M 1.1 Client  
	1.1
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