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1 Reason for Change 
. Add Client Initiated Bootstrap Test Case 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree that CR
5 Detailed Change Proposal
Change 1:  Client Initiated Bootstrap
6.1.1 Bootstrap Interface [0-99]

6.1.1.1 LightweightM2M-1.0-int-0 – Client Initiated Bootstrap 
	Test Case Id
	LightweightM2M-1.0-int- 0

	Test Object
	Client and Server

	Test Case Description
	Test the Client capability to connect the Bootstrap Server according to the Client Initiated Bootstrap Mode 

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· The Client supports the minimum Configuration  C.14  as defined in Annex  C 

· The Client is supporting the Client Initiated Bootstrap Mode
· The Client doesn’t contain any Instance of LwM2M Server Object ID:1 (minimum condition to trigger a Bootstrap request message when the device is on)

	Test Procedure
	The Client requests the Bootstrap Server to setup a configuration enabling the Client to contact a LwM2M Server.

Normal flow:

1. Without Instance of  Server Object,  the Client performs a BOOTSTRAP-REQUEST (CoAP POST /bs?ep{Endpoint Client Name}) in using the Resource values of the Instance 1 of Security Object ID:0 to contact the Bootstrap Server
2. The Bootstrap Server uploads the Configuration C.1 in the Client in performing two BOOTSTRAP-WRITE (CoAP PUT /0, CoAP PUT /1) in using the set of values defined in 0-SetOfValue_1 and  0-SetOfValue_2 (Object Device ID:3,is automatically created and filled-up by the Client)
3. The Bootstrap Server performs a BOOTSTRAP-DISCOVER operation (CoAP GET  Accept:40  / ) to verify the Client setup
4. The Bootstrap Server performs a BOOTSTRAP-FINISH   operation (CoAP POST /bs) to end-up that BS phase


	Pass-Criteria
	A. In test step 1., the Bootstrap Server received a Success Message (“2.04” Changed) related to the BOOTSTRAP-REQUEST of the Client
B. In test step 2., Client received WRITE operation(s) to setup the C.1 configuration (0-SetOfValue) 
C. In test step 2., Server received Success (“2.04” Changed) message(s) from Server related to WRITE operation(s) 
D. In test step 3., the Bootstrap Server  received the Success message (“2.05” Content)  along with the payload related to the BOOTSTRAP-DISCOVER request and containing :
               lwm2m="1.0",</0/0>;ssid=1,</0/1>, </1/0>;ssid=1,</3/0>   
E. In test step 4., the Bootstrap Server received the Success message (“2.04” Changed) : no inconsistency detected 
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Change 2:  Annex C  : C13    Bootstrap Server Configuration 
Appendix C. LwM2M Configurations

When a Test Case references a certain Configuration of that Annex, it means the features of that configuration are the minimum ones which must be supported by LwM2M Clients & Servers to pass that test; a richer configuration (superset) may be used instead, as long as it still contains the minimum features.  
C.13 Bootstrap Server Contact Configuration 
PSK Mode support, no SMS support


0-SetOfValues definition





lwm2m+json version





{“bn”:“/”,


   “e”:[ 


  {"n":"0/0/0","sv": <LwM2M Server URI>},


  {"n":"0/0/1","bv":false},


  {"n":"0/0/2","v":0},


  {"n":"0/0/3","sv":<PSK Identity>},  // opaque in Base64


  {"n":"0/0/4","sv": <n/a> },


  {"n":"0/0/5","sv": <Secret Key>},    // opaque in Base64                       


  {"n":"0/0/10","v":1},


  {"n":"1/0/0","v":1},


  {"n":"1/0/1","v":86400},


  {"n":"1/0/6","bv":false},


  {"n":"1/0/7","sv":"U"},


    ]


}





{“bn”:“/”,


   “e”:[ 


  {"n":"0/1/0","sv": <LwM2M Bootstrap Server URI>},


  {"n":"0/1/1","bv":true},


  {"n":"0/1/2","v":0},


  {"n":"0/1/3","sv":<PSK Identity>},  // opaque in Base64


  {"n":"0/1/4","sv": <n/a> },


  {"n":"0/1/5","sv": <Secret Key>},    // opaque in Base64                       


  {"n":"3/0/0","sv":<Manufacturer Name>},


  {"n":"3/0/1","sv":<Model Name>},


  {"n":"3/0/2","sv":<Serial Number>},


  {"n":"3/0/3","sv":<Firmware Version>},


  {"n":"3/0/11/0","v":0},


  {"n":"3/0/16","sv":"U"},


    ]


}


The Mandatory Object Server (ID:1) is supported by the Client but has no Instance in that Configuration








