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1 Reason for Change

IEFT Object Security for CoAP (OSCOAP) provides a data object based security protocol that protects messages across intermediators and is designed for very constrained nodes with small message size and restricted memory. OSCOAP can be used over any layer including reliable & unreliable IP and non-IP transport.
OSCOAP is based on CBOR Object Signing and Encryption (COSE) for providing end-to-end encryption, integrity, replay protection and secure message binding. CoAP message is protected by including the payload, certain options and header fields in COSE object. OSCOAP uses COSE with Authenticated Encryption with Additional Data (AEAD) algorithm between CoAP Client and Server.
When a LwM2M Client uses OSCOAP, it uses the COAP Object-Security Option to protect the COAP message exchange.
LwM2M Client and Server establish a security context to apply to the COSE objects protecting the COAP messages.
OSCOAP also supports Observe and Blockwise.
OSCOAP can also be used in combination with DTLS.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

Additional requirement
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review and accept the proposed requirement
6 Detailed Change Proposal

Change 1:  Requirements (section 6 Requirements)
6. Requirements
(Normative)

6.1  Enabler Domains
6.1.1 Object Security of CoAP (OSCOAP) Support
Table 1: E2E Security Requirements
	Label
	Description
	Release

	LightweightM2M-E2E-Security-1
	The Lightweight M2M Security should provide end-to-end encryption of CoAP messages
	1_1

	LightweightM2M- E2E-Security-2
	The Lightweight M2M Security should provide integrity of CoAP messages
	1_1

	LightweightM2M- E2E-Security -3
	The Lightweight M2M Security should provide replay protection of CoAP messages
	1_1

	LightweightM2M- E2E-Security -4
	The Lightweight M2M Security should provide security over a mix of transport protocols - TCP, UDP, BLE, SMS, etc. 
	1_1

	LightweightM2M- E2E-Security -5
	The Lightweight M2M Security should provide security over non-IP transport
	1_1

	LightweightM2M- E2E-Security -6
	The Lightweight M2M Security should provide security across un-trusted intermediaries e.g. CoAP proxies
	1_1

	LightweightM2M- E2E-Security -7
	The Lightweight M2M Security should secure CoAP group communications (RFC7390) including multicast
	1_1

	LightweightM2M- E2E-Security -8
	The Lightweight M2M Security should work for constrained devices with limited computational resources
	1_1


Table 2: Object Security for CoAP (OSCOAP) Security
	Label
	Description
	Release

	LightweightM2M-OSCOAP-1
	The Lightweight M2M Client MAY rely on OSCOAP for end-to-end encryption of CoAP messages
	1_1

	LightweightM2M-OSCOAP-2
	The Lightweight M2M Client MAY rely on OSCOAP for integrity of CoAP messages
	1_1

	LightweightM2M-OSCOAP-3
	The Lightweight M2M Client MAY rely on OSCOAP for replay protection of CoAP messages
	1_1

	LightweightM2M-OSCOAP-4
	The Lightweight M2M Client MAY rely on OSCOAP for end-to-end security over a mix of transport protocols - TCP, UDP, BLE, SMS, etc. 
	1_1

	LightweightM2M-OSCOAP-5
	The Lightweight M2M Client MAY rely on OSCOAP for end-to-end security over non-IP transport
	1_1

	LightweightM2M-OSCOAP-6
	The Lightweight M2M Client MAY rely on OSCOAP for end-to-end security across un-trusted intermediaries e.g. CoAP proxies
	1_1

	LightweightM2M-OSCOAP-7
	The Lightweight M2M Client MAY rely on OSCOAP for securing CoAP group communications (RFC7390) including multicast
	1_1

	LightweightM2M-OSCOAP-8
	The Lightweight M2M device with very limited resources MAY rely on OSCOAP
	1_1
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