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Reason for Change
The purpose of end-to-end security is to protect communication between endpoints against attacks launched from on-path attackers. In order to define end-to-end security, the endpoints need to be specified. Different Use Cases will require different endpoints to be considered and different protocols can be supported by the endpoints.
In order to formulate non-trivial requirements some specific settings must be considered, containing assumptions regarding a) what are the endpoints, and/or b) what application layer protocol(s) (CoAP, HTTP, etc.) are being used between the endpoints. More information about the settings is provided in separate sections for each setting.
Endpoints for a few scenarios are listed below:
· LwM2M Server - LwM2M Client
· Application Server - LwM2M client
· Firmware Repository - (application in) LwM2M Device

General E2E security requirements for LwM2M Endpoints
Currently, LwM2M V1.0 requirements are defined in terms of DTLS. 
Several different security properties are needed for E2E security –
Integrity protection
An on-path adversary may change the operation or response, e.g. from Read to Delete, which object, instance or resource the operation applies to, attributes, the payload of the message, the error status (from Failure to Success), error code, etc. An on-path attacker may also remove or inject information. To prevent from manipulation, the operations and responses over LwM2M interfaces must be integrity protected end-to-end.

Encryption
An on-path adversary may eavesdrop on the communication and learn about the content or nature of the operation.  For confidentiality and privacy, the communication over LwM2M interfaces needs to be encrypted end-to-end.
Replay protection
An on-path adversary may record an operation and later play back the operation, e.g. resetting an old key or reconfiguring an object instance with an old value. The operations over LwM2M interfaces must be replay protected end-to-end.

Binding response to operation
An on-path adversary may record and block a response to one operation sent from a LwM2M Server, and later block a second operation and send back the response of the first operation, giving the Server wrong information of the result of the operation. For an example, see Figure 5 of [2].
The end-to-end security solution must bind the response to the operation. 

Freshness 
An on-path adversary may delay an operation and later deliver the operation at a selected occasion, giving the LwM2M Client the impression that the LwM2M Server recently sent the operation. The LwM2M Client must be able to verify the end-to-end freshness of certain operations. For an example, see Figure 3 of [2].

One general assumption is that the underlying binding protocol may be different on the path between the endpoints, for example on the path between LwM2M Client and LwM2M Server, and may include reliable transport such as TCP, unreliable and unordered transport like UDP, and other protocols including SMS and  NB-IoT, see Figure 1. 

[image: ]
Figure 1: Example of E2E security of LwM2M Server and LwM2M Client over varying transport
The change of transport layer involves intermediate nodes (e.g. proxies, SMS-C, cellular gateways) which are not necessarily trusted by the endpoints and from which adversaries can launch attacks. The operations performed over the LwM2M interfaces must be protected end-to-end between LwM2M Server and LwM2M Client through intermediate nodes such that the operations and responses are preserved. See Figure 2.
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Figure 2: E2E security of operation and response



Scenario 1: LwM2M Server and LwM2M Client with Intermediary Nodes in LwM2M V1.0
The communication between LwM2M Server and Client is currently based on the application layer protocol CoAP. Different application layer protocols may be used in future versions of LwM2M, but the E2E security solution must in particular protect LwM2M operations using CoAP end-to-end.

In LwM2M v1.0, DTLS support is limited to scenarios where intermediary nodes do NOT exist between the LwM2M Server and LwM2M Client. Since SMS is supported as a Transport Binding for LwM2M 1.0, there are several security threats that can emerge due to this shortcoming.see Figure 3. 
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Figure 3: E2E secure LwM2M using CoAP
All general E2E security requirements previous described applies to the case when CoAP is used.Scenario 2: HTTP/CoAP between Application Server and LwM2M Client
Endpoints between Application Server and LwM2M Client may support a combination of HTTP and CoAP, e.g. a common application setting the communication between Application Server and LwM2M Server is HTTP, see Figure 4.
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Figure 4: Example of E2E Security of LwM2M Server and LwM2M Client over varying transport
The ? refers to protocols other than HTTP that can be used to communicate with the Application Servers. The application server can be accessed using API based on MQTT, AMQP, XMPP etc. 
If end-to-end security of the communication between Application Server and LwM2M Client is needed (e.g. in the case of securely requesting application layer data which should not be accessible to the LwM2M Server) then all general E2E security requirements previously described applies also to this case. Note that the endpoint for communication is typically an application running in the LwM2M Client which has access to both the LwM2M API (for LwM2M Client-Server communication) and the Application Server API for exchanging messages with the Application on the Application Server.All general E2E security requirements described previously apply to the case with combination of HTTP and CoAP.
Scenario 3: Firmware Update
In this first scenario, we have the classical case of providing end-to-end security protection for firmware updates. The ends of this security protection are: 
a) The firmware developer (or a service he or she interacts with, for example a service used by the quality assurance department since individual developers may not necessary have access to the keys for signing firmware images)
b) A dedicated piece of software running on the device that processes firmware images (such as an update service part of the bootloader). 
The goal of signing (and potentially encrypting) the firmware image is explained in [1]. These are not new requirements but are instead common practice with software distribution today. 
Companies deploying LwM2M-based device management solutions or repositories may not want to be liable for the secure transmission of firmware images. 
However, a firmware image is typically so large that it needs to be fragmented during download in particular to avoid head-of-line blocking. Since the firmware image cannot be verified until all fragments are downloaded, this opens up for a DoS attack, where an on-path attacker injects arbitrary fragments indefinitely. Therefore, the firmware fragments must be protected end-to-end from a trusted endpoint. The trusted endpoint performing fragmentation may e.g. be the LwM2M server using blockwise, which in that case needs to be secured end-to-end. 
Graphically, this looks like in Figure 5:  
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Figure 5: Endpoints involved in securing firmware update
Quite naturally, the keys used to decrypt and to verify the signed firmware images are not provisioned with LwM2M but are instead provisioned separately to the device (often during manufacturing). 

Scenario 4: Legacy Gateway
In this scenario, we want to interface IoT devices that do not use LwM2M, such as BLE devices. In order to do this, we have to introduce a gateway, which translates messages to the LwM2M. 
Graphically, this use case can be depicted as follows: 
[image: ]
Figure X: Example of E2E Security of LwM2M Server and IoT Device using CoAP
The ? refers to protocols other than CoAP that can be used to communicate with a “legacy” IoT Device.
In particular, in the case when CoAP is supported in the IoT device, all E2E security requirements 1- 6 apply (See Table 1: E2E Security Requirements)Impact on Backward Compatibility
None
Impact on Other Specifications
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Intellectual Property Rights
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Detailed Change Proposal
Requirements (section 6 Requirements)

Requirements	(Normative)
 Enabler Domains
End-to-end security for endpoints that can exist outside of LwM2M Server and Client 

Table 2: E2E Security Requirements outside LwM2M
	Label
	Description
	Release

	LightweightM2M-E2E-Security-0
	An e2e security solution may support use cases where endpoints are non-LwM2M clients or servers
	1_1

	LightweightM2M- E2E-Security-7
	An e2e security solution must support secure operations the endpoints via intermediate nodes and over a mix of transport protocols, including reliable and non-reliable transport 
	1_1

	LightweightM2M-E2E-Security-1
	An e2e security solution must support E2E integrity between the endpoints  
	1_1

	LightweightM2M-E2E-Security-2
	An e2e security solution should support E2E encryption between the endpoints 
	1_1

	LightweightM2M- E2E-Security-3
	An e2e security solution must provide replay protection between the endpoints.
	1_1

	LightweightM2M- E2E-Security-4
	An e2e security solution should support authentication between the endpoints.

	1_1

	LightweightM2M- E2E-Security-5
	An e2e security solution must securely bind LwM2M responses with LwM2M requests
	1_1

	LightweightM2M- E2E-Security-6
	For certain operations, the receiving endpoint must be able to verify the end-to-end freshness of the request.
	1_1

	LightweightM2M- E2E-Security-8
	An e2e security solution involving RESTful interactions between the endpoints must protect the RESTful operations according to requirements 1-7
	1_1



Improved end-to-end security between LwM2M Server and Client 
Table 1: Improved LwM2M Security Requirements
	Label
	Description
	Release

	[bookmark: _GoBack]LightweightM2M- Improved -Security-0
	An improved security solution must support secure operations between LwM2M Client and LwM2M Server via intermediate nodes and over a mix of transport protocols, including reliable and non-reliable transport.
	1.0.x or 1_1?

	LightweightM2M- Improved -Security-1
	An improved security solution must support E2E integrity between LwM2M Client and LwM2M Server
	1.0.x or 1_1?

	LightweightM2M- Improved -Security-2
	An improved security solution should support E2E encryption between LwM2M Client and LwM2M Server 
	1.0.x or 1_1?

	LightweightM2M- Improved -Security-3
	An improved security solution must provide replay protection of LwM2M Operations.
	1.0.x or 1_1?

	LightweightM2M- Improved -Security-4
	An improved security solution should support authentication between the LwM2M Client and Server.

	1.0.x or 1_1?

	LightweightM2M- Improved -Security-5
	An improved security solution must securely bind LwM2M responses with LwM2M requests
	1.0.x or 1_1?

	LightweightM2M- Improved -Security-6
	For certain operations, the LwM2M Client must be able to verify the end-to-end freshness of the request.
	1.0.x or 1_1?

	LightweightM2M- E2E-Security-7
	An e2e security solution between LwM2M client and LwM2M server involving RESTful interactions between the endpoints must protect the RESTful operations according to requirements 0-6
	1_1

	LightweightM2M- Improved -Security-8
	If e2e security is required between the application server interfacing the LwM2M Server, and the LwM2M Client, then requirements 0-7 must be supported
	1.0.x or 1_1?

	LightweightM2M- Improved -Security-9
	If e2e security is required between the LwM2M Server, and an IoT Device behind a gateway, then requirements 0-7 must be supported
	1.0.x or 1_1?

	LightweightM2M- Improved -Security-10
	A firmware update must support secure fragmentation of the firmware into parts that can be verified separately. 
	1.0.x or 1_1?
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