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Reason for Contribution
The two requirements, LightweightM2M-DSE-001 and LightweightM2M-IR-001, from LwM2M v1.1.  RD [1] introduce new features in support of single operation for retrieval or observation of multiple resources that can belong to one or more separate object types and instances. This document sets out a number of proposals as to how these requirements could be met as the basis for discussion by the DM group and agreement on the preferred option prior to submitting the necessary CR to be incorporated in TS LwM2M v1.1
Summary of Contribution
Description and comparison of various methods to support LightweightM2M-DSE-001 and LightweightM2M-IR-001.
Detailed Proposal
Supporting LightweightM2M-DSE-001
The Read operation in LwM2M v1.0 accepts only a single instance of each of the following as its parameters.
· Object ID
· Instance ID
· Resource ID
For a single operation to retrieve values of multiple resources spread across different Objects and instances, it requires necessary parameters to identify the list of resources to be read. That is, it will have to take multiple instances of each of Object ID, Instance ID and Resource ID as its parameters. This can be achieved by either extending the existing Read operation to take in additional parameters or defining a new operation. For backwards compatibility it is proposed to define a new operation, which for the purpose of this document is referred to as Read-Composite.
Read-Composite Operation Basic Examples
This operation at a minimum needs to accept parameters as specified below:
[bookmark: _GoBack]Read-Composite-Parameters = *(<Object ID>*[(”/”<Instance ID>) / (”/”<Instance ID>”/”<Resource ID>)])
If a client has registered objects and instances shown in Table 1, it will be possible for the server to perform the following sample Read-Composite operations.

	Object Name
	Object ID
	Number of Instances

	Server
	1
	1

	Device
	3
	1

	Connectivity Monitoring
	4
	1

	IPSO Temperature Sensor
	3303
	3

	IPSO Humidity Sensor
	3304
	3



[bookmark: _Ref496260297][bookmark: _Ref496712371]Table 1 Registered Objects
Example 1
Read Sensor Values (resource ID 5700) from /3303/0, 3304/0 as well as Battery Level (resource ID 9) from 3/0 together with Radio Signal Strength (resource ID 2) from /4/0.
Read-Composite (
{"e":[
	  {"n": "/3303/0/5700"},
	  {"n": "/3304/0/5700"},
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"}]
	}
This Read-Composite operation will translate to the CoAP FETC method [3]
FETCH CoAP://www.exmple.com
Content-Format: application/vnd.oma.lwm2m+json
{"e":[
	  {"n": "/3303/0/5700"},
	  {"n": "/3304/0/5700"},
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"}]
	}
[bookmark: _Ref496782272]Example 2
Read sensor values for all instances of temperature sensor together with Battery level and Signal Strength. 
Option 1: Explicitly list each sensor value resource in the parameter list.
Read-Composite (
{"e":[
	  {"n": "/3303/0/5700"},
	  {"n": "/3303/1/5700"},
  {"n": "/3303/2/5700"},
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"}]
	}
)
This Read-Composite operation will translate to the following CoAP method
FETCH CoAP://www.exmple.com
Content-Format: application/vnd.oma.lwm2m+json
{"e":[
	  {"n": "/3303/0/5700"},
	  {"n": "/3303/1/5700"},
  {"n": "/3303/2/5700"},
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"}]
	}
Option 2: Use Object Id to implicitly select all instances of the temperature sensor as currently supported, but add a query type expression, similar to query filtering in CoRE Link Format [4], to select the exact resource of interest across instances
Read-Composite (
{"e":[
	  {"n": "/3303/?rt=5700"},
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"}]
	}
)
This Read-Composite operation will translate to the following CoAP method
FETCH CoAP://www.exmple.com
Content-Format: application/vnd.oma.lwm2m.query-select+json
Accept: application/vnd.oma.lwm2m+json
{"e":[
	  {"n”: "/3303/?rt=5700"},
	  {"n”: "/3/0/9"},
	  {"n”: "/4/0/2"}]
	}
Option 3: Use a keyword or wild card to indicate all instances
Read-Composite (
{"e":[
	  {"n": "/3303/ALL/5700"},
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"}]
	}
)
This Read-Composite operation will translate to the following CoAP method
FETCH CoAP://www.exmple.com
Content-Format: application/vnd.oma.lwm2m.extended+json
Accept: application/vnd.oma.lwm2m+json
{"e":[
	  {"n": "/3303/ALL/5700"},
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"}]
	}
The above 3 options highlight few general approaches that could be taken to implement Example 1. They each offer some benefits and some challenges/drawbacks that are summarised in Table 2.

	Option
	Advantages
	Drawbacks

	1
	Requires no new media type
Somewhat backward compatible
No requirement on the client to carry out checks to determine if the server has read access to the requested instances
	Long Request messages from the server when reading same resource from a number of object instances.

	2
	Efficient message sizes from the server
Select and query can be reused in Write operations as well
	Requires New media type to be defined and registered
Additional processing at the client to identify instances of objects the server has access right to and resources to be read

	3
	Efficient message sizes from the server
Select and query can be reused in Write operations as well
	Requires New media type to be defined and registered
Additional processing at the client to identify instances of objects the server has access right to and resources to be read



[bookmark: _Ref496282169]Table 2 Comparison of Options
To avoid any ambiguity client still needs to explicitly list instances and resources together with their values separately in its response for all three options listed above. Therefore, regardless of the options selected, the client response message will look the same, i.e. will use the current vnd.oma.lwm2m+json format. This poses the question as to whether options 2 or 3 that introduce new media types are justified where they only optimise server requests. However, such a media type could also be used in other operations such as partial write that would map to CoAP PATCH method [4]. A use case for such a latter operation could be server deciding to activate all instances of buzzer object in a large building in case of fire or other significant event. On balance Option 2 seems to offer more flexibility and extensibility. Therefore, its adoption in LwM2M v1.1 is recommended ahead of the other two options listed here. 

Supporting LightweightM2M-IR-001
Observe operation in LwM2M v1.0 has the same limitation as the Read operation. That is different resources across multiple objects and instances cannot be observed and notified in a single message. As in case of Read this limitation can be overcome by either extending the current Observe operation to take in additional parameters or defining a new operation. For backwards compatibility it is proposed to define a new operation, which for the purpose of this document is referred to as Observe-Composite. The options listed to select resources for Composite-Read will also apply to this new Observe-Composite operation. Therefore, for consistency, it’s proposed to settle on the same resource selection option for both Read-Composite and Observe-Composite. The initial client response to Observe-Composite will be similar to Read-Composite, i.e. it will return current value of all resources listed in Observe-Composite request. However, for subsequent notify messages there are 3 options available
1) Notify will only be sent when all listed resources meet their respective observation criteria
2) Notify will be sent every time one or more resource meets observation criteria, but it will only include resources that are meeting their respective observe criteria
3) As in 2, but will include all requested resources regardless of whether their respective observation criteria is met or not 
To keep client implementation simple and have consistent notify messages for the same observation, it is proposed to always notify all resources listed by server in its request even if just one of them has fulfilled observation criteria.
If a client has registered same set of objects as in Table 1, it will be possible for the server to configure the following observations; to keep examples simple single instances of Humidity and Temperature sensors are considered.
Observe-Composite Example 1
Server may wish to requests the following notifications from the client:
1) Periodic reports, every x hours, to include:
· Current temperature reading as well as min and max measured values over the x hour period
· Current humidity level reading as well as min and max measured values over the x hour period
· Battery level
2) Event report if humidity drops below a set threshold
As a general rule the server may also require the client to report Signal Strength whenever it sends a notification, for a periodic or event triggered observation

Options for Handling Composite-Observe 
Option 1
Observe-Composite Parameters Configuration:
Server uses existing Write-Attribute operation to configure Notification Class Attributes as per LwM2M v1.0. for periodic reporting of Temperature and Humidity. With this approach the server has the option to:
· Not to configure pmax explicitly and use the default value from the server object if the resource exists
· Configure a single pmax for either temperature or humidity sensor
· Configure pmax for both temperature and humidity sensors, ideally with the same values.
For event triggered notification the server will use Write-Attribute to set “lt” notification attribute of Humidity resource to the required value.
Note: It’s assumed the server will reset Min and Max measured values for the temperature and humidity sensor every time it receives a notification of their values.
Observe Request(s):
Server issues a single Observe-Composite request which will cover both periodic and event triggered reports, resource lists for the observe request is shown below. It should logically use the same media type and syntax that will be selected for Composite-Read as per section 3.1.1.2
{"e":[
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"},
	  {"bn": "/3303/0/", "n": "5700"},
	  {"n": "5601"},
	  {"n": "5602"},
	  {"bn": "/3304/0/", "n": "5700"},
	  {"n": "5601"},
	  {"n": "5602"}]
	}
Notify Response:
Client will send notifications to the server every pmaxmin, where pmaxmin is the smallest configured pmax for the observed resources. The notify message will include
Current temperature,
Min and Max measured temperature over pmaxmin 
Current humidity level
Min and Max measured humidity level over pmaxmin 
Battery level
Signal Strength
Client will also send a similar notification to the server whenever humidity crosses the specified threshold. As per LightweightM2M-RMo-001, LightweightM2M-RMo-002 the client may be expected to indicate the cause of notification as well.
Note: If the server makes a separate event triggered Observe request for humidity level /33/4/0/5700, it would receive two notifications from the client every pmax that is defined for /33/4/0/5700 and whenever it crosses the specified threshold. Therefore, there is no need to explicitly request the additional event triggered Observe.

[bookmark: _Ref496867903]Option 2
Observe Parameters Configuration:
Server specifies required observe parameter as part of its observation request. This means that observe parameters only apply to this request and do not persist after the server cancels the observation. To avoid unnecessary complexity and possible inconsistency, the client should follow the following rule for the observation parameters.
· If an observe request from the server carries an observation parameter, client should ignore any Notification Class Attribute previously set through Write-Attribute for ALL the resources listed in this observe request and simply apply whatever it has received from the server as part of this observe request.

Observe Requests:
Server issues two Observe-Composite requests, one for periodic notification and one for event triggered. 
The periodic request will be:
Observe-Composite (
{"e":[
	  {"n": "/3/0/9", "pmax": "43200"},
	  {"n": "/4/0/2"},
	  {"bn": "/3303/0/", "n": "5700"},
	  {"n": "5601"},
	  {"n": "5602"},
	  {"bn": "/3304/0/", "n": "5700"},
	  {"n": "5601"},
	  {"n": "5602"}]
	}
)
This will translate to the following CoAP method:
FETCH CoAP://www.exmple.com
Token: 0xa1
Content-Format: application/vnd.oma.lwm2m+json
Accept: application/vnd.oma.lwm2m+json
Observe: 0
Pmax: 43200
{"e":[
	  {"n": "/3/0/9"},
	  {"n": "/4/0/2"},
	  {"bn": "/3303/0/", "n": "5700"},
	  {"n": "5601"},
	  {"n": "5602"},
	  {"bn": "/3304/0/", "n": "5700"},
	  {"n": "5601"},
	  {"n": "5602"}]
	}
The CoAP message uses Uri-Query option to pass pmax to the client, but could have equally done so as part of CoAP payload.
Event triggered observe request will be:
Observe-Composite (
{"e":[
	  {"n": "/4/0/2"},
	  {"n": "/3304/0/5700", "lt": 40}]
	}
)
This will translate to the following CoAP method:
FETCH CoAP://www.exmple.com
Token: 0xa2
Content-Format: application/vnd.oma.lwm2m.extended+json
Accept: application/vnd.oma.lwm2m+json
Observe: 0
{"e":[
	  {"n": "/4/0/2"},
	  {"n": "/3304/0/5700", "lt": 40}]
	}

Notify Response:
Client will send notifications to the server every 12 hours, pmax=43200, to notify:
Current temperature,
Min and Max measured temperature over the past 12 hours 
Current humidity level
Min and Max measured humidity level over the past 12 hours
Battery level
Signal Strength
Client will also send notification to the server every time Humidity sensor reading crosses 40% threshold. The notification will include:
Humidity level
Signal Strength

Comparison of Options 1 and 2
Option 1 uses existing mechanism to set up Notification Attributes and can be considered more in keeping with LwM2M v1.0. However, it lacks fine granularity of the control the server may require on the notification it receives. Option 2 provides the flexibility to the server to configure different composite observations without having to worry about implicit side effects. It’s furthermore backward compatible with the v1.0 type of observations as the server can always choose not to include any Observe parameters in the Observe-Composite request and purely rely on the Notification Attributes on the observed resources that it has previously configured through Write-Attribute.

Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Based on the above analysis it is recommended to support Read-Composite and Observe-Composite operations in LwM2m v1.1 and for these operations adopt options 2 as set out in sections 3.1.1.2 and 3.2.1.1.2 above.
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