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Reason for Change
This contributions adds security related test cases for use at the next testfest. 
Impact on Backward Compatibility
There are no backwards compatibility considerations. 
Impact on Other Specifications
There is no impact on other specifications
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
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<provide a description of the intended actions to be taken by the group>
Detailed Change Proposal
New test cases for Section 6.5.2

LightweightM2M-1.0-int-402 – UDP Channel Security – Certificate Mode
	Test Case Id
	LightweightM2M-1.0-int-402

	Test Object
	Client and Server

	Test Case Description
	Establishing a successful DTLS session using certificate mode

	Tool
	n/a

	Test code
	n/a

	Preconditions
	The client supports the Configuration  C.17  as defined in Annex  C
The bootstrap procedure has been completed or the required bootstrap information is available to the client.
DNS is configured in such a way that the server responds to server.example.com. 

	Test Procedure
	Device is switched on. 
A DTLS session is established between client and Server and the Client automatically registers with that Server
Using this DTLS session, a simple data exchange is performed between the Server and the Client, to verify the encrypted connection is properly established.
Normal flow:
1. DTLS Session is established 
2. Registration message (CoAP POST) is sent from LwM2M Client to LwM2M Server.
3. Client receives Success message (2.01 Created) from the Server.
4. READ (CoAP GET) on  the Instance of the Device Object  is performed using the default TLV data format (cf Test LwM2M-1.0-int-203)
5. Server receives success message (2.05 Content) and the requested values (encrypted)

	Pass-Criteria
	A. In test step 2 & 3, Registration command of the Client on the Server is performed successfully over the DTLS session
B. In test step 4 & 5 the READ command work successfully over the DTLS session.




LightweightM2M-1.0-int-403 – UDP Channel Security – Certificate Mode 
(Server Identify Verification Failure)
	Test Case Id
	LightweightM2M-1.0-int-403

	Test Object
	Client and Server

	Test Case Description
	Failure to establish a DTLS session using certificate mode because of Server Identity Verification Failure

	Tool
	n/a

	Test code
	n/a

	Preconditions
	The client supports the Configuration  C.18  as defined in Annex  C
The bootstrap procedure has been completed or the required bootstrap information is available to the client.
DNS is configured in such a way that the server responds to server-fail.example.com. 

	Test Procedure
	Device is switched on. 
A DTLS handshake is started between the DTLS Client and the DTLS Server. The DTLS handshake fails because the content of the certificate (server.example.com) does not match the configured LWM2M Server URI (server-fail.example.com). 

	Pass-Criteria
	The DTLS Handshake fails



New test cases for Section 6.1.1 

LightweightM2M-1.0-int-1 – Client Initiated Bootstrap Full (PSK)
	Test Case Id
	LightweightM2M-1.0-int- 1

	Test Object
	Client and Server

	Test Case Description
	Test the Client capability to connect the Bootstrap Server according to the Client Initiated Bootstrap Mode followed by registering to the LwM2M Server afterwards. In this test case the Bootstrap Server provisions the LwM2M Client for PSK-based authentication.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	The Client supports the minimum Configuration  C.14  as defined in Annex  C 
The Client is supporting the Client Initiated Bootstrap Mode
The Client doesn’t contain any Instance of LwM2M Server Object ID:1 (minimum condition to trigger a Bootstrap request message when the device is on)
The Client is capable of using PSK-based DTLS credentials

	Test Procedure
	The Client requests the Bootstrap Server to setup a configuration enabling the Client to contact a LwM2M Server.
Normal flow:
1. Without Instance of  Server Object,  the Client performs a BOOTSTRAP-REQUEST (CoAP POST /bs?ep{Endpoint Client Name}) in using the Resource values of the Instance 1 of Security Object ID:0 to contact the Bootstrap Server
2. The Bootstrap Server uploads the Configuration C.1 in the Client in performing two BOOTSTRAP-WRITE (CoAP PUT /0, CoAP PUT /1) in using the set of values defined in 0-SetOfValue_1 and  0-SetOfValue_2 (Object Device ID:3,is automatically created and filled-up by the Client)
3. The Bootstrap Server performs a BOOTSTRAP-DISCOVER operation (CoAP GET  Accept:40  / ) to verify the Client setup
4. The Bootstrap Server performs a BOOTSTRAP-FINISH   operation (CoAP POST /bs) to end-up that BS phase
5. The LwM2M Client connects to the provisioned LwM2M server using the PSK-based credentials, as described in LightweightM2M-1.0-int-401

	Pass-Criteria
	A. In test step 1., the Bootstrap Server received a Success Message (“2.04” Changed) related to the BOOTSTRAP-REQUEST of the Client
B. In test step 2., Client received WRITE operation(s) to setup the C.1 configuration (0-SetOfValue) 
C. In test step 2., Server received Success (“2.04” Changed) message(s) from Server related to WRITE operation(s) 
D. In test step 3., the Bootstrap Server  received the Success message (“2.05” Content)  along with the payload related to the BOOTSTRAP-DISCOVER request and containing :
               lwm2m="1.0",</0/0>;ssid=1,</0/1>, </1/0>;ssid=1,</3/0>   
E. In test step 4., the Bootstrap Server received the Success message (“2.04” Changed) : no inconsistency detected 
F. The test case in LightweightM2M-1.0-int-401 executes successfully.



0-SetOfValues definition

lwm2m+json version

{“bn”:“/”,
   “e”:[ 
  {"n":"0/0/0","sv": <LwM2M Server URI>},
  {"n":"0/0/1","bv":false},
  {"n":"0/0/2","v":0},
  {"n":"0/0/3","sv":<PSK Identity>},  // opaque in Base64
  {"n":"0/0/4","sv": <n/a> },
  {"n":"0/0/5","sv": <Secret Key>},    // opaque in Base64                       
  {"n":"0/0/10","v":1},
  {"n":"1/0/0","v":1},
  {"n":"1/0/1","v":86400},
  {"n":"1/0/6","bv":false},
  {"n":"1/0/7","sv":"U"},
    ]
}



















LightweightM2M-1.0-int-2 – Client Initiated Bootstrap Full (Cert)
	Test Case Id
	LightweightM2M-1.0-int- 2

	Test Object
	Client and Server

	Test Case Description
	Test the Client capability to connect the Bootstrap Server according to the Client Initiated Bootstrap Mode followed by registering to the LwM2M Server afterwards. In this test case the Bootstrap Server provisions the LwM2M Client for certificate-based authentication. 

	Tool
	n/a

	Test code
	n/a

	Preconditions
	The Client supports the minimum Configuration  C.14  as defined in Annex  C 
The Client is supporting the Client Initiated Bootstrap Mode
The Client doesn’t contain any Instance of LwM2M Server Object ID:1 (minimum condition to trigger a Bootstrap request message when the device is on)
The Client is capable of using certificate-based DTLS credentials

	Test Procedure
	The Client requests the Bootstrap Server to setup a configuration enabling the Client to contact a LwM2M Server.
Normal flow:
6. Without Instance of  Server Object,  the Client performs a BOOTSTRAP-REQUEST (CoAP POST /bs?ep{Endpoint Client Name}) in using the Resource values of the Instance 1 of Security Object ID:0 to contact the Bootstrap Server
7. The Bootstrap Server uploads the Configuration C.1 in the Client in performing two BOOTSTRAP-WRITE (CoAP PUT /0, CoAP PUT /1) in using the set of values defined in 0-SetOfValue_1 and  0-SetOfValue_2 (Object Device ID:3,is automatically created and filled-up by the Client)
8. The Bootstrap Server performs a BOOTSTRAP-DISCOVER operation (CoAP GET  Accept:40  / ) to verify the Client setup
9. The Bootstrap Server performs a BOOTSTRAP-FINISH   operation (CoAP POST /bs) to end-up that BS phase
10. The LwM2M Client connects to the provisioned LwM2M server using the certificate-based credentials, as described in LightweightM2M-1.0-int-402

	Pass-Criteria
	G. In test step 1., the Bootstrap Server received a Success Message (“2.04” Changed) related to the BOOTSTRAP-REQUEST of the Client
H. In test step 2., Client received WRITE operation(s) to setup the C.1 configuration (0-SetOfValue) 
I. In test step 2., Server received Success (“2.04” Changed) message(s) from Server related to WRITE operation(s) 
J. In test step 3., the Bootstrap Server  received the Success message (“2.05” Content)  along with the payload related to the BOOTSTRAP-DISCOVER request and containing :
               lwm2m="1.0",</0/0>;ssid=1,</0/1>, </1/0>;ssid=1,</3/0>   
K. In test step 4., the Bootstrap Server received the Success message (“2.04” Changed) : no inconsistency detected 
L. The test case in LightweightM2M-1.0-int-402 executes successfully.



0-SetOfValues definition

lwm2m+json version

{“bn”:“/”,
   “e”:[ 
  {"n":"0/0/0","sv": coaps://server.example.com },
  {"n":"0/0/1","bv":false},
  {"n":"0/0/2","v":2},
  {"n":"0/0/3","sv":<Client Certificate >},  // Contains the client.crt 
  {"n":"0/0/4","sv": <Server Certificate> }, // Contains the server.crt
  {"n":"0/0/5","sv": <Client Private Key>},    // Contains the client.key 
  {"n":"0/0/10","v":1},
  {"n":"1/0/0","v":1},
  {"n":"1/0/1","v":86400},
  {"n":"1/0/6","bv":false},
  {"n":"1/0/7","sv":"U"},
    ]
}





















Additional Configurations to Appendix C

Note: The referenced certificates & keys are provided in a separate ZIP file. 
[bookmark: _Toc498557779]Basic Configuration 17
This configuration is a modification of the “Basic Configuration 1” file, which supports certificate-based authentication. 
{“bn”:“/”,
   “e”:[ 
  {"n":"0/0/0","sv": coaps://server.example.com}, // The certificate was created for server.example.com. 
  {"n":"0/0/1","bv":false},
  {"n":"0/0/2","v":2}, // certificate mode
  {"n":"0/0/3","sv":<Client Certificate >},  // Contains the client.crt from ZIP archive 
  {"n":"0/0/4","sv": <Server Certificate> }, // Contains the server.crt from ZIP archive
  {"n":"0/0/5","sv": <Client Private Key>},    // Contains the client.key from ZIP archive 
  {"n":"0/0/10","v":1},
  {"n":"1/0/0","v":1},
  {"n":"1/0/1","v":86400},
  {"n":"1/0/6","bv":false},
  {"n":"1/0/7","sv":"U"},
  {"n":"3/0/0","sv":<Manufacturer Name>},
  {"n":"3/0/1","sv":<Model Name>},
  {"n":"3/0/2","sv":<Serial Number>},
  {"n":"3/0/3","sv":<Firmware Version>},
  {"n":"3/0/11/0","v":0},
  {"n":"3/0/16","sv":"U"},
    ]
}

Server Object ID:1 implements the mandatory Executable Resource ID:8   - Registration  Update Trigger
Device Object ID:3 implements the mandatory Executable Resource ID:4  - Reboot

















Basic Configuration 18
This configuration is a modification of the “Basic Configuration 17” file, which supports certificate-based authentication. However, the LWM2M Server URI is set to a different value.  
{“bn”:“/”,
   “e”:[ 
  {"n":"0/0/0","sv": coaps://server-fail.example.com}, // The certificate was created for server.example.com. 
  {"n":"0/0/1","bv":false},
  {"n":"0/0/2","v":2}, // certificate mode
  {"n":"0/0/3","sv":<Client Certificate >},  // Contains the client.crt from ZIP archive 
  {"n":"0/0/4","sv": <Server Certificate> }, // Contains the server.crt from ZIP archive
  {"n":"0/0/5","sv": <Client Private Key>},    // Contains the client.key from ZIP archive 
  {"n":"0/0/10","v":1},
  {"n":"1/0/0","v":1},
  {"n":"1/0/1","v":86400},
  {"n":"1/0/6","bv":false},
  {"n":"1/0/7","sv":"U"},
  {"n":"3/0/0","sv":<Manufacturer Name>},
  {"n":"3/0/1","sv":<Model Name>},
  {"n":"3/0/2","sv":<Serial Number>},
  {"n":"3/0/3","sv":<Firmware Version>},
  {"n":"3/0/11/0","v":0},
  {"n":"3/0/16","sv":"U"},
    ]
}

Server Object ID:1 implements the mandatory Executable Resource ID:8   - Registration  Update Trigger
Device Object ID:3 implements the mandatory Executable Resource ID:4  - Reboot
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