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1. Scope

This is a document that contains a temporal resolution to problems identified in OMA LightweightM2M V1.0 Enabler package after being finally approved.

According to the OMA-ORG-Process document, this ERRATA document will only contain issues that can be resolved by Class 2 or Class 3 change request. The rest of issues will require the creation of a new Enabler Release.

· Class 2: bug fixes - corrects technical issues that SHALL NOT include significant changes, amendments or additions to the behavior, form, fit, or functionality.
· Class 3: editorial corrections or amendments - corrects spelling errors, typographical errors and other minor editorial errors or moves text from one section to another; any change has no normative effect on the document.
With the content of this document OMA will release a new version (V1.0.1) of the OMA LightweightM2M specifications.
2. Introduction

This is a temporal document that will be kept with the last approved version of LightweightM2M v1.0.
2.1 Version 1.0

List of problems rectified in this document:
3. Erratas in OMA-TS-LightweightM2M-V1_0-20170208-A

3.1 OMA-DM-LightweightM2M-2017-0069-CR_LwM2M1.0.1_ACL
Change 1:  Remove ambiguities : fix wrong constraints (1st bullet) 

7.3.1.2 Access Control Object Management

7.3.1.2.1 Access Control on Object
To authorize a LwM2M Server to instantiate a certain Object supported by the LwM2M Client, not only an Access Control Object Instance - as defined in the table below - MUST be associated to such an Object, but this AC Object Instance MUST also contained an ACL Resource Instance targeting the authorized LwM2M Server. 

This kind of Access Control Object Instance associated with a certain Object, MUST only be created or updated during a Bootstrap Phase. The absence of such an association for a certain Object, prevents this Object to be instantiated by any LwM2M Server. 

When such an Access Control Object Instance already exists for a certain Object, this Access Control Object Instance MAY be updated for supporting additional LwM2M Servers; in that case a new ACL Instance per Server is created in that Access Control Object Instance with the Short Server ID of the LwM2M Server as index of this new ACL Instance, and with the “Create” (“C”) access right as ACL Resource value.

	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the targeted Object

	Object Instance ID
	1
	MAX_ID=65535 (irrelevant)

	ACL
	2
	A Resource Instance per LwM2M Server authorized to instantiate the Object
5th LSB: “Create” is only configured

	Access Control Owner
	3
	MAX_ID=65535 (meaning: managed by Bootstrap Interface)


7.3.1.2.2 Access Control on Object Instance

For being able to register which operations MAY be performed on an Object Instance by a certain LwM2M Server, this Object Instance MUST be associated to an Access Control Object Instance as defined in the table below.

This kind of Access Control Object Instance associated with a certain Object Instance, MAY be created or updated either during a Bootstrap Phase or through the Device Management and Service Enablement Interface.

In particular:

· when a LwM2M Server creates under authorization an Object Instance (see section 7.3.2 Authorization) in the LwM2M Client, an Access Control Object Instance MUST be created in the LwM2M Client with the Resources values which MUST be set as given in the table just below. The Access Control Owner Resource is configured with the Short Server ID of the LwM2M Server.
	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the targeted Object

	Object Instance ID
	1
	ID of the newly created Object Instance

	ACL
	2
	Any combination of the Access Right {none,R,W,E,D} is acceptable (Appendix E.3)


Change 2:  Clarify & Fix wording

Authorization
The LwM2M Client MUST authorize a CREATE operation requested by a LwM2M Server for instantiating a certain Object, only if the associated Access Control Object Instance exists and contains an ACL Resource Instance for that LwM2M Server set with the Access Right “Create” (section 7.3.1.2.1).

Change 3:  Clarify  & fix wording

Obtaining Access Right
For “Create” operation sent by the LwM2M Server, the LwM2M Client MUST get access right from the ACL Resource Instance corresponding to this LwM2M Server and located in the Access Control Object Instance associated to  the targeted Object. Such an Access Control Object Instance – if it exists – has been provisioned during a Bootstrap Phase (Access Control Owner is MAX_ID=65535). If this access right doesn’t have the “Create” value, or cannot be obtained, the LwM2M Server has no access right.

3.2 OMA-DM-LightweightM2M-2017-0073-CR_LwM2M_1.0_Fig28_fix
Change 4:  Implementation fix 
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Figure 28: Object link Resource simple illustration
3.3 OMA-DM-LightweightM2M-2017-0075R02-CR_LwM2M1.0.1_UpdateRegFix
Change 5:  Align text  between “registration” and “update registration” message (consistency regarding object version)

5.3.2 Update

Periodically or based on certain events within the LwM2M Client or initiated by the LwM2M Server, the LwM2M Client updates its registration information with a LwM2M Server by sending an “Update” operation to the LwM2M Server.
The “Update” operation can be initiated by the LwM2M Server via an “Execute” operation on the “Registration Update Trigger” Resource of the LwM2M Server Object. The LwM2M Client can perform an “Update” operation to refresh the lifetime of its registration to a LwM2M Server.

When any of the parameters listed in Table 9 changes, the LwM2M Client MUST send an “Update” operation to the LwM2M Server. This “Update” operation MUST contain only the parameters listed in Table 9 which have changed compared to the last registration parameters sent to the LwM2M Server.
	Parameter
	Required

	Lifetime
	No

	Binding Mode
	No

	SMS Number
	No

	Objects and Object Instances
	No


Table 9: Update parameters
When present,the Objects and Object Instance list MUST contain all the supported Objects and Object Instances available on the LwM2M Client. The Security Object ID:0 MUST NOT be part of Update Objects and Object Instances list.

The payload Media-Type of that “Update” message is the same as the one of the “Registration” message (section 5.3.1).

3.4 OMA-DM-LightweightM2M-2017-0090-CR_private_range_for_resources
Change 6:  6.3.2 Reusable resources

Reusable Resources

When Objects are designed for a similar purpose, for example Objects for use in network management, or Objects for use in embedded device automation, similar Resources are useful in more than one Object. For example in embedded device automation, Objects for different purposes may contain common Resource types such as digital input, digital output, analogue input, analogue output, dimmer value, unit, min measurement, max measurement, value range etc.
If a Resource can feasibly be re-used with the same meaning in multiple Object definitions, it can be defined as a Reusable Resource ID and registered with OMNA. Other Objects may then make use of this Reusable Resource ID in another Object definition. The definition of the Resource MUST be the same with the exception of the Multiple Resource, Mandatory and Description fields.
Note: If the operators/vendors want to extend the resources in a non-standard way, it is advisable to refer OMNA and use the private resource range. This action of using private range, would ensure backward compatibility in case the resource(s) is getting extended in future releases of LwM2M TS, by OMA DM WG.

3.5 OMA-DM-LightweightM2M-2017-0087-CR_LwM2M1.0.1_RespCodesFix
Change 7:  Table 25 fixes according to table 27

	Operation
	CoAP Method
	Path
	Success
	Failure

	Read
	GET Accept: Content Format ID (see section 6.4)
	/{Object ID}/{Object Instance ID}/{Resource ID} 
	2.05 Content
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.06 Not Acceptable

	Discover
	GET Accept: application/link-format
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Write
	PUT Content Format:
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
2.31* Continue
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed, 4.15 Unsupported content format

4.08* Request Entity Incomplete
4.13* Request entity too large

	
	POST Content Format:
	/{Object ID}/{Object Instance ID}
	
	

	Write-Attributes
	PUT
	/{Object ID}/{Object Instance ID}/{Resource ID}?pmin={minimum period}&pmax={maximum period}&gt={greater than}&lt={less than}&st={step}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Execute
	POST
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed

	Create
	POST Content Format:
	/{Object ID}
	2.01 Created
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed,  4.15 Unsupported content format

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed


3.6 OMA-DM-LightweightM2M-2017-0093R01-CR_LWM2M_1.0.1_clarification_observe_without_attributes
Notify

The “Notify” operation is sent from the LwM2M Client to the LwM2M Server during a valid observation on an Object Instance or Resource. This operation includes the new value of the Object Instance or Resource. The “Notify” operation SHOULD be sent when all the conditions (i.e., Minimum Period, Maximum Period, Greater Than, Less Than, Step) configured by “Write-Attributes” operation for “Observe” operation are met.

	Parameter
	Required
	Default Value
	Notes

	Updated Value
	Yes
	-
	The new value included in the payload about the Object Instance or Resource.


Table 2: Notify parameters
The following example shows how the Minimum and Maximum period parameters work as shown in Section Error! Reference source not found.. A LwM2M Server makes an observation for a Temperature Resource that is updated inside the LwM2M Client at irregular periods (based on change). The LwM2M Server makes an observation when the Minimum Period = 10 Seconds and Maximum Period = 60 Seconds have been set for that Resource. The LwM2M Client will wait at least 10 Seconds before sending a “Notify” operation to the LwM2M Server (even if the Resource has changed before that), and no longer than 60 Seconds before sending a “Notify” operation (even if the Resource has not changed yet). The “Notify” operation is sent anywhere between 10-60 seconds upon change.

Note: In case an “Observe” operation is initiated on a Resource, an Object Instance or an Object without any conditions previously configured, and with the “Default Minimum Period” in the LwM2M Server Object set to 0 (possibly by default), the “Notify” operation will be sent upon any change of, respectively, the observed Resource value, any Resource value of the observed Object Instance or any Resource value of any Instance of the observed Object. As specified in section 5.5.1 and in Table 17,  in case of an “Observe” operation on a certain Object the “Notify” operation includes all Resources of  all Instances of the observed Object.

3.7 OMA-DM-LightweightM2M-2017-0097R01-CR_clarification_signal_strength_parameters
E.5     LwM2M Object: Connectivity Monitoring

	Description
	
	This LwM2M Object enables monitoring of parameters related to network connectivity.
In this general connectivity Object, the Resources are limited to the most general cases common to most network bearers. It is recommended to read the description, which refers to relevant standard development organizations (e.g., 3GPP, IEEE).
The goal of the Connectivity Monitoring Object is to carry information reflecting the more up to date values of the current connection for monitoring purposes. Resources such as Link Quality, Radio Signal Strength, Cell ID are retrieved during connected mode at least for cellular networks.

	
	Object definition
	
	Name

Object ID

Instances

Mandatory

Object URN

Connectivity Monitoring

4

Single

Optional

urn:oma:lwm2m:oma:4
	
	Resource definitions
	
	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Network Bearer

R

Single

Mandatory

Integer

Indicates the network bearer used for the current LwM2M communication session from the below network bearer list.
0~20 are Cellular Bearers
0: GSM cellular network
1: TD-SCDMA cellular network
2: WCDMA cellular network
3: CDMA2000 cellular network
4: WiMAX cellular network
5: LTE-TDD cellular network
6: LTE-FDD cellular network
7~20: Reserved for other type cellular network
21~40 are Wireless Bearers
21: WLAN network
22: Bluetooth network
23: IEEE 802.15.4 network
24~40: Reserved for other type local wireless network
41~50 are Wireline Bearers
41: Ethernet
42: DSL
43: PLC
44~50: reserved for others type wireline networks.

1

Available Network Bearer

R

Multiple

Mandatory

Integer

Indicates list of current available network bearer. Each Resource Instance has a value from the network bearer list.

2

Radio Signal Strength

R

Single

Mandatory

Integer

dBm

This node contains the average value of the received signal strength indication used in the current network bearer (as indicated by Resource 0 of this Object). 

For the following network bearers the signal strength parameters indicated below arerepresented by this resource:
GSM:    RSSI
UMTS:  RSCP
LTE:      RSRP

For more details on Network Measurement Report, refer to the appropriate Cellular or Wireless Network standards. (e.g., for LTE Cellular Network refer to ETSI TS 36.133 specification). 

3

Link Quality

R

Single

Optional

Integer

This contains received link quality e.g. 
LQI for IEEE 802.15.4 (range 0..255), RxQual Downlink for GSM (range 0…7, 
refer to [3GPP 44.018] for more details on Network Measurement Report encoding),
RSRQ for LTE, (refer to [3GPP 36.214]).
4

IP Addresses

R

Multiple

Mandatory

String

The IP addresses assigned to the connectivity interface. (e.g., IPv4, IPv6, etc.)

5

Router IP Addresses
R

Multiple

Optional

String

The IP address of the next-hop IP router, on each of the interfaces specified in resource 4 (IP Addresses)
Note: This IP Address doesn’t indicate the Server IP address.

6

Link Utilization

R

Single

Optional

Integer

0-100

%

The average utilization of the link to the next-hop IP router in %.

7

APN

R

Multiple

Optional

String

Access Point Name in case Network Bearer Resource is a Cellular Network.

8

Cell ID

R

Single

Optional

Integer

Serving Cell ID in case Network Bearer Resource is a Cellular Network.
As specified in TS [3GPP_TS_23.003] and in [3GPP_TS_24.008]. Range (0…65535) in GSM/EDGE
UTRAN Cell ID has a length of 28 bits.
Cell Identity in WCDMA/TD-SCDMA. Range: (0..268435455).
LTE Cell ID has a length of 28 bits.
Parameter definitions in [3GPP_TS_25.331].

9

SMNC

R

Single

Optional

Integer

Serving Mobile Network Code. In case Network Bearer Resource has 0(cellular network). Range (0…999).
As specified in TS [3GPP_TS_23.003].

10

SMCC

R

Single

Optional

Integer

Serving Mobile Country Code. In case Network Bearer Resource has 0 (cellular network). Range (0…999).
As specified in TS [3GPP_TS_23.003].

	

	
	


3.8 OMA-DM-LightweightM2M-2017-0101R02-CR_Fig_8___11_Fixes
Change 8:  Fig 8   Fix
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Figure 8: Procedure of Server Initiated Bootstrap
Change 9:   Fig 11  Fix 
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Figure 11: Client Registration Update example flows #2
Change 10:  Fig 27  Fix 
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Figure 27: Example of Device Management & Service Enablement interface exchanges for Queue Mode with SMS Registration Update Trigger
3.9 OMA-DM-LightweightM2M-2017-0105R01-CR_LwM2M1.0.1_FW_Update_Fix
E.6 LwM2M Object: Firmware Update
	Description
	
	This LwM2M Object enables management of firmware which is to be updated. This Object includes installing firmware package, updating firmware, and performing actions after updating firmware. The firmware update MAY require to reboot the device; it will depend on a number of factors, such as the operating system architecture and the extent of the updated software.

The envisioned functionality with LwM2M version 1.0 is to allow a LwM2M Client to connect to any LwM2M version 1.0 compliant Server to obtain a firmware image using the object and resource structure defined in this section experiencing communication security protection using DTLS. There are, however, other design decisions that need to be taken into account to allow a manufacturer of a device to securely install firmware on a device. Examples for such design decisions are how to manage the firmware update repository at the server side (which may include user interface considerations), the techniques to provide additional application layer security protection of the firmware image, how many versions of firmware image to store on the device, and how to execute the firmware update process considering the hardware specific details of a given IoT hardware product. These aspects are considered to be outside the scope of the LwM2M version 1.0 specification.
A LwM2M Server may also instruct a LwM2M Client to fetch a firmware image from a dedicated server (instead of pushing firmware image to the LwM2M Client). The Package URI resource is contained in the Firmware object and can be used for this purpose.
A LwM2M Client MUST support block-wise transfer [CoAP_Blockwise] if it implements the Firmware Update object.
A LwM2M Server MUST support block-wise transfer. Other protocols, such as HTTP/HTTPs, MAY also be used for downloading firmware updates (via the Package URI resource). For constrained devices it is, however, RECOMMENDED to use CoAP for firmware downloads to avoid the need for additional protocol implementations.
	
	Object definition
	
	Name

Object ID

Instances

Mandatory

Object URN

Firmware Update
5
Single
Optional
urn:oma:lwm2m:oma:5
	
	Resource definitions
	
	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Package

W

Single

Mandatory

Opaque

Firmware package

1

Package URI

RW

Single

Mandatory

String

0-255 bytes

URI from where the device can download the firmware package by an alternative mechanism. As soon the device has received the Package URI it performs the download at the next practical opportunity. 
The URI format is defined in RFC 3986. For example, coaps://example.org/firmware is a syntactically valid URI. The URI scheme determines the protocol to be used. For CoAP this endpoint MAY be a LwM2M Server but does not necessarily need to be. A CoAP server implementing block-wise transfer is sufficient as a server hosting a firmware repository and the expectation is that this server merely serves as a separate file server making firmware images available to LwM2M Clients.
2

Update

E

Single

Mandatory

none
Updates firmware by using the firmware package stored in Package, or, by using the firmware downloaded from the Package URI.
This Resource is only executable when the value of the State Resource is Downloaded.

3

State

R

Single

Mandatory

Integer

0-3
Indicates current state with respect to this firmware update. This value is set by the LwM2M Client.
0: Idle (before downloading or after successful updating)
1: Downloading (The data sequence is on the way)
2: Downloaded
3: Updating
If writing the firmware package to Package Resource is done, or, if the device has downloaded the firmware package from the Package URI the state changes to Downloaded.
Writing an empty string to Package URI Resource or setting the Package Resource to NULL (‘\0’), resets the Firmware Update State Machine: the State Resource value is set to Idle and the Update Result Resource value is set to 0.

When in Downloaded state, and the executable Resource Update is triggered, the state changes to Updating.
If the Update Resource failed, the state returns at Downloaded.
If performing the Update Resource was successful, the state changes from Updating to Idle. 

Firmware Update mechanisms are illustrated below in Figure 29 of the LwM2M version 1.0 specification.
5

Update Result

R

Single

Mandatory

Integer

0-9
Contains the result of downloading or updating the firmware
0: Initial value. Once the updating process is initiated (Download /Update), this Resource MUST be reset to Initial value.
1: Firmware updated successfully,
2: Not enough flash memory for the new firmware package.
3. Out of RAM during downloading process.
4: Connection lost during downloading process.
5: Integrity check failure for new downloaded package.
6: Unsupported package type.
7: Invalid URI
8: Firmware update failed
9: Unsupported protocol. A LwM2M client indicates the failure to retrieve the firmware image using the URI provided in the Package URI resource by writing the value 9 to the /5/0/5 (Update Result resource) when the URI contained a URI scheme unsupported by the client. Consequently, the LwM2M Client is unable to retrieve the firmware image using the URI provided by the LwM2M Server in the Package URI when it refers to an unsupported protocol.
6

PkgName

R

Single

Optional

String

0-255 bytes

Name of the Firmware Package

7

PkgVersion

R

Single

Optional

String

0-255 bytes

Version of the Firmware package

8
Firmware Update Protocol Support
R
Multiple
Optional
Integer
This resource indicates what protocols the LwM2M Client implements to retrieve firmware images. The LwM2M server uses this information to decide what URI to include in the Package URI. A LwM2M Server MUST NOT include a URI in the Package URI object that uses a protocol that is unsupported by the LwM2M client.
For example, if a LwM2M client indicates that it supports CoAP and CoAPS then a LwM2M Server must not provide an HTTP URI in the Packet URI.
The following values are defined by this version of the specification:
0 – CoAP (as defined in RFC 7252) with the additional support for block-wise transfer. CoAP is the default setting.
1 – CoAPS (as defined in RFC 7252) with the additional support for block-wise transfer

2 – HTTP 1.1 (as defined in RFC 7230)
3 – HTTPS 1.1 (as defined in RFC 7230)

Additional values MAY be defined in the future. Any value not understood by the LwM2M Server MUST be ignored.
9
Firmware Update Delivery Method

R

Single

Mandatory
Integer

The LwM2M Client uses this resource to indicate its support for transferring firmware images to the client either via the Package Resource (=push) or via the Package URI Resource (=pull) mechanism.

0 – Pull only
1 – Push only

2 – Both. In this case the LwM2M Server MAY choose the preferred mechanism for conveying the firmware image to the LwM2M Client.
	

	
	


3.10 OMA-DM-LightweightM2M-2017-0092R02-CR_SMS_wake_up
Appendix L : Example of Trigger Message from Server 
(Informative)

Example WAP Push over SMS containing the trigger information:

	Binary value
	Meaning
	Description

	06
	User-Data-Header (UDHL) Length = 6 bytes
	WDP layer (start WDP headers). 

	05
	UDH IE identifier: Port numbers
	

	04
	UDH port number IE length
	

	0B
	Destination port (high)
	Port number 2948

	84
	Destination port (low)
	

	C0
	Originating port (high)
	Port number chosen by sender

	02
	Originating port (low)
	WDP layer (end WDP headers)

	01
	Transaction ID / Push ID
	WSP layer (start WSP headers) 

	06
	PDU type (push)
	

	03
	Headerslength (content type+headers)
	

	C4
	Content type code 
	MIME-Type

	AF
	X-WAP-Application-ID
	

	87
	Id for urn: x-wap-application:syncml.dm
	WSP layer (end WSP headers)

	{14-bytes}
	112-bit clear value
	Clear CoAP Text

	44 02 b6 0b 21 61 fb 63 b1 31 01 30 01 38
	PDU length:14                                                                                                                                                                               

CoAP Version: 1                                                                                                                                                                                                            

Message Type: Confirmable                                                                                                                                                                                                  

Token length: 4                                                                                                                                                                                                            

Code: 0.02 POST                                                                                                                                                                                                            

Message ID: 34488                                                                                                                                                                                                          

Token length: 4   

Value: 0x301e65ca                                                                                                                                                                                                                                                                                                                                                                                                         OPTION (0/3)                                                                                                                                                                                                               

        Option number (delta): 11(11)                                                                                                                                                                                      

        Name: URI_PATH                                                                                                                                                                                                     

        Value length: 1                                                                                                                                                                                                    

        Value: "1"                                                                                                                                                                                                         

OPTION (1/3)                                                                                                                                                                                                               

        Option number (delta): 11(0)                                                                                                                                                                                       

        Name: URI_PATH                                                                                                                                                                                                     

        Value length: 1                                                                                                                                                                                                    

        Value: "0"                                                                                                                                                                                                         

OPTION (2/3)                                                                                                                                                                                                               

        Option number (delta): 11(0)                                                                                                                                                                                       

        Name: URI_PATH                                                                                                                                                                                                     

        Value length: 1                                                                                                                                                                                                    

        Value: "8"                                                                                                                                                                                                         

No payload.                         


3.11 OMA-DM-LightweightM2M-2017-0109-CR_FW_Update_Fig_Fix
Change 11:  E.6    minor Fixes
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Figure 29: Firmware Update Mechanisms


	


3.12 OMA-DM-LightweightM2M-2017-0112R01-CR_Reusable_Resources_Rules
Re-usable Resources : clarifying rules 

Reusable Resources

When Objects are designed for a similar purpose, for example Objects for use in network management, or Objects for use in embedded device automation, similar Resources are useful in more than one Object. For example in embedded device automation, Objects for different purposes may contain common Resource types such as digital input, digital output, analogue input, analogue output, dimmer value, unit, min measurement, max measurement, value range etc.

If a Resource can feasibly be re-used with the same meaning in multiple Object definitions, it can be defined as a Reusable Resource ID and registered with OMNA. Other Objects may then make use of this Reusable Resource ID in another Object definition. 

· The definition of a  Reusable Resource and its usage when hosted in an Object specification MUST follow several rules :  the Name, ID, Operation, Type, Range and Units are frozen characteristics when the Reusable Resource is registered at OMNA and cannot not be changed when such a Resource is specified in the definition of a hosting Object.

· the registered Description field of a Reusable Resource is also a frozen characteristic; when extension is required to  to fit the real need of the Object hosting such a Resource, that extension must be mentioned in the Object specification but outside of the Description field itself; furthermore any extension MUST be compatible with the content of the registered Description field. 

· a Reusable Resource is registered without defining “Multiple-Resource”, or “Mandatory” characteristics; both characteristics will be determined when such a Resource is specified in the definition of a hosting Object.

· as a Resource Name is not involved in the LwM2M protocol,  the Name value of a registered Reusable Resource, MAY be changed when such a Resource is specified in the definition of an hosting Object; it will help to fit with the hosting Object semantic.  

Note: If the operators/vendors want to extend the resources in a non-standard way, it is advisable to refer OMNA and use the private resource range. This action of using private range, would ensure backward compatibility in case the resource(s) is getting extended in future releases of LwM2M TS, by OMA DM WG.
3.13 OMA-DM-LightweightM2M-2017-0113R02-CR_LwM2M1.0.1_Fw_PkgVersion_Clarification
Change 12:  E.6 Fw Update Object 

E.6 LwM2M Object: Firmware Update
	Description

	This LwM2M Object enables management of firmware which is to be updated. This Object includes installing firmware package, updating firmware, and performing actions after updating firmware. The firmware update MAY require to reboot the device; it will depend on a number of factors, such as the operating system architecture and the extent of the updated software.

The envisioned functionality with LwM2M version 1.0 is to allow a LwM2M Client to connect to any LwM2M version 1.0 compliant Server to obtain a firmware image using the object and resource structure defined in this section experiencing communication security protection using DTLS. There are, however, other design decisions that need to be taken into account to allow a manufacturer of a device to securely install firmware on a device. Examples for such design decisions are how to manage the firmware update repository at the server side (which may include user interface considerations), the techniques to provide additional application layer security protection of the firmware image, how many versions of firmware image to store on the device, and how to execute the firmware update process considering the hardware specific details of a given IoT hardware product. These aspects are considered to be outside the scope of the LwM2M version 1.0 specification.
A LwM2M Server may also instruct a LwM2M Client to fetch a firmware image from a dedicated server (instead of pushing firmware image to the LwM2M Client). The Package URI resource is contained in the Firmware object and can be used for this purpose.
A LwM2M Client MUST support block-wise transfer [CoAP_Blockwise] if it implements the Firmware Update object.
A LwM2M Server MUST support block-wise transfer. Other protocols, such as HTTP/HTTPs, MAY also be used for downloading firmware updates (via the Package URI resource). For constrained devices it is, however, RECOMMENDED to use CoAP for firmware downloads to avoid the need for additional protocol implementations.


Once a new firmware image is successfully installed in the Device, if the Resource “Firmware Version” ID:3 is available in the Instance of the Device Object (ID:3)  the LwM2M Client MUST update such a Resource accordingly to the new firmware image version. 

Note : PkgName (ID:6) and PkgVersion (ID:7) Resources contain optional information handled by the Firmware Update functionality for its own purpose and have no direct correlation with the “Firmware Version” ID:3 of Device Object ID:3.
3.14 OMA-DM-LightweightM2M-2017-0116-CR_Updating_new_OMA_values_SMS_trigger
Change 13:  Appendix L

Example of Trigger Message from Server 
(Informative)

Example WAP Push over SMS containing the trigger information:

	Binary value
	Meaning
	Description

	06
	User-Data-Header (UDHL) Length = 6 bytes
	WDP layer (start WDP headers). 

	05
	UDH IE identifier: Port numbers
	

	04
	UDH port number IE length
	

	0B
	Destination port (high)
	Port number 2948

	84
	Destination port (low)
	

	C0
	Originating port (high)
	Port number chosen by sender

	02
	Originating port (low)
	WDP layer (end WDP headers)

	01
	Transaction ID / Push ID
	WSP layer (start WSP headers) 

	06
	PDU type (push)
	

	03
	Headerslength (content type+headers)
	

	C4
	Content type code 
	MIME-Type

	AF
	X-WAP-Application-ID
	

	9A
	Id for urn: x-wap-application:lwm2m.dm
	WSP layer (end WSP headers)

	{14-bytes}
	112-bit clear value
	Clear CoAP Text


3.15 OMA-DM-LightweightM2M-2017-0123-CR_LwM2M1.0.1_ACL_Fix
Change 14:  Authorization consistency / real message labels introduced 

Authorization

The LwM2M Client MUST authorize a CREATE operation requested by a LwM2M Server for instantiating a certain Object, only if the associated Access Control Object Instance exists and contains an ACL Resource Instance for that LwM2M Server set with the Access Right “Create” (section 7.3.1.2.1).

The LwM2M Client MUST authorize other operations than CREATE requested by a LwM2M Server either on an Object Instance, or on Resource after performing a two-steps check:

· 1st step: the LwM2M Client gets the access right of the targeted Object Instance (as described in section 7.3.2.1) - and checks whether this access right is sufficient – according to the following table - to perform the LwM2M Server requested operation.

	LwM2M Operations
	Minimum Access Right

	READ – OBSERVE – WRITE-ATTRIBUTE
	R

	WRITE
	W

	DISCOVER – 
	-

	DELETE
	D

	EXECUTE
	E


· 2nd step: if at step 1, the LwM2M Server is authorized to perform the operation, the LwM2M Client still needs to check if the LwM2M Server requested operation is supported by the targeted Resource or Object Instance (details are provided in section 7.3.2.2, 7.3.2.3, and 7.3.2.4).

The LwM2M Object specification defines which operations are allowed to be performed on Resource within an Object Instance (Refer to Supported Operations in Appendix D LwM2M Object Template and Guidelines). The operations allowed on a given Resource MUST apply to all the Resource Instances of that Resource.

The LwM2M Client MUST support the authorization procedure described in Section 7.3.2 and its sub-sections.
7.3.2.1 Obtaining Access Right

For “Create” operation sent by the LwM2M Server, the LwM2M Client MUST get access right from the ACL Resource Instance corresponding to this LwM2M Server and located in the Access Control Object Instance associated to the targeted Object. Such an Access Control Object Instance – if it exists – has been provisioned during a Bootstrap Phase (Access Control Owner is MAX_ID=65535). If this access right doesn’t have the “Create” value, or cannot be obtained, the LwM2M Server has no access right.

For the operations except than “Create” operation the LwM2M Client MUST perform the following procedure:

1. if this LwM2M Server is the only LwM2M Server Account declared in the LwM2M Client (i.e. single Server environment) , the LwM2M Server has full access right on Object Instance(s)  When the LwM2M Client gets an Access Control Object Instance associated with the Object Instance the LwM2M Server has requested access to, it MUST proceed according to  the sequence below:

A. If the LwM2M Server is declared as Access Control Owner of this Object Instance and there is no ACL Resource Instance for that Server, then LwM2M Client gets full access right.

B. If the Client has an ACL Resource Instance for the LwM2M Server, the LwM2M Client gets access right from that ACL Resource Instance.

C. If the LwM2M Server is not declared as Access Control Owner of this Object Instance and  the Client doesn’t have ACL Resource Instance for that Server, the LwM2M Client gets access right from the ACL Resource Instance (ID:0) containing the default access rights if it exists (Section 7.3.1.2.2).

D. If the Client doesn’t have this ACL Resource Instance ID:0 containing the default access rights, then the LwM2M Server has no access right, and an “Unauthorized” error code is reported to the LwM2M Server.

7.3.2.2 Operation on Resource

When the LwM2M Server targets a Resource, the LwM2M Client MUST obtain an access right for the LwM2M Server on the Object Instance that Resource belongs to according to Section 7.3.2.1 and MUST check if the access right is granted prior to perform the requested operation.

· If the operation is not permitted, the LwM2M Client MUST send an “Unauthorized” error code to the LwM2M Server.

· If the operation is permitted, the LwM2M Client verifies if the Resource supports the operation.

· If the operation is not supported by the Resource, the LwM2M Client MUST send a  “Method Not Allowed” error code to the LwM2M Server.

· If the Resource supports the operation, the LwM2M Client MUST perform the requested operation.

7.3.2.3 Operation on Object Instance

When the LwM2M Server targets an Object Instance, the LwM2M Client MUST obtain an access right for the LwM2M Server on Object Instance according to Section 7.3.2.1 and MUST check if the access right is granted prior to perform the requested operation.

· If the operation is not permitted, the LwM2M Client MUST send an  “Unauthorized” error code to the LwM2M Server.

· If the operation is permitted, the following cases apply, according to the requested operation:

· For the “Write” operation on an Object Instance, the LwM2M Client MUST perform the operation, if all the Resources conveyed in the operation are allowed to perform the “Write” operation. If any Resource does not support the “Write” operation, the LwM2M Client MUST inform the LwM2M Server that the Object Instance cannot perform the requested “Write” operation in sending a “Operation is not supported” error code.

· For the “Read” and “Observe” operations, the LwM2M Client MUST retrieve all the Resources except the Resource(s) which doesn’t support the “Read” operation and sends the retrieved Resource(s) information to the LwM2M Server.

· For the “Execute” operation, the LwM2M Client MUST NOT perform the operation, and MUST send an “Operation is not supported” error code to the LwM2M Server.

· For the “Delete”, “Write-Attributes”, and “Discover” operations, the LwM2M Client MUST perform the operation.

7.3.2.4 Operation on Object

If a given LwM2M Server targets an Object with a “Write”, “Execute”, or “Delete” operation, the LwM2M Client MUST NOT perform such an operation and MUST send an  “Method Not Allowed” error code to the LwM2M Server.

· When the LwM2M Server targets an Object for the “Create” operation, the LwM2M Client MUST obtain an access right for the LwM2M Server on Object according to Section 7.3.2.1 “Obtaining Access Right” and MUST check if the access right is granted prior to perform the requested operation.

If the “Create” operation is permitted, the LwM2M Client MUST perform the instantiation on the Object only if all the mandatory Resources are present in the “New Value” parameter (see Section 5). If all the mandatory Resources are not present, the LwM2M Client MUST send a “Bad Request” error code to the LwM2M Server.

Optional Resources MAY be conveyed in the “New Value” parameter as well; the LwM2M Client MAY ignore the optional resources it doesn’t support. The values of the Read-only Resources MUST be setup by the LwM2M Client only; if a value of such a Read-only Resource is present in the “New Value” parameter, this value MUST simply be ignored. If the payload (New Value) conveys an Object Instance ID in conflict with one already present in the LwM2M Client, the complete request MUST be rejected and a “Bad Request” error code MUST be sent back.
· The “Discover” operation on Object is specific in the sense, that no access right is needed; the LwM2M Client MUST perform the operation.
· For the “Read” and “Observe” operations, the LwM2M Client MUST obtain the access right for the LwM2M Server on each Object Instance according to Section 7.3.2.1 “Obtaining Access Right” and the LwM2M Client MUST retrieve all the Object Instances for which the LwM2M Server has “Read” access right; for each of these qualified Object Instances, the LwM2M Client MUST retrieve all the Resources except the Resources which do not support the “Read” operation. The LwM2M Client MUST then aggregate all the information individually produced by the operation on each of these Object Instances and send that to the LwM2M Server.

For the “Write-Attributes” operation, the LwM2M Client MUST perform the operation.
Change 15:  Authorization consistency - DISCOVER

LwM2M Object: Access Control

	Description
	

	Access Control Object is used to check whether the LwM2M Server has access right for performing an operation.
	

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LwM2M Access Control

2

Multiple

Optional

urn:oma:lwm2m:oma:2


	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Object ID

R

Single

Mandatory

Integer

1-65534

The Object ID and The Object Instance ID are applied for.

1

Object Instance ID

R

Single

Mandatory

Integer

0-65535

See Table 20: LwM2M Identifiers.

2

ACL

RW

Multiple

Optional

Integer

16-bit

The Resource Instance ID MUST be the Short Server ID of a certain LwM2M Server for which associated access rights are contained in the Resource Instance value.
The Resource Instance ID 0 is a specific ID, determining the ACL Instance which contains the default access rights.
Each bit set in the Resource Instance value, grants an access right to the LwM2M Server to the corresponding operation.
The bit order is specified as below.
1st LSB: R(Read, Observe, Write-Attributes)
2nd LSB: W(Write)
3rd LSB: E(Execute)
4th LSB: D(Delete)
5th LSB: C(Create)
Other bits are reserved for future use.

3

Access Control Owner

RW

Single

Mandatory

Integer

0-65535

Short Server ID of a certain LwM2M Server; only such an LwM2M Server can manage the Resources of this Object Instance. 

The specific value MAX_ID=65535 means this Access Control Object Instance is created and modified during a Bootstrap phase only.


	

	
	


3.16 OMA-DM-LightweightM2M-2017-0126-CR_fig21_correction
Change 16:  Figure 21
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3.17 OMA-DM-LightweightM2M-2017-0104-CR_clarification_signal_strength_parameters
E.5     LwM2M Object: Connectivity Monitoring

	Description
	
	This LwM2M Object enables monitoring of parameters related to network connectivity.
In this general connectivity Object, the Resources are limited to the most general cases common to most network bearers. It is recommended to read the description, which refers to relevant standard development organizations (e.g., 3GPP, IEEE).
The goal of the Connectivity Monitoring Object is to carry information reflecting the more up to date values of the current connection for monitoring purposes. Resources such as Link Quality, Radio Signal Strength, Cell ID are retrieved during connected mode at least for cellular networks.

	
	Object definition
	
	Name

Object ID

Instances

Mandatory

Object URN

Connectivity Monitoring

4

Single

Optional

urn:oma:lwm2m:oma:4
	
	Resource definitions
	
	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Network Bearer

R

Single

Mandatory

Integer

Indicates the network bearer used for the current LwM2M communication session from the below network bearer list.
0~20 are Cellular Bearers
0: GSM cellular network
1: TD-SCDMA cellular network
2: WCDMA cellular network
3: CDMA2000 cellular network
4: WiMAX cellular network
5: LTE-TDD cellular network
6: LTE-FDD cellular network
7: NB-IoT
8~20: Reserved for other type cellular network
21~40 are Wireless Bearers
21: WLAN network
22: Bluetooth network
23: IEEE 802.15.4 network
24~40: Reserved for other type local wireless network
41~50 are Wireline Bearers
41: Ethernet
42: DSL
43: PLC
44~50: reserved for others type wireline networks.

1

Available Network Bearer

R

Multiple

Mandatory

Integer

Indicates list of current available network bearer. Each Resource Instance has a value from the network bearer list.

2

Radio Signal Strength

R

Single

Mandatory

Integer

dBm

This node contains the average value of the received signal strength indication used in the current network bearer (as indicated by Resource 0 of this Object). 
For the following network bearers the signal strength parameters indicated below are represented by this resource:
GSM:    RSSI
UMTS:  RSCP
LTE:      RSRP
NB-IoT: NRSRP
For more details on Network Measurement Report, refer to the appropriate Cellular or Wireless Network standards. (e.g., for LTE Cellular Network refer to ETSI TS 36.133 specification). 

3

Link Quality

R

Single

Optional

Integer

This contains received link quality e.g. 
LQI for IEEE 802.15.4, (range 0..255), RxQual Downlink for GSM (range 0…7, 
refer to [3GPP 44.018] for more details on Network Measurement Report encoding),
RSRQ for LTE (refer to [3GPP 36.214]),
NRSRQ for NB-IoT (refer to [3GPP 36.214]).
4

IP Addresses

R

Multiple

Mandatory

String

The IP addresses assigned to the connectivity interface. (e.g., IPv4, IPv6, etc.)

5

Router IP Addresses
R

Multiple

Optional

String

The IP address of the next-hop IP router, on each of the interfaces specified in resource 4 (IP Addresses)
Note: This IP Address doesn’t indicate the Server IP address.

6

Link Utilization

R

Single

Optional

Integer

0-100

%

The average utilization of the link to the next-hop IP router in %.

7

APN

R

Multiple

Optional

String

Access Point Name in case Network Bearer Resource is a Cellular Network.

8

Cell ID

R

Single

Optional

Integer

Serving Cell ID in case Network Bearer Resource is a Cellular Network.
As specified in TS [3GPP_TS_23.003] and in [3GPP_TS_24.008]. Range (0…65535) in GSM/EDGE
UTRAN Cell ID has a length of 28 bits.
Cell Identity in WCDMA/TD-SCDMA. Range: (0..268435455).
LTE Cell ID has a length of 28 bits.
Parameter definitions in [3GPP_TS_25.331].

9

SMNC

R

Single

Optional

Integer

Serving Mobile Network Code. In case Network Bearer Resource has 0(cellular network). Range (0…999).
As specified in TS [3GPP_TS_23.003].

10

SMCC

R

Single

Optional

Integer

Serving Mobile Country Code. In case Network Bearer Resource has 0 (cellular network). Range (0…999).
As specified in TS [3GPP_TS_23.003].
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